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Thinking About Data for Operational Test and Evaluation 

A. Introduction 
The human brain is a powerful tool for quickly recognizing 

patterns, but it frequently makes errors in interpreting random 
data. Luckily, these mistakes occur in systematic and predictable 
ways. Statistical models provide an analytical framework that 
helps us avoid these error-prone heuristics and draw accurate 
conclusions from random data. 

B. Randomness 
Statistics is the science of data in the same way that biology 

is the science of life and physics is the science of energy. This 
presentation highlights some of the tricks of the trade that 
studying and working with data for many years teaches you. One 
of the biggest differences in the way statisticians think about 
data is how they conceive of randomness. The technical 
definition varies in important and subtle ways from the 
colloquial way that randomness is thought of. These differences 
help explain why outcomes that are deterministic at a 
fundamental level may be profitably modeled as random. To that 

end, understanding the strengths and weaknesses of statistical 
models is important, particularly how violations of their 
assumptions impact inference.  

C. Cognition & Data 
Humans’ built-in heuristics for processing data compel us 

to make errors in systematic and predicable ways. 
Understanding how these heuristics affect our information 
processing allows us to adjust and correct for known errors. The 
human brain is especially good at recognizing patterns. 
However, we frequently make Type I errors, mistaking 
randomness and noise for actual patterns. One example of this is 
the stock market. People regularly over-interpret market 
movements, attributing causal relationships to what later turns 
out to be nothing more than noise. “Charters” assure you that 
they can find specific patterns in stock charts when really they 
are just looking at noise.  

Daniel Khaneman and Amos Tversky have demonstrated 
many ways in which humans err when considering randomness. 
For example, humans make systematic errors when attempting 
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to determine what a random sequence looks like, believing that 
chance is essentially fair and that things tend to balance out over 
time. We underestimate the likelihood of events that don’t 
“look” random, such as a long sequence of Heads occurring over 
a large number of coin tosses. Prospect Theory explains the 
ways humans react to uncertainty, systematically over-
estimating the likelihood of unlikely events and underestimating 
the likelihood of likely events.  

D. Better Ways to Think About Data and 
Uncertainty 
Even quantitatively literate members of the media and 

academia can fall victim to these pitfalls if they are not careful. 
Binned data (For example, Range to Target can be organized 
into bins of “Long Range” (20 to 30km), “Medium Range” (10 
to 20 km) and “Short Range (0 to 10 km) for convenience in test 
planning) are frequently seen in operational tests, but when 
treating a continuous variable as an ordered categorical variable, 
analyzing binned data, it is important to understand how the data 
are distributed within the synthetic bins. This underlying 
distribution can have a substantial effect on the conclusions of 
an analysis. Anne Case and Angus Deaton provide a notable 
example in which failure to account for the within-age-bin 
distributions led to mis-estimation of mortality rates among 
middle-aged white Americans. Similarly, the way in which data 
are displayed can be misleading if care is not taken. Using 

multiple Y-axes on a single plot can cause readers to 
misunderstand the magnitude of relative effects, and plotting a 
rate of change rather than the variable of interest can make 
mountains out of molehills.  

E. Statistical Models 
Analysts can avoid many of these challenges by using an 

analytical framework that incorporates randomness, such as a 
statistical model. Statistical models rely on assumptions, but 
most popular models, such as simple linear regression, are 
robust to some violation of these assumptions. For example, 
regression estimates for the conditional mean are entirely robust 
to the assumption of equal variance. While there are no good 
hard-and-fast rules for how much a model’s assumptions can be 
violated before the model should be discarded, knowing the right 
questions to ask about your data helps you know when you are 
okay with a small caveat and when you should start from scratch. 
Knowing your models thoroughly also helps you know how 
much confidence you should have in your results. Finally, it is 
important to understand the process by which data is collected. 
Often times, this process can bias subsequent analyses in 
unexpected ways if care is not taken.  

F. Conclusions 
Thinking about data requires an understanding of the tricks 

the human brain can play as well as ways to avoid those pitfalls. 
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The origins of your data can impact the conclusions you draw. 
Although the human brain recognizes patterns well, know that it 
will often identify “patterns” that aren’t really there. These 
problems can be exacerbated if data is displayed carelessly in 
ways that misconstrue the actual underlying structure. Luckily, 
statistical models give us a framework to understand 
randomness and patterns, helping us learn about populations of 
interest. Understanding data and randomness is as challenging 
as any other science, so don’t be afraid to consult an expert! 





Thinking About Data for Operational Test 
and Evaluation

Perspectives from statistics, behavioral 

economics, and cognitive psychology

11 December 2017





Thinking about data

1





The human brain misunderstands randomness in 

systematic and predicable ways. We often have to fight 

our instincts to not be misled by data.

2



Statistical models provide a framework that helps us avoid

these error-prone heuristics and draw accurate 

conclusions from random data.

3



Randomness

4





“Randomness” is a technical term!

5





Per Wikipedia’s entry on statistical randomness:

6

“A numeric sequence is said to be statistically 

random when it contains no recognizable patterns or 

regularities; sequences such as the results of an 

ideal dice roll, or the digits of π exhibit statistical 

randomness.

“Statistical randomness does not necessarily imply 

"true" randomness, i.e., objective unpredictability.”

https://en.wikipedia.org/wiki/Statistical_randomness



Randomness ≠ unpredictable

7



Formally, randomness is thought of in terms of 
sequential of outcomes.

8



Note that the frequency of events may have a pattern 
(defined by the distribution function of a random 
variable).

9



If it walks like a duck, and talks like a duck …

10





… then a model built around the assumption that it is a 
duck may prove useful!

11



Things that are deterministic at a fundamental level can 
often be modeled effectively as random.

12



Example:  How accurate is the newest Howitzer?

13



Lots of things impact artillery accuracy beyond the 
factors we typically control: 

14



Wind.

15



How rested the operators are.

16



The calibration of the gun.

17



And other factors. 

18



If a model helps you understand the process that 
generated your data, then it’s useful even if the process 
that generated it wasn’t “random”.

19



Think about where your data come from and how 

that impacts the conclusions you can draw.

20



Cognition & Data

21





Small Sample Size Theater

22





23



24



25



26



Baby, we were born this way.

27





Humans have a lot of built-in heuristics for processing 
large amounts of information that make it possible for 
us to cope with the natural world.

They’re often wrong in systematic and predictable ways.

28



The human brain is a giant pattern recognition machine.

29



This bread looks like a rabbit.

30



People also see patterns when they aren’t there, like 
the Virgin Mary in a piece of bread.

31



Random doesn’t always look random.

32





Humans are programmed to find patterns, and so they 
do, even when patterns aren’t there.

33



Since the 1930s (and probably before), people have 
been drawing pictures of noise and over-interpreting 
them.

34

From www.stockcharts.com (which is probably a good 
place to get advice on how to lose money).



Sometimes, “random” doesn’t look random enough!

35





36

“People view chance as unpredictable but essentially fair.”

Kahneman & Tversky, 1972



When people are asked to generate their own “random” 

sequences of “coin flips”, the results are locally 

representative and don’t have enough short “runs”.

37



People also don’t like long runs.

38

For example, a run of six consecutive H or T will occur in 

over half of all sequences of 50 flips of a fair coin, but 

people will rarely include such a run when they generate 

a sequence.



39

Sequence 1 2 3 4 5 6 7 8

A H H T T H H T T

B H T H T H T H T

C H H T H T T T H

D H T H H H T H H

“A major characteristic of apparent randomness 
is the absence of systematic patterns.“



The “Law” of Small Numbers:

Even numerate scientists act as if any sample, no matter 

how small, is representative of the population.

40

Note: This is a fallacy.



On each round of a game, 20 marbles are distributed at 
random among five children. Consider the following 
distributions:

41

Child 1 2

Alan 4 4

Ben 4 4

Carl 5 4

Dan 4 4

Ed 3 4

In many rounds of the game, will there be more 
results of Type 1 or Type 2?



Both Type 1 and Type 2 are very unlikely, but Type 2 is 
more likely (25% more likely, in fact!).

42

P(Type 1) = 0.00256

P(Type 2) = 0.00320

In practice, 36 of 52 subjects said 
Type 1 was more likely.



My hypothesis:  People are answering the question they 
want to answer rather than the one that was asked.

43

P(Type 1) = 0.00256

P(Type 2) = 0.00320

P(Type 1 or something that looks like Type 1) = 0.05120



People are bad enough at self-generating random 
numbers that forensic accountants can often catch 
people “cooking the books” because the fake numbers 
don’t have the same distribution as real numbers.

44

Benford’s Law

Probabilities

Digit 1st Digit 2nd Digit 3rd Digit 4th Digit 5th Digit
0 NA 0.11968 0.10178 0.10018 0.10002
1 0.30103 0.11389 0.10138 0.10014 0.10001
2 0.17609 0.10882 0.10097 0.10010 0.10001
3 0.12494 0.10433 0.10057 0.10006 0.10001
4 0.09691 0.10031 0.10018 0.10002 0.10000
5 0.07918 0.09668 0.09979 0.09998 0.10000
6 0.06695 0.09337 0.09940 0.09994 0.09999
7 0.05799 0.09035 0.09902 0.09990 0.09999
8 0.05115 0.08757 0.09864 0.09986 0.09999
9 0.04576 0.08500 0.09827 0.09982 0.09998



To be fair to people, though, differentiating true 
randomness is pretty tough.

45

Though to be fair to humans, randomness is hard to see:

Williams, J. J., & Griffiths, T. L. (2008). ”Why are people bad at detecting 

randomness? Because it is hard.” 



So you’re telling me there’s a chance!

46





Long-tail events are rare, not impossible.

47

Think 1-in-10 or 1-in-100-type events, not 1-in-a-million-

type events.



The difference between “kinda rare” and “really, really 
rare”. 

48

Systematically differentiating between these two is the 

focus of a large part of statistical research.



People tend to make decisions irrationally in the face of 
high- and low-probability events.

49

How people perceive risk, according to Prospect Theory:

See Kahneman, Daniel; Tversky, Amos (1979). "Prospect Theory: An Analysis of Decision under Risk" (PDF). Econometrica. 47 (2):263 



Don’t be fooled by the pattern recognition box in 

your head.

50



Better Ways to Think About Data and 

Uncertainty

51





Misadventures with binning

52





Doing analysis on binned continuous data can lead to 
incorrect conclusions.

53

Continuous 
Variable

Values Binned Values

Range
4,000 –
21,000 ft

4,000-9,000 9,000-16,000 16,000-21,000

Age 30-64 yrs 30-34 35-39 40-44 45-49 50-54 55-59 60-64



Mortality among middle-aged white Americans is 
increasing!

54



The money plot

55

Middle-aged 
despair?

Loss of meaning 
from work/faith/ 

family? 

Effects of the 
Great Recession?



Except …

56



Case and Deaton used binned data, but the composition 
of the bins had changed.

57

White Americans age 45-54 were on average 0.4 years 

older in 2013 than they were in 1999!

(Thanks, baby boomers!)



Binning data can obscure changes within bins, resulting 
in unfounded conclusions.

58



Taking that difference in age into account … 

59

“Op-ed writers: Go back to your notebooks! Time 
to come up with new explanations.”



So what’s the real story with this data?

60



Don’t believe every picture you read.

61





Not to keep beating up Case and Deaton, but …

62

On the left, Figure 2.1 from Case and 
Deaton. On the right, the same trends 

shown with a single y-axis.



Rates of traffic fatalities are spiking like never before!

63

Per David Leonhardt at NYT



… except overall traffic fatalities are way down over the 
same time frame? 

64

h/t Philip Cohen



Think carefully about how you process and display 

your data. It matters a lot!

65



Statistical Models

66





But Why Statistical Models? 

67





Statistical models provide a framework for evaluating data 

that accounts for randomness.

68



Statistical models can help us avoid the “naked eye” 
data interpretation errors described in the previous 
sections. 

69



… but if you use a statistical model, you need to be aware of 

its limitations as well!

70





You know what they say about assumptions …

71





Model robustness is an underrated quality that most 
common statistical methods have.

72

All models rely on assumptions, but many common 

statistical models are pretty robust to failures in these 

assumptions.



Take the heteroskedasticity assumption …

73



Homoskedastic variance

74



Heteroskedastic variance

75



Heteroskedastic variance (categorical factor)

76



If the variance of our response variable is 
heteroskedastic, much of our analysis is still valid!

77



Estimates of the mean are still unbiased and have good 
statistical properties (BLUE) …

78



… but inference (CIs, p-values about parameter 
estimates) is no longer valid.

79



How bad is too bad?

80





In the real world (and especially the world of OT!), data 
rarely follows all of the assumptions we make when we 
build models for it:

81

Linearity

Normality

Constant variance (as in the example above)

Independence of runs/observations

Independence of factors



Determining hard-and-fast rules for when a violation  of 
these assumptions is acceptable is difficult and not 
productive.

82



What are you using your model for?

How does the violated assumption impact your results?

How badly wrong is the assumption?

How robust is your model to violations of this assumption?

What alternative models or analysis approaches are 

available? 

83





“The model is the result!”

84





When we analyze operational test data, we’re interested in 

the population, not the sample. 

85



86

Sample

Estimate



Statistical models provide a framework to avoid 

errors commonly encountered by humans 

processing random data.

87





Conclusions

88





Think about where your data come from and how that impacts the 

conclusions you can draw.

Don’t be fooled by the pattern recognition box in your head.

Think carefully about how you process and display your data. It 

matters a lot!

Statistical models provide a framework to avoid errors 

commonly encountered by humans processing random data.

89

Thinking about data can be hard. Don’t be afraid to consult 
an expert!





Backup

90





When summary statistics go wrong

91





Notional example of how aggregating over factors (“roll 
ups”) can give you incorrect results.

92

P(Detect) for 360-degree 

Mode

66.2%

P(Detect) for 360-degree 

Mode by Munition
Artillery Mortar Rocket

45.4% 65.8% 94.8%

P(Detect) for 360-degree Mode by 

Munition and Fire Rate
Standard Artillery Mortar Rocket

72.8% 78.0% 94.8%

Volley Artillery Mortar Rocket

7.8% 27.6% N/A

P(Detect) for 360-degree Mode by 

Munition and QE (Standard Fire only)
High QE Artillery Mortar Rocket

88.4% 72.3% N/A

Low QE Artillery Mortar Rocket

60.1% 95.6% 94.8%





Statisticians take p-values less seriously than you 

do.

93





When you know a tool well, you understand its 
strengths and weaknesses and feel more comfortable 
discounting it when appropriate.

94



Analogy:  Advanced metrics in sports

95

The folks who create metrics have an understanding of 

what those metrics do well and what they don’t. This 

provides important context when trying to make sense of 

the ratings they spit out. 



PER is useful but not the only thing worth considering 
when evaluating NBA players.

96



Things like p-values should also be understood in the 
proper context.

97

P-values are contingent on a specific hypothesis 

(including a statistical model) and a particular set of test 

data.  Consider how much data you have, the size of your 

observed effect, and what you know about the factor 

you’re looking at in addition to the p-value. 



Conclusions first, analysis later!

98





When there are lots of ways to measure something, 
“motivated” researchers can prove anything they want.

99



Democrats are good for the economy!

100

Check out https://projects.fivethirtyeight.com/p-hacking/ for more!



Err, I mean Republicans!

101

Check out https://projects.fivethirtyeight.com/p-hacking/ for more!



No, no, Democrats!!

102

Check out https://projects.fivethirtyeight.com/p-hacking/ for more!



Wait, no, Republicans!

103

Check out https://projects.fivethirtyeight.com/p-hacking/ for more!



And this can happen even when a researcher isn’t 
actively trying to produce a biased result!

104



Researchers make decisions about …

105

What data to collect

What response variables to consider

What factors to compare

What analysis methods they should use

What results to publish



The garden of forking paths:

106

Why multiple comparisons can be a problem, even when there is no 

“fishing expedition” or “p-hacking” and the research hypothesis was 

posited ahead of time. 

Andrew Gelman and Eric Loken



“The combination of some data and an aching desire for an 

answer does not ensure that a reasonable answer can be 

extracted from a given body of data.”

-John Tukey

107



“A well-ordered pile of numbers offers nearly unlimited 

scope for storytelling.”

-Andrew Gelman

108



We’re really bad at assessing success for long-tail 

events.

109





“Kinda rare” to a statistician is another way of saying 
“random noise”.

110



Evaluating predictions or models that produce 
probabilistic outcomes is challenging.

111

Model Prediction Outcome

A 20% Yes

B 49% Yes

C 51% Yes

Which model is right? Which is wrong?



The problem is even worse with rare events.

112

Model Prediction Outcome

A 5% Yes

B 1% Yes

C 0.1% Yes

Without substantial repetition, it’s hard to 
differentiate, and in operational testing we 

may not have enough repetition to see 
such rare events multiple times.





The Winner’s Curse

113





Determining whether past success was due to efficacy 
or randomness is hard.

114



Or Allah in a fish.

115



This phenomena is not limited to fans of fish and 
enthusiasts of grilled cheese. 

116



People tried to read a lot into the way the stock market 
moved at various points in the 2016 election.

117

“Market movements over the 

October 7-9 weekend, during 

which a tape was released … tell 

a largely consistent story.” 

– 20 October 2016



They were generally wrong.

118



This is because trying to predict the market is a fool’s 
errand, though people still try to do it.

119



Easy as 2, 4, 6

120





I’m thinking of a rule that governs this sequence of three 

numbers:

2, 4, 6

What is my rule? You may submit triplicates, and I’ll tell 

you if they agree or don’t agree with the rule. 

121



Only 21% of subjects guessed the rule correctly.

122

People tend to generate guesses with expected returns 

of “yes” rather than “no”, seeking to learn via confirmation 

rather than contradiction.

Peter Watson, "On the failure to eliminate hypotheses in a conceptual task“, Quarterly 
Journal of Experimental Psychology, 12: 129-140, 1960
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