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Executive Summary 

Blockchains are best known as the technology underpinning cryptocurrencies such as 
Bitcoin, but their potential uses range far beyond that. Additional blockchain applications 
are still emerging, but it seems that blockchains are becoming a foundational technology 
that may affect how the Department of Defense (DoD) operates. 

Blockchains record transactions and other data in a secure, distributed ledger. Every 
user has a copy of the ledger, which helps ensure the integrity of the transactions and makes 
the ledger auditable, though blockchains can be configured to let users identify only the 
transactions to which they were a party. This ensures privacy for both users and 
transactions. A blockchain is comprised of blocks that users add to the overall ledger. Each 
block contains three items: the transactions associated with the block; a hash value 
associated with the previous block; and a cryptographic nonce, which is a value used to 
compute the hash. It is virtually impossible to undetectably modify the content of a block. 
As the hash value of a new block depends on the hash value of the previous block, any 
attempts to modify a transaction in a block would create a hash that does not fit with the 
previous sequence. This feature guarantees the immutability of data placed on a 
blockchain. 

Many well-known blockchain applications, such as Bitcoin and other 
cryptocurrencies, employ a public model that has no barriers to entry. Anyone can 
participate in transactions, and every user can validate transactions. Users are anonymous 
or pseudonymous. This model creates trust in the system—the blockchain—rather than in 
any particular user. But not all blockchain applications are open. A private blockchain 
model requires users to get permission to access the ledger and sometimes to perform 
certain operations on the ledger. This model relies on a more traditional trust system: trust 
in the administrator granting permission and trust in the users who receive permission. Both 
models have benefits, though a permissioned system would likely provide a better fit for 
DoD needs and policy. 

Blockchains employ different consensus models, which provide protocols for adding 
new blocks to a blockchain. The proof-of-work model, which Bitcoin uses, is based on the 
idea that the right to add a block should be earned by demonstrating that effort has been 
made. This effort, known as mining, requires the use of computational power to solve 
mathematical puzzles to verify transactions. Profitable, industrial-scale mining uses huge 
amounts of energy and is inefficient by design, which makes the proof-of-work model a 
poor choice for military purposes, especially in theater when real-time information is 
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needed and energy sources may be scarce. Other consensus mechanisms, such as proof of 
stake, require substantially less energy but still operate in near-real time, rather than real 
time. Mining or managing a blockchain is likely better suited for planning purposes rather 
than operational use. 

However, there is a difference between having to manage or mine a blockchain and 
making use of blockchain infrastructure. Some blockchain applications provide 
functionality on top of the base infrastructure,1 which can allow users access without 
imposing mining or other resourcing burdens. There are a number of potential blockchain 
applications that DoD may consider. 

Supply chains, for example, present myriad security risks. DoD acquires products and 
systems comprised of multiple parts, many of which are complex systems in their own 
right. These products and systems often travel to multiple locations and pass through many 
hands before they are ready for DoD use, which leaves them open to potential tampering. 
Software supply chains are especially vulnerable, as software applications often use code 
pulled from open-source libraries, which is extremely difficult to vet. Blockchains can help 
track the provenance of each part or piece of code manufactured in a supply chain, 
providing a path from design to delivery. 

Modern database management systems support write-once information storage for 
command and control (C2) and command, control, and communications (C3) systems, but 
they require a data administrator with special permissions. If an adversary breaches a 
system and assumes an administrator role, they could tamper with or delete data. System 
logs give an indication whether data has been changed, but that is a reactive approach. 
Blockchains provide a proactive one: Any attempt to delete or modify an existing record 
on a blockchain yields an incorrect hash value, which flags illegal modifications 
immediately. 

Blockchains and smart contracts could help DoD automate certain workflows. Smart 
contracts are programs that, when executed, automatically carry out a preset sequence of 
events. For DoD, smart contracts could support workflows that require meeting specific 
conditions before moving to the next phase. Acquisition is one example: Smart contracts 
could facilitate a workflow by triggering a notice for review once the required criteria have 
been created and recorded. Contracting processes are another. A smart contract may 
generate payment for services rendered once proof of completion is received and verified. 

Electronic health records (EHR) pose interoperability issues among different 
healthcare providers and even with patients trying to access their data. The DoD has seen 

                                                 
1  A blockchain’s base network and underlying infrastructure (layer 1) can support additional functionality 

(known as layer 2). Layer-2 functionality relies on layer 1 for security and a consensus mechanism. See 
https://academy.binance.com/en/articles/what-is-layer-1-in-blockchain for more information. 

https://academy.binance.com/en/articles/what-is-layer-1-in-blockchain
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success with its EHR modernization program, but interoperability outside the Department 
is still an issue. Moving patient records from DoD to the Department of Veterans Affairs 
(VA) when military personnel retire is cumbersome. Blockchain-based EHRs are meant to 
support interoperability, easing the administrative burden of sharing records and allowing 
patients easier access to their information. 

Blockchains may also provide a useful tool for tracking media use and potentially 
countering disinformation. A blockchain’s distributed ledger serves as an immutable 
archive that can be searched and used to prove data authenticity and integrity. Using a 
blockchain to track DoD-generated images, audio, and video could make it easier to 
determine if and when such media has been manipulated. This type of system could be part 
of a suite of tools to help debunk attempted disinformation campaigns and build trust in 
DoD as the source of the original media. 

Blockchains can support system and information confidentiality, integrity, and 
availability, also known as the CIA triad. The DoD places high value on attaining and 
maintaining systems with those traits. Blockchain-based systems can securely store data, 
support data sharing and interoperability among organizations, help automate workflows, 
and record and track item provenance, all of which could provide increased efficiencies 
across the Department. 





v 

Table of Contents 

1. Introduction ............................................................................................................. 1-1 
A. Purpose ............................................................................................................ 1-2 

2. Blockchain Concepts and Principles ....................................................................... 2-1 
A. Ledgers ............................................................................................................ 2-1 

1. Distributed Ledgers ................................................................................... 2-2 
B. Blockchain Basics ........................................................................................... 2-3 

1. Block Structure .......................................................................................... 2-4 
2. Mining ....................................................................................................... 2-5 
3. Distributed Blockchains ............................................................................ 2-7 
4. Blockchain Infrastructure .......................................................................... 2-8 
5. Blockchain as Infrastructure .................................................................... 2-10 

C. Blockchain Types and Trust Models ............................................................. 2-11 
1. Public, Permissionless ............................................................................. 2-11 
2. Private, Permissioned .............................................................................. 2-12 
3. Hybrid Permissions ................................................................................. 2-13 
4. Consortium .............................................................................................. 2-13 

D. Privacy ........................................................................................................... 2-13 
1. Zero-Knowledge Proofs .......................................................................... 2-15 

E. Conflicts and Consensus Models .................................................................. 2-15 
1. Proof of Work .......................................................................................... 2-18 
2. Proof of Stake .......................................................................................... 2-18 
3. Proof of Capacity ..................................................................................... 2-19 
4. Proof of Elapsed Time ............................................................................. 2-20 
5. Hybrid Consensus .................................................................................... 2-20 

F. Forks .............................................................................................................. 2-21 
G. Incentives ....................................................................................................... 2-23 

1. The Necessity of Incentives for a Blockchain ......................................... 2-23 
2. Incentives in DoD-Operated Blockchains ............................................... 2-24 
3. Incentives for Building Wealth ............................................................... 2-25 

H. Smart Contracts ............................................................................................. 2-26 
3. Limitations of Blockchain ....................................................................................... 3-1 

A. Transaction Processing Speed ......................................................................... 3-1 
B. Energy Consumption ....................................................................................... 3-3 
C. 51% Attacks .................................................................................................... 3-3 
D. Quantum Computing ....................................................................................... 3-4 
E. Centralization .................................................................................................. 3-6 
F. Pseudonymous Identities ................................................................................. 3-9 



vi 

G. The Blockchain Trilemma ............................................................................. 3-10 
4. DoD Applications for Blockchain ........................................................................... 4-1 

A. Materiel Ledgers .............................................................................................. 4-1 
B. Supply Chains .................................................................................................. 4-2 
C. C2 and C3 Systems .......................................................................................... 4-4 
D. Real-Time Distributed Systems ....................................................................... 4-5 
E. Automated Workflows .................................................................................... 4-7 
F. Electronic Health Records ............................................................................... 4-8 
G. Monitoring Media Use .................................................................................... 4-9 
H. Blockchain for Intel Gathering, Operations Support, and Humanitarian

Work .............................................................................................................. 4-11 
5. Conclusion ............................................................................................................... 5-1 
Appendix A. Open-Source Blockchains ......................................................................... A-1 
References ........................................................................................................................R-1 

Table of Figures 
Figure 2-1. An Inter-Business Transaction ...................................................................... 2-3 
Figure 2-2. A Simple Blockchain .................................................................................... 2-4 
Figure 2-3. Block Content................................................................................................ 2-4 
Figure 2-4. Real-time Bitcoin Mining Results ................................................................. 2-6 
Figure 2-5. A Block as a Merkel Tree ............................................................................. 2-8 
Figure 2-6. Blockchain After Adding n Blocks ............................................................. 2-16 
Figure 2-7. Network Split .............................................................................................. 2-17 
Figure 2-8. Blockchain Evolving Independently After Split ......................................... 2-17 
Figure 2-9. Blockchain Fork .......................................................................................... 2-22 
Figure 2-10. Double Spending on the Same Chain........................................................ 2-24 
Figure 3-1. Transaction Confirmation Time .................................................................... 3-2 
Figure 3-2. Quantum Computing Progress ...................................................................... 3-6 



 

1-1 

1. Introduction 

Blockchain and the cryptocurrencies it enables surely rank among the most-hyped 
technologies of the 21st century. Bitcoin was announced to the world in a 2008 paper, and 
pundits seized on it, promoting it as the future of currency during its booms and disparaging 
it as just another fad during its busts. Gartner expresses the state of a technology using a 
“hype cycle,” depicting inflated expectations, subsequent disillusionment, and eventual 
realization of practical use [1]. Gartner has published several hype cycles for blockchain. 
All clearly show, based on extensive research, that much of the excitement surrounding 
blockchain has yet to yield tangible positive results and that quantifiable justifications for 
some blockchain applications are still years away. 

Whatever the future of cryptocurrencies, it is important to understand them and the 
technologies that implement them, especially blockchains. Blockchains are best known as 
the ledgers that record cryptocurrency transactions, but they have applications beyond 
cryptocurrencies. A blockchain is a technology for securely recording any kind of data that 
guarantees with an immensely high probability that the recorded data has not been 
corrupted and that any corruption can be easily detected. A blockchain can provide this 
guarantee across every node in a network. All participants can have a copy of an entire 
blockchain and examine every bit of data recorded on it. At the same time, a blockchain 
can preserve the privacy of its participants. Only those who place data on a blockchain 
know they placed that particular data. Everyone else can see the data, but they remain 
unaware of the actors involved. And, because every blockchain user has their own copy, 
the absence of a few users (caused by, say, system failure) does not affect the other users’ 
ability to make use of the blockchain. 

In other words, a blockchain can be used to achieve: 

• Confidentiality: Information is protected from access by unauthorized users. 

• Integrity: Information at rest is protected from change, and information in 
motion is received in the same state in which it was sent. 

• Availability: Information can be accessed as needed. 
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These three properties are known as the CIA triad2 and represent essential 
characteristics of a modern, secure system. In this age of nation-state hacking, the ability 
to build systems with the CIA traits cannot be overvalued. 

The Department of Defense (DoD) puts tremendous effort into ensuring its systems 
achieve the CIA triad. Incorporating blockchains into DoD processes and systems where 
applicable may help safeguard sensitive data and support strategic and operational 
planning. 

A. Purpose 
There has been a lot of hype around blockchains—Gartner’s blockchain hype cycles, 

mentioned earlier, provide an illustration—but blockchain is a relatively new technology, 
and the full scope of blockchain applications has not yet been realized. This paper attempts 
to cut through the hype and look at blockchain not as a basis for cryptocurrencies, but as a 
foundational technology that may affect how DoD does business now and in the future. 
This paper presents an overall survey of blockchains, covering the history of blockchains, 
blockchain concepts and technology, blockchain types and associated strengths and 
weaknesses, and potential applications for DoD. 

 

 

 

                                                 
2  It is not known who coined the phrase, but the first paper to use the three words together [57] appeared 

in 1977. 
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2. Blockchain Concepts and Principles 

The purpose of a blockchain is to create a record of a series of transactions. 

There is a lot to unpack in that simple sentence, as blockchains touch on history, 
culture, trade, business, and technology. This section will cover each of these areas as they 
relate to blockchain, with the intent of showing laws, policies, and practices that motivated 
blockchain, along with how blockchain implements these laws, policies, and practices or, 
in some cases, circumvents them.             

A. Ledgers 
A blockchain can be most simply defined as a distributed ledger. A ledger is an 

ancient concept. According to the Oxford English Dictionary (OED), a ledger is “the 
principal book of the ‘set of books’ ordinarily employed for recording mercantile 
transactions.”3 

The OED’s first citation for this sense of “ledger” is 1588, but the concept is much 
older. The earliest known recorded mercantile transactions occurred in the 4th century 
BCE.4 Predictably, ledgers have evolved since that time, although the fundamental data 
remains the same: a collection of records in which each record describes an item, a quantity 
of that item, and an amount paid or received for that item in consequence of a transaction. 
Simple innovations include recording the transaction date and time (not so obvious in 3000 
BCE) and standardizing item nature and quantity (e.g., “50-lb sack of barley” instead of 
“sack of barley”). 

Ledgers are, historically, maintained by accountants. The owner of a business, if not 
themselves an accountant, faces an age-old question: How do I know whether my 
accountants are honest? In the absence of safeguards, it is no difficult matter for an 
accountant to falsify ledger entries, hoarding material sold or currency received for 
themselves.  

The basic solution, it would appear, took over four millennia to conceive fully but has 
proven remarkably durable since its introduction in medieval Italy [3]. An organization 

                                                 
3  See https://www.oed.com/view/Entry/106898?rskey=ZM7gHs&result=1&isAdvanced=false#eid, 

definition A.1.d (retrieved 2020-01-07). 
4  The Cuneiform Digital Library Initiative (https://cdli.ucla.edu/) has an online selection of ancient 

ledgers. See, for example, https://cdli.ucla.edu/search/archival_view.php?ObjectID=P000735, which 
describes grain transactions. (URLs retrieved 2020-01-07.) 

https://www.oed.com/view/Entry/106898?rskey=ZM7gHs&result=1&isAdvanced=false#eid
https://cdli.ucla.edu/
https://cdli.ucla.edu/search/archival_view.php?ObjectID=P000735
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establishes double-entry bookkeeping, wherein every transaction requires an entry in two 
ledgers. An account entry in one ledger must have a corresponding and opposite entry in 
another ledger. If one business ledger records the business received 50 ducats, there had 
better be an entry in another ledger stating that those 50 ducats were deposited somewhere. 
Account auditing is suddenly much easier because the two ledgers can be compared. 
Inadvertent errors are undetectable only if two parties make exactly the same mistake, 
which is unlikely. Fraud requires complicity between two parties. Complicity, while hardly 
inconceivable, entails more effort and more risk. 

Discouraging (if not eliminating) complicity relies on ledgers being under the 
authority of different parties. In double-entry accounting, there is one ledger for credits and 
another for debits. If the same individual maintains both ledgers, simultaneously 
manipulating both is simple enough. But if different individuals are responsible for each 
ledger, fraud requires complicity. The greater the difficulty for the individuals to 
communicate, the harder it is to establish complicity. It follows that the larger the business, 
the easier it is to establish an environment reducing the likelihood of complicity. 

1. Distributed Ledgers 
In the modern world, every business uses ledgers. If law enforcement agencies 

suspect a business of illicit actions, they can use ledgers of other businesses with whom the 
alleged offender has conducted transactions to determine monetary inflows and outflows 
and verify whether the inflows of one business match the outflows of another. The double-
entry accounting principle holds for transactions between businesses as well. Figure 2-1 
depicts an example of double-entry accounting for a manufacturing business borrowing 
money from a bank. The bank has a ledger of assets; someone debits this ledger, and 
someone else simultaneously credits the ledger of withdrawals. Then, when the actual 
exchange of funds occurs between the two businesses, someone at the bank debits the 
withdrawals ledger, and someone at the business credits the cash-received ledger. Next, 
somebody debits the cash-received ledger, and somebody else at the business credits the 
assets ledger. Along with timestamps on each ledger entry, there now exists a sequenced 
list of the transactions that led to the business receiving cash. The bank can audit what 
happened to the funds (they were withdrawn), the company can audit what happened to the 
cash it received (it has become part of the company’s assets), and investigators can audit 
financial transactions (the business received money from the bank). 
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Ledger

Assets
Ledger Assets

Ledger

Withdrawals
Ledger

–+–+–+

 
Figure 2-1. An Inter-Business Transaction 

 
Having received money, the business puts it to use, spending it internally (paying 

employees, say) or externally (buying new equipment or purchasing raw materials). In 
either case, the resulting transactions will be recorded on other ledgers—some within the 
business and some outside it. 

The world, then, operates as a collection of distributed ledgers: distributed within 
businesses and distributed across businesses. It is this insight that brings us back to 
blockchains. A blockchain preserves a record of one or more transactions. It ensures 
transaction integrity: A transaction is only recorded if it occurred. It also ensures 
auditability: An auditor can examine the blockchain to determine all transactions it records. 
At the same time, a blockchain intends to guarantee anonymity: Agents examining a 
blockchain can only identify transactions in which they were a party. No one can determine 
both parties involved in a transaction. There is no central blockchain administrator or 
“superuser” with special authority to identify participants. 

B. Blockchain Basics 
A blockchain is an ever-growing sequence of blocks in which each block is related to 

the previous block in the sequence. Figure 2-2 shows the start of a blockchain. The green 
box represents the first block, sometimes known as the genesis block. This block is 
generated to serve as a starting point. Black boxes represent subsequent blocks. The 
direction of the arrows means the contents of a block partially derive from the previous 
block in the chain. Specifically, a previous block’s bit-string representation is used to 
compute a value that is stored in the next block. This is not to be confused with a linked-
list data structure in which the next block in the chain can be determined but the previous 
block cannot. 
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Figure 2-2. A Simple Blockchain 

 
Each black block encapsulates a record of one or more transactions; or, more 

generally, a record of one or more instances of what the blockchain records. Blockchains 
were originally developed to support transactions involving cryptocurrencies, and it is still 
commonplace to think of each block recording transactions. As subsequent chapters will 
show, blocks can record things other than transactions. This chapter will refer to 
transactions to keep the discussion focused. 

1. Block Structure 
In the simplest form, a block contains three items: 

1. The transactions associated with the block. 

2. A hash value computed from the previous block. (The first block in the chain 
does not, of course, compute a hash value from the previous block, but a hash 
value is generated specially based on the blockchain’s implementation.) 

3. A cryptographic nonce whose purpose is explained below. 

Figure 2-3 depicts these items in two blocks, at the point where the nth block has just 
been added to a blockchain. The transactions are the record of whatever transactions an 
entity wants to record on this blockchain, and in a format specific to the blockchain. The 
previous hash value is computed by converting the contents of block n−1 to a string and 
applying a cryptographic hashing function to that value. All three items in the block are 
used as the input to the hashing function. 

 
Block n−1

Prev Hash

Transactions

Nonce

Block n

Prev Hash

Transactions

Nonce
hash

 
Figure 2-3. Block Content 

 
A cryptographic hashing function is, by definition, fairly simple to compute but very 

hard to reverse. The value of Prev Hash in Block n can be computed quickly from Block 
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n−1—in microseconds or less on today’s fastest computers5—but the value of Block n−1 
cannot be determined from Prev Hash except by exhaustive search, a process likely to end 
after the universe does.6 

This guarantees non-repudiability. It is not possible, or at least extremely improbable, 
to undetectably modify the content of a block. If a transaction in Block n−1 is altered, its 
hash will not match the value recorded in Block n. Users must preserve Prev Hash or it will 
not match the hash of Block n−2, and timestamps are ordered, so options are limited. As 
such, users can only modify the nonce in addition to transactions, and doing so requires an 
exhaustive search.  

2. Mining 
Each block contains a nonce, a 32-bit value used in computing the block’s hash. A 

nonce is hard (e.g., time consuming) to discover by design. Requiring time to discover the 
nonce ensures that blocks are infrequently added to a blockchain, giving transactions and 
new blocks time to be propagated throughout the network. All ledgers have an opportunity 
to add the new block to their chain. 

For blockchains using the proof-of-work consensus mechanism (see Section 2.E.1 for 
more information), the mining process works as follows. Suppose a blockchain has n 
blocks, and therefore every ledger in the blockchain has an identical copy of it (at least, the 
block headers7 are identical). Certain nodes in the network conduct transactions and 
broadcast them to every other node. When a preset number of transactions are received or 
a predefined time limit is reached, nodes form a Merkle Tree8 from the transactions, then 
hash the Merkle Tree’s root (itself a hash), the hash of block n, and a nonce—with the 
requirement that the hash value’s bit representation must start with some number of zeros. 
Of these three quantities, the nonce is the only one a node can vary, so mining is the task 
of finding a suitable nonce. The more zeros needed, the more work is required to find a 
suitable nonce. The first node to find a suitable nonce gains the right to add a new block to 
the blockchain. It broadcasts the new node to all nodes in the network. These nodes add 

                                                 
5  See https://en.bitcoin.it/wiki/Non-specialized_hardware_comparison#CPUs.2FAPUs. 
6  See https://bitcoin.stackexchange.com/questions/41829/wont-asic-miners-eventually-break-sha-256-

encryption/41842. 
7  A block header contains metadata about the block and (except for the first block in a blockchain) a 

cryptographic hash that links the block to the previous block’s header. Transactions stored in a block are 
not part of the header. See Figure 2-3 for an illustration. 

8  The National Institute of Standards and Technology (NIST) defines a Merkle Tree as “a data structure 
where the data is hashed and combined until there is a singular root hash that represents the entire 
structure” (https://csrc.nist.gov/glossary/term/merkle_tree). See Section 2.B.3 for more about Merkle 
Trees, including an illustration. 

https://en.bitcoin.it/wiki/Non-specialized_hardware_comparison%23CPUs.2FAPUs
https://bitcoin.stackexchange.com/questions/41829/wont-asic-miners-eventually-break-sha-256-encryption/41842
https://bitcoin.stackexchange.com/questions/41829/wont-asic-miners-eventually-break-sha-256-encryption/41842
https://csrc.nist.gov/glossary/term/merkle_tree
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the block to their blockchains, and the process begins again as the nodes await new 
transactions. 

The requirement that a nonce begins with a certain number of zeros is the key to 
making mining difficult. Insofar as is known, the only way to find a suitable nonce is to try 
all possible values. A hash being apparently random, it follows that each bit of the hash is 
random, and so the probability of the hash beginning with 0 is ½; the probability of the 
hash beginning with 00 is ¼; and the probability of the hash beginning with n zeros is 
1/2𝑛𝑛. If the number of zeros is small, a computer performing mining can expect to find a 
suitable nonce easily, but if the number of zeros is large, a single computer is unlikely to 
find a suitable nonce quickly or even tractably. However, a blockchain network comprises 
many nodes, a large number of which engage in mining. The number of zeros can be 
dynamically adjusted such that the probability of at least one node “mining” a nonce in a 
suitable time is high. Bitcoin’s objective is for a node to mine a nonce every 10 minutes. 
As of this writing, a Bitcoin hash is a string of 256 bits that must begin with 56 zeros (or 
more conveniently, 64 hex digits,9 the first 19 of which must be zero). Figure 2-4 shows 
real-time results from a web page that reports Bitcoin blocks as they are created.10 The time 
needed to find nonces and create blocks varies widely—sometimes it is less than 10 
minutes, sometimes more. 

 

 
Note. Image scraped from Blockchain.com as of January 15, 2021.  

Figure 2-4. Real-time Bitcoin Mining Results 
 

                                                 
9  Hexadecimal is a numbering system using base 16. This system uses the digit values of 0-9 and A-F, 

respectively, to represent numbers from 0–15. Combinations of digits are used to represent larger 
numbers. See https://www.techtarget.com/whatis/definition/hexadecimal for more information. 

10  The image is scraped from https://www.blockchain.com/explorer, a site that reports Bitcoin statistics.  

https://www.techtarget.com/whatis/definition/hexadecimal
https://www.blockchain.com/explorer
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3. Distributed Blockchains 
If a blockchain is a kind of ledger, and good accounting practices necessitate multiple 

ledgers, the next problem is to figure out who maintains the ledgers. Once again, the issue 
boils down to trust. A blockchain-based ledger may be secure, but any user who submits a 
transaction to someone who maintains a blockchain-based ledger needs the following 
guarantees: 

1. Their transaction is not viewed or modified en route. 

2. The maintainer of the ledger does not modify the transaction before entering it 
in the blockchain. 

Regarding item 1, any transaction submitted over an unsecured network is vulnerable 
to interception. The user and the receiver could set up a cryptographic exchange 
infrastructure, which is in fact how most transactions occur over the Internet. Establishing 
the infrastructure is costly, time-consuming, and requires considerable technical 
knowledge. It also requires the user to trust in the receiver, though there have been enough 
password breaches and infrastructure failures to demonstrate that such trust is unfounded. 
For this same reason, item 2 is hard to guarantee. Surreptitious malware on a company’s 
web server, and for that matter unscrupulous employees, have been used to corrupt 
transactions. 

The blockchain solution to these potential problems is straightforward: Every user 
has a copy of the blockchain. There is no centralized authority. If anyone questions whether 
a user was involved in a transaction or the details of that transaction, the user has the data 
to respond definitively.  

Blockchain implementations address item 1 by using a variant of the block structure 
shown in Figure 2-3. A block is split into header and data sections. The header contains a 
hash of the data section. The validity of the blockchain is therefore tested by examining 
only the header, not the entire block. 

The data section, which records the transactions, is organized as a Merkle Tree [3]. 
In these Merkle Trees, each leaf is a hash of a transaction and each interior node is a hash 
of its children. Merkle had the interesting observation that, for cryptographic signature 
purposes, all one really cares about is the hash value of the root node. Other nodes in the 
tree can be deleted if their leaves are not of interest. Once a block is no longer the head of 
a blockchain, users are typically only interested in transactions in which they participated. 
On a given computer, the majority of blocks will only contain a header. 

The left side of Figure 2-5 shows a block containing three transactions. The hash of 
each transaction is a leaf node. The hash of the hashes of Tx1 and Tx2 is an interior node, 
and that hash, combined with the hash of Tx3, is the root node. On the right, two transactions 
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have been pruned from the tree. The tree still contains enough information to compute the 
root node’s hash and therefore allows verification that Tx3 was properly placed in the block. 
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Figure 2-5. A Block as a Merkel Tree 

 
In the original Bitcoin implementation, a header was about 80 bytes [4]. Based on the 

assumption that a new block is added to the blockchain every 10 minutes (see Section 3.A 
for more about transaction times), many transactions can be added to a blockchain before 
storage becomes a problem. 

Propagating transactions to every blockchain user is another conceptually simple but 
potentially massive undertaking. The technical term is network broadcasting, and IP-based 
communication offers a mechanism to send a packet to every node in a network. The 
maximum latency depends on the degree of node connectivity within the network; but, as 
blockchains typically use the Internet, the latency is likely no worse than the underlying 
Internet infrastructure. As the most well-known blockchain, Bitcoin provides an idea of 
transmission magnitude. The number of nodes in the Bitcoin network has fluctuated wildly, 
with a high of over 200,000 in early 2018 [42]. As of April 2023, the network had 
approximately 17,800 reachable nodes.11 Even at its largest, there were no reports of 
Bitcoin problems due to latency. 

4. Blockchain Infrastructure 
Setting up a blockchain is not particularly difficult, and there are many free and open-

source blockchain implementations (see Appendix A for examples). The Openchain 

                                                 
11  The website https://bitnodes.io/nodes/ was developed to provide statistics on the Bitcoin blockchain. It 

reports, among other things, the number of reachable nodes. 
 

https://bitnodes.io/nodes/


 

2-9 

website, for example, promises “anyone can spin up a new Openchain instance within 
seconds.”12 

Simply creating a blockchain instance does not address whether using that instance 
will be practical. As such, it is worth examining some of the underlying considerations. 

1. The underlying network. A blockchain is intended for peer-to-peer transactions. 
In the network on which it operates, a node should have multiple paths to 
communicate with other nodes. A network with a hub is a poor choice, because 
it introduces a single point of failure. Hardware failure aside, the greater the 
degree of network connectivity, the greater the difficulty of staging a denial-of-
service attack. 

2. The resources available for mining. Whatever approach is used to mine blocks, 
it is important to remember that a blockchain exists to support some larger 
objective (in the case of Bitcoin, financial transactions) and that mining drains 
resources that might otherwise be used to achieve that objective. 

3. Storage. Section 2.B.3 discusses the storage requirements for a blockchain, 
notes that a single block header can be stored in a relatively small space, and 
describes pruning block data. The figures, however, are for Bitcoin and its 
blockchain. Some blockchains have larger headers,13 and pruning transactions 
from the data sections in some blockchains would cause unacceptable 
information loss. 

Storage is more than writing to disk, of course, and it is important to know the 
expectations of analyzing stored data. Blockchains can be used to manage and 
enhance large-scale storage, but depending on the nature and structure of 
transactions, it may be worthwhile using a sophisticated storage mechanism 
such as a relational database management system with a powerful and 
expressive query language like Structured Query Language (SQL).14 An index-
based storage tool queried by NoSQL15 might be more appropriate. Whatever 
the mechanism, both free and commercial versions exist, and money often buys 
improved performance, not to mention professional, on-demand support. 

                                                 
12  See https://docs.openchain.org/en/latest/index.html.  
13 See [6] for a discussion of fields commonly included in block headers. 
14 SQL is a widely accepted relational database query language with standards specified by the American 

National Standards Institute (ANSI) and International Organization for Standardization (ISO), and it 
includes vendor-specific features in almost every implementation. 

15 NoSQL is an acronym with no single agreed-upon meaning; common ones are “Non-SQL” or “Not only 
SQL.” It refers to a database management system whose primary, often only, query language is not SQL. 

https://docs.openchain.org/en/latest/index.html
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4. Security. Anyone implementing a blockchain should assume compromise is a 
possibility, understand the implications of compromise, perform auditing to 
detect compromise, and have tools and a strategy to recover from compromise. 

A blockchain guarantees its transaction data is preserved unmodified. It can also 
ensure that each transaction is executed exactly once.  

However, there is no reason a blockchain could not be used to record something other 
than transactions. Subsequent sections go into more detail, but some of the other types of 
data that could be in a blockchain include: 

1. Contracts. These are agreements between two or more parties stating that one 
party agrees to perform services for another party. In more advanced form, a 
contract can automatically call upon parties to perform the work and can be used 
to query the contract’s status and the degree to which parties have fulfilled their 
obligations under the contract. 

2. Unmodifiable records. Some systems, intending to support auditing, do not 
allow data to be modified once it has been entered. Logging software, for 
example, has functionality to append data to a log but offers no capability to 
delete or modify data. Most simple logging systems write text to a file. If an 
intruder modifies that text to erase records of their penetration, detecting the 
change can be difficult, if not impossible. If the records were stored in a 
blockchain, modifying any record would make the rest of the blocks invalid. 

5. Blockchain as Infrastructure 
Section 2.B.4 discusses the infrastructure a blockchain requires. From another 

perspective, a blockchain is the infrastructure. It exists to make some capability possible: 
financial transactions à la Bitcoin, secure storage, identity management, and many others. 
In all cases, a blockchain is used to decentralize a once-centralized capability. This 
architectural perspective is sometimes called Web 3.0 or Web3. Proponents of Web 3.0 
argue that it represents the next step in the evolution of the World Wide Web from Web 
2.0, which started around 2005 and resulted in companies like Amazon, Google, and 
Facebook (now Meta) centralizing user capabilities and providing access at the expense of 
privacy. Web 3.0, its proponents claim, will return the Internet to its original vision, one in 
which everyone controls their personal information and establishes peer-to-peer 
communications rather than relying on a middleman to coordinate, and potentially 
examine, information exchanges. 

Web 3.0 is in its infancy. Companies that advocate it must devise incentives for using 
it. Often these incentives take the form of tokens that offer financial rewards for 
participation (Section 2.G). It remains to be seen whether incentives will catch on enough 



 

2-11 

to justify participation in a blockchain and generate sufficient revenue streams for 
companies promoting a blockchain. 

C. Blockchain Types and Trust Models 
In every transaction, each participant must decide how much they trust the other 

participants, and that trust may or may not be reciprocated. In this age of remote 
transactions, trust is very difficult to establish. Third parties promote trust—a bank, for 
example, can act as a trusted third party for two participants exchanging some amount of 
money—but they can lengthen transaction times and do not always support participant 
privacy. 

Part of the draw of blockchains is the removal of the third party, though this raises 
concerns about how to incorporate trust into a transaction. There are four general types of 
blockchains: public, private, hybrid, and consortium. Trust and access vary among types, 
following a spectrum of no trust to much trust. In a blockchain, trust is expressed in terms 
of permission: who receives permission to perform operations on a blockchain and who 
grants that permission. Permission levels fall along a spectrum as well, from least 
permissioned (public) to most permissioned (private). Permission levels may vary among 
hybrid and consortium blockchains depending on the trust and access required.  

1. Public, Permissionless 
Public blockchains, as the name suggests, are open to anyone who would like to use 

them. They were developed for use throughout the Internet, allowing two arbitrary parties 
to safely and securely conduct transactions. Users of public blockchains are able to access 
current and past records, verify transactions, and conduct mining activities. This type of 
blockchain is decentralized and uses a consensus model (see Section 2.E) to validate the 
information exchanged among network nodes and added to the blockchain. Once a record 
or transaction is deemed valid, it cannot be changed.  

Public blockchains are permissionless: No one needs permission to perform an 
operation. Everyone may mine, everyone may add blocks, and everyone may conduct a 
transaction. No one grants authority to another participant, and no one needs to ask for 
authority. Users operate anonymously or pseudonymously. It is almost impossible to verify 
a user’s identity and thus gain some semblance of trust in the user prior to conducting a 
transaction [60]. 

This is a zero-trust model. No one assumes anyone else on the network is honest or 
will deal with them fairly. Use and observation of the blockchain itself must guarantee that 
transactions are proper—that is, that resources are transferred from the seller to the buyer, 
that the transfer is recorded and visible, and that only the transfer is recorded. All users 
have a copy of the ledger and can see each transaction. In this model, trust is replaced with 
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transparency, which leads to confidence in the system (the blockchain itself) rather than in 
its users. 

Bitcoin uses a zero-trust model. Its objective was to create a financial network 
completely independent of central banks, and it has generally succeeded. Government 
organizations could also adopt zero-trust models in certain situations to create publicly 
available records. This type of blockchain application would give the public access to a 
government system and a view into government activities, which may in turn increase trust 
in both the institution and the information it provides.16 

There are, however, some drawbacks to public, permissionless blockchains. 
Permissionless blockchains are slower and resource intensive. Large networks require 
more time and energy to verify transactions, and they do not scale well. A Bitcoin 
transaction, for example, takes about 10 minutes to fully execute.17 Also, the lack of 
restrictions makes permissionless blockchains susceptible to 51% attacks, in which more 
than 50% of miners in a blockchain join forces to control it (see Section 3.C for more 
information).  

2. Private, Permissioned 
Private blockchains are more restrictive and permissioned, specifying roles users may 

have and granting authority (often to a single entity) to assign, modify, or revoke those 
roles. Permissioned blockchains reintroduce the concept of trust: trust in the entity 
administering the blockchain and granting permissions and trust in the users, as they are 
known.  

The first permission granted is the ability to join a blockchain. Some blockchains have 
a security infrastructure that only accepts vetted users, such as those willing to reveal their 
identities. Ripple is one example.18 Another permission is the right to create blocks. All 
users can conduct transactions, but users who cannot create blocks must use an 
intermediary participant. In a blockchain like this, users generally retain the ability to read 
blocks and verify that their transactions were recorded in the leger. However, the right to 
read blocks may, in some circumstances, be limited. Users may be prohibited from 
knowing anything about transactions other than their own, or they may be limited to 
reading particular blocks. 

                                                 
16 Estonia started using blockchains to support government systems in 2012. One example is its use of 

blockchain for land title registries, which provides Estonian citizens with an accessible and verifiable 
record system (see https://www.pwc.com/gx/en/services/legal/tech/assets/estonia-the-digital-republic-
secured-by-blockchain.pdf for more information). 

17 See https://coinmarketcap.com/alexandria/article/how-long-does-a-bitcoin-transaction-take. During 
periods of frenetic transactions, a single transaction has been known to take over 24 hours. 

18 Ripple is a corporation that runs a blockchain that supports transactions for the XRP cryptocurrency. See 
Appendix A and https://ripple.com. 

https://www.pwc.com/gx/en/services/legal/tech/assets/estonia-the-digital-republic-secured-by-blockchain.pdf
https://www.pwc.com/gx/en/services/legal/tech/assets/estonia-the-digital-republic-secured-by-blockchain.pdf
https://coinmarketcap.com/alexandria/article/how-long-does-a-bitcoin-transaction-take
file://div-itsd/Home/malbert/Blockchain%20CRP/Appendix%20A
https://ripple.com/
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On the other hand, a permissioned blockchain may grant users extra rights. It may 
reveal all user identities, for example, or the identities of specific users. It may also have 
open and closed transaction periods in which transactions are visible during open periods 
and restricted during closed periods. 

These characteristics make permissioned blockchains well suited for enterprises 
where a single entity is responsible for determining access, authorizations, permission 
levels, and security. This model can assume some degree of trust. But that does not mean 
permissioned blockchains must be limited to enterprises. Ripple’s business model, for 
example, aims to appeal to anyone with an Internet connection, though users must decide 
whether they are willing to engage with Ripple, knowing that their identity will not be kept 
private. 

3. Hybrid Permissions 
Hybrid blockchains comprise elements of both public and private blockchains. A 

hybrid blockchain often uses permissionless and permissioned systems in parallel, with the 
permissionless system allowing transparency among nodes—every node has a copy of the 
ledger—and the permissioned system controlling access to the ledger (e.g., the ability to 
add or validate blocks). Transactions and data are kept private, but they can still be verified 
when needed through means such as a smart contract (see Section 2.H). Users are granted 
full access to the network, and they are able to remain anonymous until they engage in a 
transaction. At that point, their identity is revealed to the other party in the transaction. 

4. Consortium 
Consortium blockchains, also called federated blockchains, are similar to hybrid 

blockchains, but whereas hybrid blockchains are controlled by a single entity, consortium 
blockchains are run by a group. Group members control access to the network and user 
permissions. Consensus procedures on consortium blockchains are controlled by preset 
nodes. A validator node starts, receives, and validates transactions. Member nodes start 
and receive transactions. All nodes have a copy of the full ledger.  

D. Privacy 
Blockchain-based transactions create a new model of privacy. If two individuals wish 

to conduct a traditional transaction, they might employ a trusted intermediary such as a 
bank. In this case, each must make their identity known to the bank, if not to each other. 
(Some organizations, such as auction houses, allow transaction parties to remain 
anonymous.) The individuals and the bank have a record of the transaction, and the 
individuals trust the bank’s security infrastructure to conceal the transaction from anyone 
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without a need to know, though applicable laws may require the bank to surrender 
information.19  

If individuals want to keep their transactions private, they can conduct them using 
cash or barter, which in theory leaves no record, but in practice is less straightforward. 
Except for trivial transactions, both parties would likely want to record entries in their 
private ledgers. This shifts the burden of maintaining security to the individuals, who may 
be less well equipped to establish a sophisticated security architecture than a large 
organization like a bank, even if a bank is a juicier target. (Willie Sutton robbed banks 
“because that’s where the money is.”)20  

Bitcoin’s use of blockchain opts for a different model. Every transaction is public, but 
the identities of the individuals who conduct the transaction are not. It is as if everyone can 
see all existing cash and observe every transfer between accounts, but without any 
knowledge of who owns the accounts. There is no such thing as an anonymous transaction, 
because everyone knows the identity of the coin that was transferred, even if they do not 
know the sender or recipient. Only the individuals who conduct a transaction are aware of 
the identities, and each individual only knows their own. This information can be used to 
construct a comprehensive ledger of one’s own transactions. 

The act of saving data by pruning a Merkel Tree (Section 2.B.3) is also closely tied 
to Bitcoin’s privacy model. Each Bitcoin transaction records two parties exchanging 
bitcoin, and coin ownership changes as a result of the transaction, just like with physical 
coins. And, just as a dime that changes hands cannot be traced to its previous holder,21 once 
the Merkel Tree recording a Bitcoin transaction is pruned, there is no way to determine the 
coin’s previous owner. This lack of transparency is a deliberate design feature to provide 
privacy; it is not an inherent property of blockchains. Neither is the use of a Merkel Tree, 
though using them means the hashing operation always has a fixed-size input, which 
increases the predictability of the time required to complete a transaction. 

As such, there are some limitations to privacy in blockchains, particularly those that 
lack pruning methods similar to what Bitcoin employs.  

                                                 
19 The Currency and Foreign Transactions Reporting Act, also known as the Bank Secrecy Act, requires 

banks to report every deposit or withdrawal over $10,000. (31 U.S.C. §5311 et seq. See 
https://www.fincen.gov/resources/statutes-regulations.) 

20 See https://www.fbi.gov/history/famous-cases/willie-
sutton#:~:text=When%20asked%20why%20he%20robbed,bank%20early%20in%20the%20morning for 
more information. 

21 A somewhat dubious claim in this age of DNA fingerprinting, but useful for the sake of the analogy. 
 

https://www.fincen.gov/resources/statutes-regulations
https://www.fbi.gov/history/famous-cases/willie-sutton#:%7E:text=When%20asked%20why%20he%20robbed,bank%20early%20in%20the%20morning
https://www.fbi.gov/history/famous-cases/willie-sutton#:%7E:text=When%20asked%20why%20he%20robbed,bank%20early%20in%20the%20morning
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1. Zero-Knowledge Proofs 
Bitcoin achieves its desired level of privacy by hiding identities behind public/private 

key pairs.22 The only record of a participant’s identity is a public key. Moreover, Nakamoto 
[4] recommends that each participant generates a new public/private key pair for each 
transaction. This guards against associating a set of transactions with a single user, which 
in turn might lead to identifying that user through patterns of behavior, though this 
approach has proven insufficient [34] (see Section 3.F).  

Zero-knowledge proofs have been proposed to address the problem. A zero-
knowledge proof allows a party to demonstrate they possess some knowledge without 
revealing what the knowledge is. Imagine a sentry guarding a gate, challenging all comers 
to state a password before they enter. The problem with this time-honored method is that 
the act of stating the password makes it public. The knowledge is available to all within 
hearing range. What if, instead, the sentry could simply ask “Do you know the password?” 
and the visitor could reply “Yes, I know the password,” and the sentry would know whether 
or not the visitor was telling the truth? (“Yes, I know the password” is not the password.) 
This eliminates the risk of revealing the password to an eavesdropper. This is the 
motivation behind zero-knowledge proofs. 

There are immediate privacy benefits to using zero-knowledge proofs in blockchains. 
Transaction participants can authenticate themselves without revealing even their public 
keys. Zero-knowledge proofs could allow organizations or individuals to use private 
datasets to implement smart contracts (Section 2.H) without revealing the actual data. More 
directly, examining a blockchain should reveal the validity of all transactions on the chain. 
A zero-knowledge proof can be used to avoid revealing details about the transactions. The 
information proves the transactions have occurred and can be placed in a block. 

E. Conflicts and Consensus Models 
A successful blockchain is predicated on the assumption that new blocks are 

constantly added at regular intervals. Each block records one or more transactions. New 
transactions cannot be added to a block until a new block is ready. Every blockchain must 
have protocols and procedures for adding blocks. 

When a node discovers a nonce while mining, it immediately creates a block based 
on that nonce and broadcasts the block to all other nodes. What happens if two nodes 
simultaneously discover a nonce? In a large distributed network, the time between when a 
node broadcasts a block and when all nodes receive that block can be significant. Even if 

                                                 
22 Public and private keys are cryptographic keys used to encrypt data and create and verify digital 

signatures. Public keys, as the name suggests, are generally widely available and can be used to encrypt 
data for a specific recipient, who then decrypts the data using their private key (see 
https://csrc.nist.gov/glossary/term/public_key).  

https://csrc.nist.gov/glossary/term/public_key


 

2-16 

it is only a matter of seconds, some overlap can be expected in the course of generating 
666,044 blocks (per Figure 2-4) in an 11,000-node network. 

In that circumstance, the network would contain two (or more) blockchains with 
different blocks after some node. Nodes update their chains as soon as they receive blocks, 
so nodes “close” to one broadcasting node will receive one block, and nodes “close” to 
another broadcasting node will receive another block. The rules for resolving these 
conflicts are as follows: 

1. A node extends its chain with the first block it receives. 

2. Once a node receives a block, it immediately starts mining the next block. 

3. If a node receives another block before it or another node mines the next block, 
it stores the block in its blockchain as another branch. 

4. Nodes consider the longest branch the official branch. When a node detects that 
one branch has grown longer than other, it drops the shorter branch. 

It is possible, but highly unlikely, that the two branches could grow simultaneously 
for several iterations. As Figure 2-4 shows, mining time variance is much larger than 
broadcast time. According to one study, conducted when the Bitcoin blockchain had 
556,400 nodes, conflicts in the Bitcoin blockchain occurred in just 0.0012% of block 
broadcasts [5]. If the probability of a single conflict is so small, the probability of a 
blockchain in which conflicts cause two branches of the same length is vanishingly so. 

(This is absolutely not permission for blockchain implementors to ignore the 
possibility of blockchains with branches. The previous paragraph referred to branches 
caused by mining conflicts. Branches can arise in other ways, in particular deliberate 
attempts to defraud a blockchain network; see Section 2.F.)  

As such, there is always a possibility in a distributed network that two (or more) 
subnetworks will become disconnected and modify the blockchain independently for some 
period of time. How, then, to resolve the conflict when the subnetworks reconnect?  
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Figure 2-6. Blockchain After Adding n Blocks 
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Figure 2-7. Network Split 
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Figure 2-8. Blockchain Evolving Independently After Split 

 
The figures above illustrate the situation: The blockchain grows to n blocks (Figure 

2-6), the network is then partitioned into two subnetworks (Figure 2-7), and the blockchain 
evolves independently on each subnetwork (Figure 2-8). Keep in mind that every node has 
an independent copy of the blockchain. In Figure 2-8, the three nodes above the dashed 
line each have a copy of the first n blocks plus 10 others, whereas the six nodes below the 
line each have a copy of the first n blocks plus 8 others, and the set of 10 and 8 are distinct, 
with different nonces and transactions. When the subnetworks reconnect, what blocks will 
be created to record the transactions on both branches? And, not inconsequentially, will the 
miners on both branches be rewarded? Potential conflicts can arise for a simpler reason 
than disconnected subnetworks. Suppose two nodes mine blocks at about the same time. 
Notifying every node in the network is not instantaneous, and it is probable that some nodes 
will receive notice of both blocks before all nodes receive notice of one block—the latter 
being a signal that a new block can be unambiguously added to a chain.  

Different blockchains have addressed the deconfliction problem by defining and 
implementing different consensus models. A consensus model lets users work together to 
agree on who has the right to add the next block to a blockchain and how to resolve conflicts 
(competing branches) in a blockchain. This section presents an overview of common 
consensus models. 
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1. Proof of Work 
The proof-of-work consensus model is based on the idea that the right to add a block 

should be earned through demonstrating that effort has been made. This effort—known as 
mining (see Section 2.B.2)—requires the use of computational power to solve 
mathematical puzzles to verify a transaction. Bitcoin uses proof of work. Considering that 
Bitcoin is for financial transactions, and earning money requires work, Bitcoin’s choice of 
consensus model is unsurprising. In a coin-based economy, minting coins ultimately 
requires mining metals.  

Proof-of-work consensus resolves conflicts by having nodes keep copies of 
conflicting blocks and diverging chains until such time as one chain is longer than the other. 
This is a probabilistic approach. Given the difficulty of mining, it can be proven that the 
likelihood of divergent chains continually increasing in length at the same rate decreases 
exponentially with each new conflict.23 

Once a conflict is resolved, nodes drop the shorter chain, merging its transactions. 
This approach requires each node to maintain a pool of transactions for all conflicted 
blocks. The node that mines the next block includes these transactions in the block. 

2. Proof of Stake 
The proof-of-stake model was developed in response to the heavy computational 

demands the proof-of-work model places on blockchain infrastructure [13,14], as well as 
the amount of electricity required to support mining operations. (See Section 3.B for more 
on energy consumption related to proof of work.) Briefly, the approach works as follows. 
A single node is randomly chosen from all nodes in the network. This node creates a new 
block, which it digitally signs; the signature, being hard to forge, is the guarantee of the 
block author’s authenticity. One thousand more nodes are then selected and are responsible 
for verifying the new block’s integrity. Once these nodes are satisfied, they sign the block, 
and the block becomes the end of the blockchain. Signing a block is not computationally 
difficult, nor is choosing nodes and propagating the block to those nodes. 

The probability that a node will be selected is proportional to the node’s investment. 
The nature of “investment” depends on the purpose of the underlying blockchain. If a 
proof-of-stake-based network is being used for cryptocurrency, investment is synonymous 
with number of coins. The more cryptocurrency a node possesses, the more often it is 
selected to create or verify blocks. This proof of stake in a blockchain earns the right to 
create blocks. 

There are several proposed approaches for keeping a single node from having a high 
probability of selection. For example, in the Peercoin network [14], coins age if they are 

                                                 
23 See [3], Section 11. 
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unspent, and the longer they are unspent, the higher the probability the node possessing 
them will be used to sign the next block. A single node possessing a sizeable percentage of 
coins would have to withhold them from circulation, negating the point of having wealth, 
which is to spend it. In practical terms, there is a growing disadvantage to being a majority 
stakeholder. 

In September 2022, the Ethereum blockchain network switched from proof of work 
to proof of stake in an event known as “The Merge.”24 Users have to deposit 32 ether (ETH) 
to activate the software needed become a validator on Ethereum’s network. This transition 
reduced Ethereum’s direct energy consumption by 99% [70]. 

3. Proof of Capacity 
In the proof-of-capacity consensus model, the right to mine cryptocurrency does not 

come from showing that work has been done, but instead from demonstrating a willingness 
to devote a portion of a disk drive to mining—that is, proving that one has storage capacity 
rather than central processing unit (CPU) cycles. (Proof of capacity was originally termed 
proof of space [15], but the former term seems to be more common.) Both express 
commitment to the growth of a blockchain network. Proof of capacity, however, was 
devised with the intent of requiring significantly less energy than proof of work— 
according to one source, it is 30% more efficient.25  

Proof of capacity assumes nodes are divided into two categories: provers and 
verifiers. A prover sends proof to a verifier that the prover has the claimed capacity. 
Constructing the proof requires minimal computational resources, as does verifying it. 

If this seems more like a client-server architecture than a fully distributed peer-to-
peer network, that is explained by the background research. Proof of work originated from 
attempts to combat email-based spam [16]. An email server, it was thought, should accept 
requests from clients who want to send a small number of messages to a small number of 
recipients, but it should reject client requests to send large numbers of messages to 
thousands or millions of recipients. The scheme required more work for each recipient that 
a normal user would scarcely notice but a spammer would consider an unreasonable up-
front cost. Analogously, in proof of capacity, one node acquires additional rights (mining 
or sending email) with respect to another by proving it has more disk space. Disk space is 
inexpensive but not free and, if the per-right amount required is large, gaining inordinate 
leverage with respect to other nodes becomes impractical.26  

                                                 
24 See https://ethereum.org/en/roadmap/merge/.  
25 See https://www.investopedia.com/terms/p/proof-capacity-cryptocurrency.asp. 
26  Dziembowski et al. propose 100GB per email address for the right to send messages, although they 

never justify the figure. [14] 
 

https://ethereum.org/en/roadmap/merge/
https://www.investopedia.com/terms/p/proof-capacity-cryptocurrency.asp
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4. Proof of Elapsed Time 
Proof of elapsed time was developed by the Intel Corporation to support the 

Hyperledger Sawtooth blockchain.27 It uses Intel’s Software Guard Extensions (SGX), a 
set of security-related instructions built into some modern Intel processors. SGX allows a 
process to execute in an enclave, a private region of memory that cannot be read or shared 
outside that process. An enclave is cryptographically encoded during its existence to 
prevent it from being observed. 

Proof of elapsed time executes on a permissioned blockchain network with a central 
server. On start-up, a node, called a validator, registers itself with the server. For each 
registered validator, the server generates a random wait time and broadcasts that time to 
the node. The validator sleeps for that amount of time, wakes up, and notifies the server. 
The first validator to notify the server wins the right to add a block to the blockchain. At 
this point, the cycle starts again, with the server generating a new set of random wait times. 

The server must use an algorithm that gives each registered validator an equal chance 
of waking up first. The server must also verify the validator is legitimate (i.e., that it did 
not simply sleep for a very short time). Any knowledge of how the server is operating, such 
as the seed it uses for random number generation, could be used to corrupt the mining 
process. The server executes in an enclave to minimize the chance of network corruption 
due to process observation. 

Validator nodes need not actually sleep before notifying the server. They can switch 
to other tasks, and this is the claimed advantage of proof of elapsed time. No validator 
resources, CPU, or storage are 100% (or even close to 100%) devoted to mining. 

5. Hybrid Consensus 
Instead of using a single consensus model, block mining can use some combination 

of the examples listed above. This hybrid approach is not uncommon in consensus models 
other than proof of work. In the simplest case, proof of work is used to mine the genesis 
block, then some other approach is used to mine subsequent blocks. The genesis block 
should be hard to forge, because verifying a blockchain ultimately entails verifying the 
genesis block. Proof of work, as Section 2.E.1 shows, guarantees that property.  

Hybrid consensus models have also been introduced into a mature blockchain for the 
purpose of switching consensus models. If a blockchain network’s participants decide 
proof-of-work mining is consuming too many resources, they might switch consensus 
models by declaring that all blocks mined prior to some date are verified according to a 
proof-of-work algorithm, whereas all blocks mined after that date are mined and verified 
using some other algorithm. This is typically done by creating a fork (see Section 2.F) and 

                                                 
27 See Appendix A and https://sawtooth.hyperledger.org/. 

https://sawtooth.hyperledger.org/
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allowing transactions on the original blockchain to accumulate until the branch can be 
safely terminated. 

The Peercoin cryptocurrency [14] uses both proof of work and proof of stake. 
Originally, nodes mined Peercoin using proof of work. This was done to build up a 
sufficient distribution of coins to make a 51% attack unlikely (see Section 3.C). Peercoin 
then switched to a hybrid model, in which both proof of work and proof of stake could be 
used for mining. Peercoin’s designers assumed that proof of stake, being less resource-
intensive, would predominate and slowly replace proof of work. Exact numbers could not 
be located, but a page on Peercoin’s website says: 

Today the majority of blocks in Peercoin are created through proof-of-stake 
while a small minority are created through proof-of-work.28 

F. Forks 
Several sections have stated that a blockchain aims to be a single chain, not a tree. 

This is not strictly true. In some circumstances, blockchain participants may desire to have 
the chain diverge into separate paths with no intention to merge them. This is known as a 
fork. 

(The previous paragraph is also not strictly true. Blockchains are still too new to have 
unambiguous, widely accepted terminology. Some definitions of “fork” include any split, 
including those eventually resolved by consensus [17]. However, this viewpoint appears to 
be in the minority.) 

Blockchain forks come to be for several reasons: 

1. Changes to blockchain software. Not every change requires a fork. However, if 
someone discovered a bug that could somehow compromise a blockchain—
improper implementation of a protocol, for example—all subsequent 
transactions must be considered suspect. 

2. Changes to blockchain protocol. This occurs when someone discovers a flaw in 
the protocol itself (as opposed to software implementing the protocol) that bad 
actors could exploit. Alternately, a new protocol might make the blockchain 
operate more efficiently. For example, a Bitcoin fork in 2014 increased 
transaction efficiency from seven transactions per second to 24 transactions per 
second.29 

                                                 
28 See https://university.peercoin.net/#/11-economics-of-peercoin. 
29 See https://www.investopedia.com/tech/history-bitcoin-hard-forks/.  

https://university.peercoin.net/#/11-economics-of-peercoin
https://www.investopedia.com/tech/history-bitcoin-hard-forks/
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3. Changes to blockchain capability. Blockchain participants may determine they 
want future blocks to record different kinds of transactions or things other than 
transactions. 

All three cases require changing blockchain software. And in all three cases, one does 
not simply cease adding blocks until all nodes are running the new software. For one thing, 
ceasing operation is impractical: in Bitcoin, where new blocks are added about every 10 
minutes, waiting for a fix requires shutting down an important service for an unspecified 
period of time. For another thing, in a permissionless blockchain, no node can dictate 
actions to others. Finally, some nodes may not want to incorporate software changes. They 
may have a commitment to a sequence of blocks by the time they receive an update. They 
may not want to adopt a new protocol or provide a new capability. 

Whatever the reasons, the consequence is a situation in which the software used by 
the subset of nodes that choose not to switch is incompatible with the software used by the 
subset of nodes that do (Figure 2-9). The former nodes cannot process any “new-style” 
blocks added after the fork, and the latter nodes cannot, or at least choose not to, process 
any “old-style” added after the fork. If a change is to the structure of blocks, the latter nodes 
must still be able to recognize the old structure (for history and verification), but they no 
longer need to know the old protocol (if that changed) as they will not be adding blocks 
under that protocol any longer. 
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Figure 2-9. Blockchain Fork 

 
In Figure 2-9, there is a shared history up to block n. After that, the two chains diverge, 

and the history of one is not the history of the other. 

There are two kinds of forks: hard forks and soft forks. A hard fork is oriented toward 
switching completely to the new branch. The new software deliberately does not recognize 
transactions on the old branch or attempts to add blocks to that branch. 

By contrast, a soft fork yields software that recognizes both. However, a soft fork is 
introduced with the expectation that all nodes will soon switch to the new branch. Whereas 
a hard fork fails to recognize all transactions on the old branch, a soft fork is written to 
achieve the same capability of the consensus model—except, of course, that the new branch 
is accepted as official irrespective of its length relative to the old branch. A soft fork 
preserves transactions. 



 

2-23 

One reason to introduce a hard fork is in response to fraud. In June 2016, hackers 
attacked the Ethereum blockchain, making off with approximately $50 million worth of 
cryptocurrency.30 Ethereum blockchain users subsequently voted to create a hard fork just 
before the point at which the fraud occurred. They rolled back all transactions on the 
blockchain and created a new cryptocurrency at the point of the fork. Ethereum users not 
associated with the fraud could exchange their old tokens. After that, the rules for the 
blockchain changed, and new software was distributed. Users were able to either move to 
the new Ethereum blockchain (known as Ethereum 2.0) or stick with the old branch, which 
was renamed Ethereum Classic.  

G. Incentives 

1. The Necessity of Incentives for a Blockchain 
Incentives provide something of benefit for users, but they serve an equally holistic 

role as well: to keep the blockchain pure. Proof of work was devised in response to spam. 
It benefits users, whose mailboxes are less cluttered. More precisely, it benefits “honest” 
users who want to use email for the purpose for which it was intended, and therefore have 
incentive to perform the little amount of work necessary for that purpose. It penalizes 
“corrupt” users by forcing them to work exorbitantly hard to abuse email. 

Proof of work equally benefits the email network as a whole. Exact statistics are hard 
to come by: entering “how many emails are spam” in Google returns pages that report 
wildly different results, ranging from 45–85% in 2023. One source, Statista, reports a 
significant downward trend in the past decade [45]. Still, if over a quarter of email traffic 
is spam, that is a large drain on network resources. 

An email network is not a blockchain, of course. The previous two paragraphs 
motivate incentives to keep corrupt users out of a blockchain. In a cryptocurrency-based 
blockchain, a corrupt user presents a dangerous possibility: double-spending. Double-
spending is akin to counterfeiting physical currency. A perfect copy of a paper bill is 
accepted as real until such time as a bank notices two bills with the same serial number—
an event unlikely to occur until long after the counterfeit bill has been spent. Fortunately, 
counterfeiting a paper bill is very difficult. 

Creating a copy of a crypto coin is ridiculously easy. A crypto coin is nothing more 
than a string of bits. A blockchain needs a protocol that prevents a corrupt user from 
simultaneously presenting this string of bits to two other users. 

This is where incentive plays a role. A blockchain is ultimately a single sequence and, 
if split into two, the longer chain is accepted as the valid one. A corrupt user cannot double-

                                                 
30 See [17] for a good overview of this attack. 
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spend a coin on the same chain: Each transaction records transfer of coin ownership, and 
it would be easy to determine that the user no longer possesses the coin. In Figure 2-10, 
some user Uc spends the red coin on block n+1; the transaction records the new owner Uh1. 
Uc’s attempt to transfer the coin to Uh2 in block n+2 fails because the chain records that Uc 

no longer owns it. 
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Figure 2-10. Double Spending on the Same Chain 

 
The corrupt user might try to create a new branch of the chain, double spending the 

same coin on that branch. But ultimately, one branch or the other (but not both) will be 
accepted as part of the chain, and merging the transactions will reveal the double-spending 
attempt. 

Incentive makes this possible. Only the corrupt user has incentive to maintain the 
chain with the double-spending attempt—that is, to add nodes onto that part of the 
blockchain. The rest of the users have incentive to add nodes to the other part of the chain, 
ensuring it grows quicker than the corrupt chain and is accepted. It does not matter if a 
large number of users are corrupt, as long as they are not colluding in their corruption. 
Their incentive is still to work on the longest chain, foiling any single individual’s attempts. 
(This is not to say colluding corrupt users are not an issue: See Section 3.C.) 

2. Incentives in DoD-Operated Blockchains 
If incentives are driven by a desire to earn wealth, where does that leave DoD? The 

typical combat system is not designed to earn wealth for its users. One might appeal to the 
common weal: practically speaking, that implies a mandate for all DoD-operated nodes to 
engage in mining. But mining hardware is expensive and energy intensive. The logistics of 
setting up and running a crypto-mining operation in some remote post in the middle of a 
desert does not add to the attractiveness of using blockchain during combat operations. 

Consensus based on proof of work is probably a nonstarter for combat operations, 
then. As Section 2.E notes, some consensus models were developed with the explicit goal 
of being less resource-intensive than proof of work. DoD should investigate these models 
for use in systems where resources are scarce. These other models often require trusting 
central nodes. That may be a price to pay for using blockchains. 
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Proof-of-stake consensus models may be a viable approach to fielded systems. If a 
blockchain provides value to a mission, every partner has an incentive to ensuring the 
continuation of that value for the duration of the mission. Nodes prepopulated with stakes 
at the start of a mission have incentive to perform (low-cost) coin generation. 

Not all DoD systems are combat systems. In situations in which a contractor operates 
a system for DoD, DoD might consider monetary incentives for the contractor to perform 
mining. As part of the cost of running the system, the contractor would be expected to mine 
a certain number of coins per some predetermined time period. The contractor is 
incentivized to continue mining to be paid, and DoD is incentivized to keep the contractor 
mining to ensure the system receives whatever benefits accrue from having a blockchain 
(see Section 2.G for more information).  

Some blockchains offer users an intangible benefit: trust. This is not to be 
underestimated. Nodes in networked systems devote significant resources to ensuring 
communications received are trusted (that the sending node is trustworthy, that the message 
was not corrupted in transit, that messages can be expected at regular intervals) and 
communications sent are transmitted. Establishing this trust is not free. If a blockchain can 
be the mechanism and can be implemented and operated at costs competitive with other 
approaches, it is logical to use it. In this sense, blockchains are one tool in a system 
designer’s bag and should be subject to the same cost-benefit analysis as every other tool. 

3. Incentives for Building Wealth 
Section 2.B.2 describes the difficulty of mining. Difficulty translates to resources: 

CPU cycles that must be devoted to the purpose and electricity to power those cycles. One 
may ask, then, why a node should bother? Why not let others do the mining and use the 
resources for some money-making operation? 

In the case of Bitcoin, the answer is that mining is a money-making operation. Each 
discovery of a new nonce and publication of a block earns bitcoins for the miner.31 The 
miner may then use these bitcoins in transactions. The miner may also use certain 
institutions to exchange them for traditional currencies. When the exchange rate is high 
enough, it is easy to see that mining is a worthwhile and potentially profitable activity. 
Bitcoin is desirable and obtained through mining, so people mine it. Any community that 
wants to use a blockchain must provide an incentive, financial or otherwise.  

                                                 
31 When Bitcoin launched in 2009, the miner received 50 bitcoins. The reward reduces by half about once 

every four years. As of May 25, 2020, the miner is rewarded with 6.25 bitcoins. See 
https://www.investopedia.com/tech/how-does-bitcoin-mining-work/#how-much-a-miner-earns for a 
timeline. 

https://www.investopedia.com/tech/how-does-bitcoin-mining-work/#how-much-a-miner-earns


 

2-26 

H. Smart Contracts 
Much of the discussion in this paper assumes a transaction is a transfer of 

cybercurrency ownership, mimicking the real-world exchange of a physical coin. This 
perspective is a convenience. It simplifies the concept of a transaction at times when the 
nature of what is recorded in a block is secondary to some larger conceptual point. 

Blockchains derive from ledgers, which record transactions, but this historical 
antecedent does not limit what a block can store. One interesting application of blockchains 
is to record “smart contracts.” A smart contract is a computer program that, when executed, 
automatically carries out some sequence of events. An event could be a transfer of 
cryptocurrency, but more generally, it is an execution of the terms of a contract. Here, 
“contract” is meant in the most general sense of the word: 

A mutual agreement between two or more parties that something shall be 
done or forborne by one or both.32 

A contract is “smart” if some technological means exists to enforce it. The original 
proposal for smart contracts, which dates from around 1994, offers vending machines as a 
canonical example.33 We consumers know, when we approach a vending machine, that its 
maker has constructed it to dispense merchandise when we feed it coins and press the right 
buttons or pull the right knobs; we and the maker agree on this mode of operation for our 
mutual benefits. The vending machine is constructed such that operating it outside the 
contractually accepted mode (feeding it counterfeit coins, disassembling it, etc.) is 
sufficiently difficult and risky to disincentivize breaking the contract. (We consumers are 
also aware that we bear most of the contractual risk. Who has not encountered a broken 
vending machine? And how many persons have taken the time to call the number printed 
on the machine for the sake of recouping the cost of a candy bar?) 

Because executable code embodies a smart contract, the contract’s execution is 
subject to any rules and regulations implemented by this code and is also subject to 
penalties. Consider a smart contract governing long-term rental of a property. The contract 
might require: 

• An initial up-front cryptocurrency payment from the lessee. 

• A monthly cryptocurrency payment from the lessee. 

• The return of a deposit to the lessee upon termination of the rental. 

                                                 
32 This definition is from the Oxford English Dictionary. See 

https://www.oed.com/view/Entry/40328?rskey=4qd8qt&result=1#eid. 
33 Smart contracts date from the early 1990s. The first references to smart contracts appear in unpublished 

manuscripts (https://scholar.google.com/scholar?q=nick+szabo+smart+contracts). The earliest published 
papers date from around 1997 [18].  

https://www.oed.com/view/Entry/40328?rskey=4qd8qt&result=1#eid
https://scholar.google.com/scholar?q=nick+szabo+smart+contracts
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Once the lessee makes initial payments, the smart contract transfers the payments to 
the lessor and grants to the lessee a “key” that allows access to the property. Subsequently, 
the smart contract can bill the lessee each month and enforce penalties should the lessee 
fail to pay. Just as in traditional rental agreements, these penalties can be monetary (extra 
cryptocurrency) or restrictive (revocation of the key). 

(The explanation makes analogies to legally enforceable contracts, but it is important 
to state that the legal status of smart contracts is still indeterminate. In 2017, Belarus 
became the first country to legalize smart contracts.34 Several U.S. states, including 
Arizona, Nevada, and Tennessee, recognized smart contracts in 2018.35 One student 
devoted a master’s thesis to the validity of smart contracts under Dutch law [20]. There is 
no federal legislation regulating or governing smart contracts.) 

Just like a regular contract, a smart contract can involve any number of individuals in 
whatever roles are appropriate to the contract. What it need not involve is intermediaries. 
Bitcoin was implemented to eliminate third parties in monetary transactions, so a smart 
contract can in theory eliminate intermediate lawyers, certified public accountants, 
witnesses, delivery messengers, and anyone else besides the parties affected by the 
contract. The intent is to cost less and be faster. Of course, if the law requires the 
participation of a third party, the smart contract is invalid without involving that party. A 
smart contract’s block entry and hash can provide the same proof as a witness’s signature, 
but until the law says a witness is superfluous in a blockchain-based contract, “witness” is 
a necessary role. Certain potential uses of smart contracts, therefore, depend on the legal 
system keeping up with technology. 

Smart contracts are written in purpose-designed languages. As is to be expected from 
such new technology, these languages vary widely in syntax and features, though they do 
seem to possess certain commonalities: 

• They conceptualize entities that can be involved in a contract. The languages 
recognize that a smart contract involves some thing, or things, and participants 
with an interest in those things (ownership, responsibility, etc.). The entities are 
represented using identifiers. More precisely, the entities are identifiers, and it is 
up to the framework in which the contract is executed to resolve those identifiers 
into other identifiers or physical entities (persons, property, etc.).36 

• They conceptualize actions and events. The languages allow for the expression 
of steps participants need to take and events that need to occur. Rather like 

                                                 
34 See https://pipiwiki.com/wiki/Decree_on_Development_of_Digital_Economy. 
35 See https://pipiwiki.com/wiki/Agoric_computing. 
36 Or virtual entities. In March 2021, Mike Winkelmann (a.k.a. Beeple) sold a purely digital artwork at 

auction for $69.3 million. The provenance of the artwork was recorded on a blockchain. See [33]. 

https://pipiwiki.com/wiki/Decree_on_Development_of_Digital_Economy
https://pipiwiki.com/wiki/Agoric_computing
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activity models such as IDEF0 [21], they account for action inputs, outputs, 
controls and constraints, and participants. Events can serve as triggers: For 
example, the end of one activity can trigger the start of another. 

• They include sequencing and timing. A home sales contract is usually 
contingent on assessments by a financing organization and involves a final 
walkthrough that must occur within a preset time period prior to closing day. 
Smart contracts assume electronic transactions will require similar activities 
with similar types of constraints. The smart contract can also extend to the real 
world. A home sale using a smart contract might require a (physical) person to 
electronically sign that an activity has been completed. 

• They recognize the possibility of failure. Just as in the real world, there is 
always the prospect that a buyer will not be able to pay or that the merchandise 
will prove to be shoddy. A smart contract will be written such that it can be 
terminated without the originally expected objectives having been achieved. 

There are interesting DoD applications for smart contracts. Consider how they might 
be used during training, such as within a simulation environment. As personnel 
successfully master simulation components, they are granted the rights to operate the 
physical equipment to which their simulations correspond. A soldier might have the ability 
to practice with a rifle but not to fire it outside the simulation environment until they have 
demonstrated proficiency at hitting simulated targets. A tank driver might have the right to 
drive only at slow speeds until they have demonstrated proficiency at maneuvering a 
simulated tank across challenging terrain at high speeds. This kind of permission-based 
behavior could easily and automatically be enforced using a smart contract. 
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3. Limitations of Blockchain 

Despite its potential, blockchain technology has limitations. Some of these are 
inherent. Others are a consequence of the practical realities of implementing blockchains. 

This section provides an overview of the major limitations. Its aim is not to be 
comprehensive, listing each and every flaw, but to give an idea of why blockchain may be 
inappropriate in some situations. 

A. Transaction Processing Speed 
Blockchains based on proof of work are inherently inefficient. This is a design 

decision. Conflicts are not prevented; they are possible but are avoided by establishing a 
work threshold. In Bitcoin this threshold averages 10 minutes. Simple probability predicts 
a low likelihood that two computers will simultaneously mine coins, the square of that 
probability that the next two mining operations would be simultaneous and on the different 
blocks, and the cube of the original probability that the subsequent two mining operations 
would again be simultaneous and on the different chains. One source estimated there were 
about 1,000,000 Bitcoin miners as of February 16, 2023 [66]. It would be a gross 
simplification to say the probability of any two miners repeatedly simultaneously mining 
coins is directly related to this value—the quality and amount of hardware devoting to 
mining varies from miner to miner—but the large magnitude hints at the low chance. Two 
Bitcoin blocks have been mined simultaneously, but the Bitcoin blockchain has always 
accepted one of the two blocks before the next mining operation succeeded. 

This protection against conflicts comes at a cost. It arbitrarily limits the number of 
transactions per unit time. In Bitcoin, a block is one megabyte and a transaction is about 
250 bytes, giving an upper limit of around 4,000 transactions per block. In practice, 
including network latency, there are around 2,760 transactions per block [24] or about 4.6 
transactions per second. The Visa credit card network processes 1,700 transactions per 
second [24]. 

Another way to measure speed is the average time to confirm a transaction. The graph 
in Figure 3-1, from data taken on April 12, 2023 [25], shows how wildly this value has 
fluctuated over the course of a year. Variance aside, on no day was the average time less 
than 6.23 minutes (on April 16, 2022). On March 29, 2023, confirmations averaged 589.98 
minutes. Bitcoin is not exhibiting real-time or even near-real-time behavior. 
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Note. “Average Confirmation Time”, blockchain.com, accessed April 12, 2023, 

https://www.blockchain.com/charts/avg-confirmation-time. 

Figure 3-1. Transaction Confirmation Time 
 

With these numbers, Bitcoin is not ready to challenge legacy transaction-processing 
systems. The spike in November 2022 may have been triggered by the collapse of FTX, a 
cryptocurrency exchange that handled huge amounts of Bitcoin transactions [62]. Spikes 
in February and March 2023 may have resulted from the cascading collapses of Silvergate 
Capital, Silicon Valley Bank, and Signature Bank, which sent companies and individuals 
searching for alternative options [63]. Even discounting these peaks, Bitcoin’s transaction 
processing speed is inadequate for commercial needs as well as for the DoD’s military 
operations.  

This especially slow transaction speed is a Bitcoin problem. No doubt its creator did 
not foresee its explosive growth. There have been many proposals to improve Bitcoin’s 
efficiency; Figure 3-1 shows they either have not been adopted or have not been sufficient. 
The data in this section does not present an argument against blockchain per se; it only 
shows that the Bitcoin blockchain is too slow for potential DoD use. Other blockchain-
based approaches can be considered viable: 

1. Create a new, DoD-specific proof-of-work blockchain. 

https://www.blockchain.com/charts/avg-confirmation-time
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2. Use proof of stake or some other consensus model (see Section 2.E). 

3. Employ layer 2 solutions (see Section 3.G). 

B. Energy Consumption 
Transaction processing time is related to the amount of energy devoted to mining. 

One million Bitcoin mining operators consume vast amounts of energy. Exact numbers are 
difficult to discern—no one knows how much mining is done by malware37—but it is clear 
that the effect is huge, and consumption keeps growing. Statistics often compare the 
amount of energy used by Bitcoin mining to countries: As of January 2023, Bitcoin was 
estimated to consume 127 terawatt hours of electricity per year, which surpasses Norway 
[64]. A 2023 investigation by The New York Times into 34 U.S.-based Bitcoin mining 
operations found that those companies used at least 30,000 times as much power as the 
average U.S. home, around 3,900 megawatts of electricity. For those mines, between 75–
99% of the electricity they consume is generated by fossil fuel plants [65]. There are plans 
to shift mining to sites that use green energy [27], but green-energy mining does not address 
Bitcoin’s staggering and ever-growing energy needs, nor does it address the fact that green 
energy will remain only part of the energy generation picture for the foreseeable future. 

Energy needs for proof-of-work consensus argue against DoD using blockchains in 
military operations, where energy sources may be scarce and the energy grid unreliable. 
Bitcoin has proven itself practical in environments where the grid is stable and energy 
relatively cheap. Bitcoin mining has shifted toward using more renewable energy sources, 
and there is an opportunity for mining to use excess energy produced by renewable sources, 
such as wind and solar generation plants. In the long term, using Bitcoin mining to absorb 
some of the excess energy may help stabilize energy prices.38  

C. 51% Attacks 
A blockchain grows block by block, and if two miners simultaneously discover a new 

hash, a state of conflict exists. That this state should continue for any significant period of 
time is, as discussed in Section 2.E, extremely unlikely. The longer chain will soon be 
established, and transactions will be recorded on it. 

This approach assumes the independence of miners. Suppose a group of miners 
cooperate and manage to add a sequence of nodes. Each of these miners has control over 
the transactions that are placed in the blocks they create. They can refuse transactions from 

                                                 
37 Inserting mining malware on a computer is known as cryptojacking. See 

https://www.avg.com/en/signal/bitcoin-miner-malware. 
38 See https://www.coindesk.com/consensus-magazine/2023/07/27/enhancing-profitability-of-wind-and-

solar-through-bitcoin-mining/ for more information on powering Bitcoin mining with renewable energy 
sources. 

https://www.avg.com/en/signal/bitcoin-miner-malware
https://www.coindesk.com/consensus-magazine/2023/07/27/enhancing-profitability-of-wind-and-solar-through-bitcoin-mining/
https://www.coindesk.com/consensus-magazine/2023/07/27/enhancing-profitability-of-wind-and-solar-through-bitcoin-mining/
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other miners, effectively stalling the blockchain for all other users. If one of these miners 
creates a block as part of a conflict, they can reverse transactions on the conflicting block 
and double-spend coins. The original Bitcoin paper foresaw this, and pointed out that 
miners do not have incentive to cooperate. It is highly unlikely that a small group of miners 
can work together to hijack a blockchain. Their corrupt efforts would quickly be detected 
(other nodes would notice their transactions are not being processed), and the miners would 
be ejected from the network. The profit they would make from hijacking one or two nodes 
would probably be small compared to the benefits they could reap from continuing to 
participate honestly. 

The situation changes if a large number of miners decide to cooperate. If more than 
50% of miners work together, the probability one of them will be the next to mine a coin 
becomes greater than 50%. If that happens, they control the blockchain. This is known as 
a 51% attack. The group members now reap all the coins mined and exert control over all 
transactions placed in blocks. 

51% attacks are unlikely, but not unknown. Bitcoin itself suffered a 51% attack in 
July 2014 when Bitcoin mining pool39 ghash.io briefly exceeded 51% of mining resources 
[36]. Bitcoin was still relatively novel, and the miners were not looking to subvert the 
technology. One miner opted to sell 50% of his own Bitcoin rather than compromise the 
cryptocurrency’s integrity [37]. Ghash.io subsequently limited its participation to 40% 
[38]. 

Other chains have not been so fortunate. A 51% attack on the Bitcoin Gold blockchain 
in July 2018 resulted in a loss of $18 million [39]. The Ethereum Classic blockchain was 
hit by three 51% attacks in August 2020 [42]. 

These and other recent attacks have occurred on smaller blockchains. It is less likely 
that the larger blockchain networks could be attacked: recruiting and coordinating that 
many actors is too great a logistical challenge. Then again, in 2019, two mining pools acted 
together to carry out a 51% attack on the Bitcoin Cash blockchain [41]. This was not 
malicious: They were attempting to stop a bad actor during a network fork. However, that 
two mining pools can act together to control 51% of a large blockchain shows how far 
blockchains have grown from the original vision of small, independent miners. 

D. Quantum Computing 
Quantum computing is the use of quantum phenomena to perform computations. It is 

based on the quantum-mechanics principle that a physical system may simultaneously be 
in many states. In the quantum circuit model of quantum computing, a quantum computer 
comprises a collection of qubits, each of which can be in one of three states: 0, 1, or the 

                                                 
39 A mining pool is a group of miners who agree to pool their resources. 
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superposition of the 0 and 1 states. The ability to be in each of these states simultaneously 
means a quantum computer with n qubits can simultaneously be in 3𝑛𝑛 states. In other 
words, a quantum computer can explore an exponential number of possible solutions 
compared to a traditional computer.  The implications for U.S. government networks, and 
especially DoD, goes well beyond the risks to blockchain alone.  

A quantum computer can perform integer factorization in polynomial time.40 Because 
blockchain security assumes that integer factorization is intractable—indeed, this 
assumption is fundamental to every blockchain implementation—the existence of a 
quantum computer with a sufficiently large number of qubits would compromise 
blockchain integrity. Different blockchains use different hashing algorithms, so no single 
number describes the tipping point for all blockchains, but it has been estimated that a 
quantum computer with 4,000 qubits would compromise Bitcoin [46]. 

In these days when random access memory (RAM) is measured in gigabytes and 
performance in gigaflops,41 4,000 may seem almost insignificant. Quantum computers 
have, however, proven notoriously difficult to design, build, and operate. Consider the 
following four factors:42 

1. A quantum computer works with quantum-level phenomena (i.e., very, very 
small things) and requires extraordinarily precise fabrication technology. 

2. Quantum computing is based on probabilities, so an operation does not give an 
exact answer of 0 or 1; it gives a probability. 

3. Quantum computers need more error correction than classical computers. One 
approach is to use additional qubits. The number of additional qubits can be 
orders of magnitude higher than the number of qubits performing the 
computation. 

4. Much quantum computing technology operates in supercooled environments. 
Although these environments are not rare, they are costly. 

These factors explain why it is likely to be some time before anyone produces a 
quantum computer with 4,000 qubits. Figure 3-2 shows growth in qubits, starting from 
systems produced in 1998 up to 2017 [48]. Statistics since then seem hazy. In 2018, Rigetti 
announced plans to deliver a 128-qubit computer by 2019 but missed its deadline. On May 
11, 2021, it was announced that Chinese researchers had created a quantum computer 
prototype with “the largest number of functional qubits in the world – 62” [49]. IBM 

                                                 
40 Shor’s Algorithm, developed in 1994 by Peter Schor, is the original algorithm for factoring numbers on 

quantum computers in polynomial time. It has complexity 𝑂𝑂�(log𝑁𝑁)2(log log𝑁𝑁)(log log log𝑁𝑁)�. 
41 A gigaflop is “a unit of measure for the calculating speed of a computer equal to one billion floating-

point operations per second” (https://www.merriam-webster.com/dictionary/gigaflop).  
42 These factors are a summary of material in [45]. 

https://www.merriam-webster.com/dictionary/gigaflop
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created a 433-qubit quantum computer in 2022 and, in May 2023, announced plans to build 
a 100,000-qubit system by 2033 [71]. The current numbers are well below 4,000, and 
unlike traditional microprocessors, the growth rate in Figure 3-2 looks closer to linear than 
exponential. A 2019 National Academies of Science report makes the following prediction 
[50, p. 157]: 

Given the current state of quantum computing and recent rates of progress, 
it is highly unexpected that a quantum computer that can compromise RSA 
2048 or comparable discrete logarithm-based public key cryptosystems will 
be built within the next decade. 

 

 
Figure 3-2. Quantum Computing Progress 

 
In the absence of significant technological breakthroughs, quantum computing is 

unlikely to comprise blockchain in the near term. If DoD choses to use blockchain, it should 
accept the longer-term risk and plan to adopt technologies that quantum computing cannot 
compromise (see [46] for examples). Considering the widespread use of technologies that 
assume factoring is difficult, compromised blockchains may prove to be the least of DoD’s 
problems if quantum computing ever becomes viable for this class of problems, a situation 
known as quantum supremacy [52]. DoD should be investigating how to migrate away 
from factoring technologies for reasons independent of blockchain. 

E. Centralization 
Bitcoin’s creator envisioned a peer-to-peer network. Every participant possesses an 

identical copy of the ledger. No one’s copy is more important than anyone else’s, and no 
node has special rights. A transaction, although recorded on every ledger, involves the 
purchaser and the seller, and no one else. Centralized institutions, such as banks, are 
excluded. 
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It has not worked out that way. People do not exchange fiat currencies for the thrill 
of the exchange. They make payment for goods and for services rendered. This applies to 
both Bitcoin and traditional currencies. The buyer and seller must agree on the amount of 
currency suited to the goods or services. Considering the fluctuating value of 
cryptocurrencies, it is unwise to set a cryptocurrency price. By the time the transaction 
settles—which can take a very long time, as discussed in Section 3.A—an original 
cryptocurrency investment may be worth much less. 

Compared to traditional currencies, cryptocurrencies are still used rarely and by a 
small fraction of the world’s population. If someone restricts themselves to 
cryptocurrencies, they cannot purchase goods at the majority of brick-and-mortar stores or 
even online. Unless and until such time as cryptocurrencies are nearly universal, 
cryptocurrency users will need the ability to convert their holdings into traditional 
currencies and vice versa. 

Persons, organizations, and governments with an interest in cryptocurrencies have 
addressed these issues in several ways: 

• Cryptocurrency exchanges, which let users buy and sell cryptocurrencies—that 
is, exchange dollars, euros, or some other traditional currency for a set amount 
of cryptocurrency. 

• The stablecoin, a cryptocurrency that is backed by some reserve asset and 
therefore less likely to experience price fluctuations. 

• Government cryptocurrencies, which are issued by some central government 
that usually exerts authority over the cryptocurrency in some way. 

There is overlap between government cryptocurrencies and stablecoins, although not 
every stablecoin is issued by a government, and government cryptocurrencies are not 
necessarily stable. In the U.S., one of the most popular stablecoins is Tether, which is 
pegged to the U.S. dollar.43 Tether is a collaterized stablecoin, meaning that it is backed by 
reserves. There are a number of stablecoins pegged to the U.S. dollar, including USD Coin, 
a token that operates on the Ethereum blockchain, and Binance USD, which is regulated 
by the New York State Department of Financial Services [75]. 

There is also overlap between government cryptocurrencies and central bank digital 
currencies (CBDC), which are issued and backed by a bank. China’s digital yuan, also 
referred to as e-CNY, is a prime example. China issued e-CNY in 2021 as a stablecoin, so 
it is as stable as China’s reserves—in other words, very stable and likely to remain so. 
China’s implementation is the anthesis of Bitcoin: The Chinese government is able to track 
                                                 
43 This means that one Tether token is always equivalent to the value of one dollar. Token values fluctuate 

as the dollar does. 
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every transaction made with e-CNY. This raises a question as to the degree to which the e-
CNY will rival other digital cryptocurrencies. As of May 2023, all government staff in 
Changshu, which is in the province of Jiangsu, are fully paid in e-CNY.44 Many users 
outside China may be loath to accept the invasion of privacy that comes with e-CNY use. 
However, China is economically powerful enough to force some of its international 
partners to trade in e-CNY if it chooses. 

CBDCs have gotten more popular since China initiated the e-CNY. As of December 
2022, 11 countries have launched CBDCs, 18 countries are working toward CBDC pilot 
programs, and 32 have CBDCs in development, including the U.S.45  

The March 9, 2022, Executive Order (EO) on Ensuring Responsible Development of 
Digital Assets identifies six priorities related to the development and regulation of digital 
assets: protecting consumers and investors, promoting financial stability, countering illicit 
finance, reinforcing U.S. leadership in the global financial system and economic 
competitiveness, promoting access to safe and affordable financial services, and supporting 
responsible innovation.46 The EO also requests an exploration of a potential U.S. CBDC, 
specifically tasking the Federal Reserve to continue its research into a CBDC. The Federal 
Reserve has not yet made a recommendation regarding CBDC development.47 In response 
to the EO, the White House Office of Science and Technology Policy published a report in 
September 2022 that identifies policy objectives and examines technical design choices for 
a CBDC system. (It does not address whether the U.S. should pursue a CBDC.) The report 
also examines some potential effects a CBDC may have on federal processes and systems. 
Though there would be benefits to adopting a CBDC, including increased ability to make 
payments regardless of the available infrastructure, CBDCs also present cybersecurity and 
privacy risks. A cyberattack on a CBDC could be used to compromise additional federal 
infrastructure. The need to collect and store information to verify payments—including 
sensitive business information and personally identifiable information—may open 
opportunities for identity theft or fraud [72]. 

The U.S. Congress is also pursuing federal regulation and oversight for stablecoins 
and other digital assets. The House Financial Services Subcommittee on Digital Assets, 
Financial Technology and Inclusion held a hearing on April 13, 2023, titled 
                                                 
44 See https://www.cnn.com/2023/04/24/economy/china-digital-yuan-government-salary-intl- 

hnk/index.html.  
45 See the Atlantic Council’s CBDC tracker for more information 

(https://www.atlanticcouncil.org/cbdctracker/).  
46 The White House, Executive Order on Ensuring Responsible Development of Digital Assets, March 9, 

2022. 
47 See https://www.federalreserve.gov/central-bank-digital-currency.htm for more information, including a 

2022 discussion paper examining the pros and cons of a U.S. CBDC and other publications and 
testimony. 

 

https://www.cnn.com/2023/04/24/economy/china-digital-yuan-government-salary-intl-hnk/index.html
https://www.cnn.com/2023/04/24/economy/china-digital-yuan-government-salary-intl-hnk/index.html
https://www.atlanticcouncil.org/cbdctracker/
https://www.federalreserve.gov/central-bank-digital-currency.htm
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“Understanding Stablecoins’ Role in Payments and the Need for Legislation.”48 This 
hearing was in support of the development of yet unnamed draft legislation “to provide for 
the regulation of payment stablecoins, and for other purposes”49 and “to provide 
requirements for payment stablecoin issuers, research on a digital dollar, and for other 
purposes.”50 

F. Pseudonymous Identities 
In theory, the identities of blockchain users are anonymous. The Bitcoin paper states 

the following [4, p. 6]: 
… privacy can still be maintained by breaking the flow of information in 
another place: by keeping public keys anonymous. The public can see that 
someone is sending an amount to someone else, but without information 
linking the transaction to anyone. 

The reality is more complex. Bitcoin (and other blockchain) users are not anonymous; 
instead, they are pseudonymous. The public key is a “name” open for all to see. Moreover, 
one traditionally chooses a pseudonym with an intent to deceive or mislead51 or to 
suggest.52 And in these circumstances, there is nothing to trace the pseudonym back to an 
individual. 

Cryptocurrency is different. Unless all someone wants to do is exchange a 
cryptocurrency coin and never exchange that coin for some good, service, or other 
cryptocurrency coin, they must link their public key to another identity that is known 
outside of the cryptocurrency’s blockchain.  

Criminal networks, who early on were some of Bitcoin’s most eager users, have 
learned this the hard way. Bitcoin is decentralized and largely outside of law enforcement’s 
control. Cryptocurrency exchanges are not. Network traffic analysis can sometimes link 
blockchain transactions to outside sources.53 In most cases, this kind of analysis only 
                                                 
48 Press Release, “Hill Delivers Remarks at Hearing on Stablecoins’ Role in Payments and the Need for 

Legislation, April 19, 2023, 
https://financialservices.house.gov/news/documentsingle.aspx?DocumentID=408714.  

49 The full text of the draft bill is available here: 
https://docs.house.gov/meetings/BA/BA21/20230518/115973/BILLS-118pih-
Thediscussiondraftdefinesp.pdf.  

50 The full text of the draft bill is available here: 
https://www.congress.gov/118/meeting/house/115753/documents/BILLS-118pih-
Toproviderequirementsforpaymentstablecoinissuersresearchonadigitaldollarandforotherpurposes.pdf.  

51 One author’s parents once bought an 1835 letter signed by Andrew Jackson and were subsequently 
disappointed to learn 1830’s writers often signed letters to newspapers with “Andrew Jackson.” 

52  For example, Alexander Hamilton, James Madison, and John Jay signed The Federalist Papers 
“Publius” to suggest the classical wisdom underlying the proposed United States Constitution. 

53 The Chainalysis company specializes in this kind of investigation. See https://www.chainalysis.com/. 
 

https://financialservices.house.gov/news/documentsingle.aspx?DocumentID=408714
https://docs.house.gov/meetings/BA/BA21/20230518/115973/BILLS-118pih-Thediscussiondraftdefinesp.pdf
https://docs.house.gov/meetings/BA/BA21/20230518/115973/BILLS-118pih-Thediscussiondraftdefinesp.pdf
https://www.congress.gov/118/meeting/house/115753/documents/BILLS-118pih-Toproviderequirementsforpaymentstablecoinissuersresearchonadigitaldollarandforotherpurposes.pdf
https://www.congress.gov/118/meeting/house/115753/documents/BILLS-118pih-Toproviderequirementsforpaymentstablecoinissuersresearchonadigitaldollarandforotherpurposes.pdf
https://www.chainalysis.com/


 

3-10 

begins after investigators have a lead from some other source, such as arresting a drug 
offender and discovering a Bitcoin wallet on their phone or computer. And criminals, 
alerted to this technique, adopt additional security measures to hide their tracks (zero-
knowledge proofs are one approach—see Section 2.D.1), forcing law enforcement to 
adapt. Nevertheless, it is unwise to think that any blockchain truly guarantees 
pseudonymity, let alone anonymity.54 Law enforcement organizations, with support from 
the public sector, are actively involved in tracing identities [78]. 

Furthermore, blockchain implementations have existed for just over a decade and are 
not as mature as comparable distributed-data technologies, in particular database 
management systems. Experience suggests that, compared to mature technologies, they are 
more likely to have faults and are less likely to be fault-tolerant. Some research backs up 
this point. A 2017 paper describing the Blockbench framework for comparing private 
blockchain implementations concludes that the private blockchains were simply not as 
robust as database management systems [53]. There is no consensus on blockchain 
architectures, and each new blockchain introduces some variation intended to address a 
problem with previous ones. The immediate problem may be solved, but often at the cost 
of overlooking some hitherto unconsidered attack. 

G. The Blockchain Trilemma 
The blockchain trilemma is the idea that public blockchains must compromise either 

security, scalability, or decentralization to work. Bitcoin is a great example. Proof of work, 
Bitcoin’s consensus mechanism, enables decentralization and security but hinders 
scalability, which refers to the number of transactions a network can process per second 
(an average of 4.6 transactions per second). There are multiple ways to address the 
trilemma, though none are perfect solutions. Switching to proof of stake removes some of 
the scalability issues inherent in proof of work, particularly the time and resources needed 
to mine.  

Sharding, a method to boost scalability for layer 1 blockchains,55 divides the 
blockchain network into smaller pieces, known as shards. Rather than rely on the entire 
network to process and validate transactions, each shard can process transactions in 
parallel, boosting overall capacity. Each shard may have its own smart contracts as well. 
Sharding is growing in popularity—the Zilliqa56 and Cardano57 public blockchain 

                                                 
54 See [32] for more discussion. 
55 Layer 1 refers to a base network and its underlying infrastructure; the main network within a particular 

ecosystem. Layer-1 blockchains, such as Bitcoin and Ethereum, process transactions on their own 
networks. See https://academy.binance.com/en/articles/what-is-layer-1-in-blockchain for more 
information. 

56 See https://www.zilliqa.com/ for more information. 
57 See https://cardano.org/discover-cardano/ for more information. 

https://academy.binance.com/en/articles/what-is-layer-1-in-blockchain
https://www.zilliqa.com/
https://cardano.org/discover-cardano/
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platforms use sharing, among others—but it does present some challenges. Compared to 
the entire blockchain network, shards are more susceptible to hackers, who could overtake 
a shard and then disseminate malicious transactions across the entire blockchain. It can 
also be difficult to implement network sharding, since it requires splitting the network and 
reassigning node states. 

Another option is to employ layer 2 solutions to ease the burden on the main chain.  
Layer 2 solutions, as the name suggests, add a second layer on top of the main blockchain 
network (also known as the parent or main chain). Layer 2 solutions generally comprise 
two parts: a network to process transactions and a smart contract that links the protocol to 
the main chain.58 Transactions can then offload from the main chain to the layer 2 protocol, 
which lessens the main chain’s computation burden and facilitates faster processing.59 
Some layer 2 protocols can process thousands of transactions per second; Lightning 
Network, a layer 2 solution for Bitcoin, can process over 1 million transactions per 
second.60 

One type of layer 2 option is a side chain, which is a secondary blockchain built on 
top of the main chain. A side chain relies on the main chain for security and dispute 
resolution processes, but it processes transactions separately. Side chains can use different 
consensus mechanisms from the main chain: If the main chain uses proof of work, for 
example, a side chain can use proof of stake or another method. 

A plasma chain is a version of a side chain that is anchored to the Ethereum Mainnet, 
the main, public Ethereum blockchain.61 Like side chains, plasma chains have their own 
consensus mechanisms to validate transactions and add blocks. But unlike side chains, the 
root of each transaction on a plasma chain block is published to Ethereum. This lends extra 
security to plasma chains: Plasma chains inherit security from the main chain’s consensus 
mechanism, and plasma chain users can point to block roots on the main chain as proof of 
transaction if something disrupts or corrupts the plasma chain.62   

 

                                                 
58 See https://chain.link/education-hub/what-is-layer-2 for more information. 
59 See https://crypto.com/university/blockchain-scalability.  
60 https://timesofindia.indiatimes.com/business/india-business/exploring-the-top-5-layer-2-crypto-projects-

of-2023/articleshow/102840191.cms?from=mdr  
61 See https://ethereum.org/en/enterprise/ for more information about plasma chains. 
62 https://docs.plasma.group/en/latest/src/plasma/sidechains.html#:~:text=Simply%20stated%2C%20a%20

plasma%20chain,!)%20and%20still%20be%20safe.  

https://chain.link/education-hub/what-is-layer-2
https://crypto.com/university/blockchain-scalability
https://timesofindia.indiatimes.com/business/india-business/exploring-the-top-5-layer-2-crypto-projects-of-2023/articleshow/102840191.cms?from=mdr
https://timesofindia.indiatimes.com/business/india-business/exploring-the-top-5-layer-2-crypto-projects-of-2023/articleshow/102840191.cms?from=mdr
https://ethereum.org/en/enterprise/
https://docs.plasma.group/en/latest/src/plasma/sidechains.html#:%7E:text=Simply%20stated%2C%20a%20plasma%20chain,!)%20and%20still%20be%20safe
https://docs.plasma.group/en/latest/src/plasma/sidechains.html#:%7E:text=Simply%20stated%2C%20a%20plasma%20chain,!)%20and%20still%20be%20safe
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4. DoD Applications for Blockchain  

This section presents some examples of how DoD might use blockchains. The section 
covers applications for both day-to-day operations and missions. The emphasis is explicitly 
on blockchains, not cryptocurrencies. 

A. Materiel Ledgers 
The first example of how DoD could use a blockchain is the direct application of the 

technology a blockchain models: ledgers. DoD is an enormous organization with a huge 
materiel inventory. Would recording transactions on a permissionless blockchain improve 
DoD’s ability to manage materiel movement? 

It does not seem likely. Permissionless blockchains promote recording transactions 
between autonomous peer nodes. DoD is a hierarchy, not a collection of peers. Actions 
requiring materiel transfer are initiated from the top. Each organization has a budget 
approved by a higher-level authority (ultimately the U.S. Congress). General needs are 
known in advance, and transactions can be predicted. It might be useful to have a non-
repudiable blockchain record of transactions as they are carried out, but only if DoD had a 
need to block fraudulent transactions in materiel transfer, which does not seem to be the 
case. There are instances of problems accounting for materiel,63 but they are thefts, not 
frauds. Blockchains do not address theft of materiel. 

Furthermore, each service has devised extensive and complex processes, practices, 
and policies to support materiel transfer and has considerable organizational support 
devoted to implementing them. The Army, for example, centralizes control and dispersal 
of materiel at Army Materiel Command, an organization employing upwards of 190,000 
military, civilian, and contractor personnel.64 For the past two decades, the Army has been 
migrating its logistics support systems to Army Global Combat Support System (GCSS), 
which centralizes logistics information technology (IT) operations [58]. The Army-GCSS 
supports and implements the many Army logistics processes. The decision to tinker with 
that implementation requires detailed cost-benefit trade-offs that are outside the scope of 
this paper. 

                                                 
63 For example, https://ktla.com/news/nationworld/top-general-shocked-by-ap-report-on-missing-military-

guns-mulls-systematic-fix/.  
64 See https://www.amc.army.mil/ for more about the Army Materiel Command.  

https://ktla.com/news/nationworld/top-general-shocked-by-ap-report-on-missing-military-guns-mulls-systematic-fix/
https://ktla.com/news/nationworld/top-general-shocked-by-ap-report-on-missing-military-guns-mulls-systematic-fix/
https://www.amc.army.mil/
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B. Supply Chains 
It is no secret that DoD faces enormous challenges establishing and running supply 

chains. Long before the DoD, the maintenance and operation of fighting forces has been 
plagued by quality and timing issues, as well as shortages. To these old problems, we can 
add the modern problem of security. Adversaries, given access to supply chains, could 
always attempt to slip in shoddy equipment in hopes of causing premature failures. Now 
they can substitute equipment that deliberately fails on command (an example is the 
Stuxnet worm’s devastating attack on Iran’s nuclear production capability) or, unknown to 
the user, transmits information to the adversary. 

The typical product DoD acquires is a complex system composed of several 
interacting parts, many of which are complex subsystems in their own right. The bill of 
materials for a system can easily include the company that manufactures each part. Those 
parts that are subsystems, however, perhaps contain parts manufactured by other 
companies, which in turn may assemble parts made by yet more companies. Keeping track 
of all manufacturers in a supply chain, with an eye to vetting each and every one, can 
become an enormous, costly task. 

The problem has become especially acute in software supply chains. Today’s 
applications run on top of layer upon layer of software, in whose development the 
application developer has neither participation nor visibility. Applications also rely on 
millions of lines of code in external libraries. Except in very unusual circumstances, the 
application developer has no choice but to trust that all these externally developed 
components and systems have no malicious functionality.  

Blockchains offer an approach to reducing supply chain risk management. They have 
already been employed in diverse supply chains: 

• Pacific Northwest National Laboratory has begun two pilot programs that use 
blockchains, one of which emphasizes how blockchain can improve asset 
management and supply chain security [54]. 

• The IEEE has formed a working group to investigate blockchains for food 
security and propose standards for their use. When an outbreak of a foodborne 
illness such as e. coli occurs, it is vital that investigators be able to trace food as 
far back as necessary to the source of contamination, even to the farm that 
produced it. In this age of international food shipments, different countries’ laws 
make quick tracing especially problematic. Blockchain offers a fairly 
straightforward solution [55]. 

• Deloitte published a report concentrating on the financial aspects of using a 
blockchain in a supply chain [56]. Aside from its emphasis on pricing, the report 
makes the same points as others: blockchain can improve supply chain quality, 
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help streamline and automate administrative processes, and reduce time and 
effort necessary to assess supply chain risks. 

• U.S. Customs and Border Protection (CBP) has requested information on 
commercial blockchain/distributed ledger technologies for processing import 
and export trade data. CBP wants to explore using blockchain to improve data 
sharing, increase supply chain transparency, and make it easier to find and flag 
suspicious transactions [77]. 

The advantage of using a blockchain ledger for a supply chain is straightforward.  
Suppose a block in the chain represents a manufactured part, including the manufacturer, 
date of acquisition, and the parts it comprises. There must exist a previous block in the 
chain for each constituent part, all the way back to elementary components. For hardware, 
this might stretch back to the operation that produced the raw materials. For software, the 
stopping point would be the repository containing the source code. If that source code 
requires external libraries, each of those libraries must exist in a previous block in the chain, 
their provenance recorded and verifiable. 

With this blockchain in place, determining the full provenance of a complex system 
is straightforward. One traces back through the blockchain, finding all manufacturers and 
looking for any associated with adversaries or known to have been compromised. 

To ensure the supply chain is not tampered with, the block can include a hash of the 
code (for software) or a hash of all part identifiers (for hardware). That would facilitate 
reasonably quick review and verification of all components. For added security, a block 
for software could include a hash of the tools used to compile and deploy a given 
component. This would help mitigate the kind of attack used on SolarWinds. An attacker’s 
modification of a compiler would be detectable. 

Putting this kind of supply chain in place is no trivial undertaking. It requires 
participation from every manufacturer possibly involved in a supply chain. Conversely, it 
requires every manufacturer to use only products whose manufacturer participates in the 
blockchain. For hardware, one can imagine DoD creating incentives to participate. 
Companies manufacture hardware with an eye to selling it. If DoD regulations prohibit 
buying parts not recorded on a blockchain-based supply chain ledger, and likewise 
prohibits buying parts composed of parts not recorded on that same ledger, companies have 
a financial motivation to record their manufacturing activities on a blockchain. 

Could this also be feasible for a software-based product? A large percentage of 
software is developed and distributed through open-source channels. Much of the rest is 
proprietary, the source code closely held by its developer. A full supply chain requires 
vetting the underlying operating system. Imagine the effort required to review the Linux 
kernel and its standard tool suite or the difficulty of vetting an operating system released 
by Microsoft. Some amount of trust will probably be necessary. DoD would have to accept 
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and allow selected Linux or Microsoft software releases. As for tools and libraries that run 
on top of those systems, restricting components to software factories, such as DoD’s 
Platform One,65 could increase confidence that only trusted components were being used 
to build applications. 

C. C2 and C3 Systems 
DoD units use command and control (C2) systems and command, control, and 

communications (C3) systems for planning, executing, and reviewing missions. Systems 
that implement the NATO-sponsored Joint Consultation, Command and Control 
Information Exchange Data Model (JC3IEDM) are an example.66 These systems are used 
to record, view, and query information about entities and actions of interest to military 
planners. All systems access a database whose schema is the same data model (the 
JC3IEDM), and the database is currently implemented using a database management 
system. Each of the NATO countries that participate in the Multilateral Interoperability 
Program (MIP), which is responsible for publishing and maintaining the JC3IEDM, 
implement their own version of the system. In coalition operations, each system has its 
own database management system and database for reasons of resilience and national 
security. Select information is shared between databases using database replication features 
of the database management system. 

C2 and C3 systems are typically write-once. Information, once entered in a database, 
cannot be deleted or modified. If someone estimates an enemy force has 1,000 combatants 
and later changes that estimate to 500, the database preserves the initial estimate. The intent 
is to preserve all reporting, ensuring that after-action reviews have access to all information 
gathered, accurate or not. Inaccurate information may prove helpful in identifying and 
understanding failures. 

Modern database management systems support this level of access protection. Table 
permissions can be set to prohibit delete and update operations for the average user. 
However, modern database management systems also have, and indeed require, the 
concept of a user with unlimited powers. This person, the database administrator, can 
establish special permissions for themselves. An adversary who gains administrative rights 
can subvert the normal permissions and make arbitrary modifications to database contents. 
In the JC3IEDM, the adversary could modify records without harming database 
consistency; that is, it would be difficult to detect that the constraints on modification had 
been violated. Log files can be examined after the fact, although logging must be properly 
                                                 
65 Platform One provides products and services for creating container-based infrastructure. See 

https://software.af.mil/dsop/services/. 
66 The JC3IEDM is a NATO Standard Agreement (STANAG) for information exchange in coalition 

operations. See https://standards.globalspec.com/std/1031445/STANAG%205525. 
 

https://software.af.mil/dsop/services/
https://standards.globalspec.com/std/1031445/STANAG%205525
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configured,67 and log files must be regularly monitored for unexpected activity. Relying 
on logging is a reactive strategy. 

Blockchain, by contrast, offers a proactive strategy. Imagine an implementation in 
which every addition to a C3 database is recorded on a blockchain. This is equivalent to 
cryptocurrency, in which every entry represents an addition to the “database” of 
cryptocurrency transactions. A new hash value is computed from the previous hash value 
for the database combined with the new record. Any attempt to delete or modify an existing 
record will yield an improper hash value. The software enforces the write-once policy at 
the time records are written, catching illegal modifications immediately. 

D. Real-Time Distributed Systems 
Suppose a force is poised to attack a target. The force is split into multiple units, each 

positioned at a different location with respect to the target. The force’s overall commander 
believes an attack will succeed if all units attack simultaneously. However, should one or 
more units not participate in the attack, the defenders will be able to marshal resources, 
concentrating their own forces against individual units before shifting to oppose other units. 
The more units that do not attack, the more likely the entire plan will fail.  

This is known as the Byzantine Generals Problem [57]. In the classic formulation, the 
unit commanders (Byzantine generals) have surrounded a city, and their commander needs 
to send them the attack time. However, the commander believes some of the generals may 
be traitors. Furthermore, the generals communicate by sending messages via their 
lieutenants, some of whom may be traitors, and others of whom may be captured en route. 
Assuming there are not too many traitorous generals and not too many traitorous 
lieutenants, how can the loyal generals be confident they know the correct time to attack? 

If one thinks of the generals as systems, and of the lieutenants as communication 
channels, then the problem encapsulates ensuring the resiliency of a real-time distributed 
system: 

1. How does a working system determine whether other systems in the network are 
working correctly? 

2. How does a working system determine that the content of the messages it sends 
and receives are transmitted properly? 

Researchers soon realized that a blockchain can be used to solve the Byzantine 
Generals Problem. Traitorous and captured lieutenants correspond to network faults, which 
can be categorized, respectively, as message corruption and network link failure. A 

                                                 
67 For example, the MySQL DBMS does not enable logging by default. See 

https://dev.mysql.com/doc/refman/8.0/en/server-logs.html. 

https://dev.mysql.com/doc/refman/8.0/en/server-logs.html
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blockchain addresses message corruption through cryptographic security: a block’s hash 
verifies that it correctly encodes the information placed in it. A distributed ledger addresses 
network link failure: the absence of an expected transaction demonstrates its incomplete 
transmission throughout a network. 

Traitorous generals are, roughly speaking, dealt with by participation incentives as 
discussed in Section 2.G. A traitorous general is analogous to a blockchain participant 
trying to form a new chain off the main chain. As Section 3.C discusses, this is unlikely to 
succeed unless the participant controls more than 50% of mining operations. The scenario 
can tolerate a single traitorous general (faulty system) and in fact may be able to tolerate 
multiple traitorous generals. In any real-life operation, the planner needs to know how 
systems can fail before the entire operation is compromised. 

This may seem imprecise—it is. Fault tolerance is a complex, probabilistic field, and 
blockchains are not a magic solution. A blockchain cannot guarantee a distributed system 
will continue operating in the presence of node or network failures. It cannot even 
guarantee that failures can be detected. A blockchain can, however, guarantee that the 
probability of failures occurring without detection is exceedingly low. If each node’s ledger 
does not record all expected communications in a period consonant with the expected time 
to propagate messages across the network, each working node can conclude the probability 
of a fault is high and act accordingly. 

This confidence comes at a cost. In traditional distributed C2 networks, commands 
can be broadcast as soon as they are composed, and responses are transmitted as quickly 
as they can be formulated. In a blockchain, transactions cannot be placed in a block until a 
nonce is generated. Depending on the blockchain implementation, this may take several 
minutes. This kind of distributed system is not real-time. It may be suited to operational, 
strategic, and tactical planning, though its suitability for operational use is questionable. In 
combat situations, soldiers need to obey orders instantly and cannot wait until another 
block is generated. The risk of having to delay operations while awaiting a nonce is too 
high. Even for networks of automated systems, the use of blockchains must be carefully 
considered based on the possibility of delay. Recent research on drone swarms illustrates 
this point. DARPA’s Offensive Swarm-Enabled Tactics (OFFSET) program is studying 
swarms of 250 or more drones.68 The challenge of coordinating that many drones (for 
example, having each maintain a complex flight pattern to discourage targeting while 
simultaneously avoiding collisions) requires a large amount of network communications. 
On the one hand, a blockchain is an excellent technology for maintaining a fault-tolerant 
network and tracking which drones are operational. On the other hand, drones are 

                                                 
68 See https://www.darpa.mil/work-with-us/offensive-swarm-enabled-tactics.  

https://www.darpa.mil/work-with-us/offensive-swarm-enabled-tactics
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constantly moving and need to communicate their new positions very frequently. They 
cannot await a miner. 

In operational settings, there is also the issue of which nodes can serve as miners. 
Mining is computationally and energy intensive, so it may not be realistic to assume that 
mining can occur in theater, where resources may be scarce. Mining is, of course, not the 
only way to generate new blocks, but 51% attacks are a threat if block generation is too 
easy. 

These considerations suggest that blockchain is better suited to planning military 
operations than carrying them out. The Byzantine Generals Problem is a planning problem, 
which is one reason blockchains can be used to implement solutions. Blockchain 
implementations operate in near-real time, not real time. 

E. Automated Workflows 
DoD may be able to use blockchain-based systems and smart contracts to automate 

certain workflows. Section 2.H enumerates an example: Using smart contracts to track 
training certifications and grant permissions to use tools and systems once the required 
certification(s) have been achieved. Blockchains could also streamline existing systems to 
track and record approvals for documents that need to be coordinated among multiple 
offices and authorities.  

Smart contracts facilitate a “first A, then B” system that benefits workflows that 
require specific criteria to be met before proceeding to the next phase. One example is 
workflows supporting acquisition and procurement. Generally, acquisition processes are 
rife with reviews and decision points that only occur once certain criteria have been met. 
Smart contracts could facilitate certain workflows by triggering a notice for review once 
the required criteria have been achieved and recorded. Doing so may require specific, 
considered applications. For example, in a program developing a cyber capability, an initial 
requirements review may require multiple documents listing requirements related to how 
the capability should function when used operationally, characteristics of the intended 
operational environment that need to be considered during development, and any 
constraints or limitations that may affect the initial capability design, among others. These 
documents may come from different stakeholders. Adding the documents to the blockchain 
would serve as the impetus for the smart contract to move the workflow to the requirements 
review stage. 

Another example is workflows supporting contracting processes. A smart contract 
may generate a payment for services rendered once proof of completion is received and 
verified. For phased contracts, submitting a deliverable may start the funding process for 
the next phase, to the extent of a sponsor automatically transferring money to a contractor. 
These applications provide additional functionality not found in conventional databases. 
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They may also reduce the burden on contracting officers by automating some of the steps 
involved with closing out a contract or initiating a funding action. 

Blockchain-based systems can also support document coordination and approvals 
among multiple offices and authorities. The blockchain would keep a clear record of who 
reviewed and approved the document and ease the burden of managing version control—
almost always a challenge, especially when multiple parties review and make changes. 

These examples assume that the activities needed to verify the requirements of a smart 
contract occur on chain or within the boundaries of a particular blockchain, but this is not 
always the case. Smart contracts cannot operate outside of a blockchain, but they often 
require data that resides outside the blockchain boundary (also known as off-chain data). 
Using smart contracts to track training and grant permission to use certain tools or systems 
is one example: The smart contract needs to be able to contact the network controlling a 
particular tool. This can occur through the use of oracles. Blockchain oracles serve as 
bridges between a particular blockchain and the outside world, as well as between different 
blockchains. Oracles can collect and aggregate data for use within a blockchain and allow 
smart contracts to send commands to off-chain systems to trigger specific actions (e.g., 
unlock a system, make a payment, or store data).   

Decentralized oracles echo blockchain decentralization and allow oracles to pull data 
from multiple sources while maintaining the core premise of a blockchain. The DoD could 
use distributed oracles to support blockchains gathering verifiable, open-source data to 
support financial processes (e.g., contracting), open-source intelligence gathering, or other 
missions. 

F. Electronic Health Records 
Ideally, electronic health records (EHR) provide secure storage for patient data that 

is easily accessible by both the patient and the healthcare provider, no matter the provider’s 
location or organization. Actual implementation has yet to reach this goal. Though EHRs 
have been effectively implemented for individual practices or healthcare groups, when it 
comes to interoperability, they are more akin to digital versions of paper-based medical 
records than anything else. Sharing information with the patient or other providers, 
particularly providers outside a particular practice or group, often requires printing 
documents to then be faxed or hand carried. EHRs are designed to comply with HIPAA 
rules for privacy and security,69 though they are also prime targets for exploitation, as 
                                                 
69 HIPAA stands for the Health Insurance Portability and Accountability Act of 1996 (Pub. L. No. 104-

191, §264, 110 Stat. 1936). HIPAA’s privacy rule protects individuals’ medical records and protected 
health information (PHI), which includes information about an individual’s past, present, and future 
physical or mental health; provision of health care; past, present, or future payment for provision of 
health care; and other identifying information (e.g., name, birthdate, Social Security Number) (see 
https://www.hhs.gov/hipaa/for-professionals/privacy/laws-regulations/index.html for more information).  

https://www.hhs.gov/hipaa/for-professionals/privacy/laws-regulations/index.html
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medical records contain the information needed for identity theft and command high prices 
on the dark web. 

The DoD has seen success with its EHR modernization program, but interoperability 
outside the Department is still an issue. In April 2023, the Department of Veterans Affairs 
(VA) paused its years-long EHR modernization effort to address issues and complaints 
from veterans and VA clinicians [67]. The VA’s effort is meant to replace its current EHR 
with the same system DoD implemented to improve overall capability, effectiveness, and 
interoperability, particularly with DoD. But moving patient records from DoD to the VA 
when military personnel retire is difficult, and a January 2023 Government Accountability 
Office (GAO) report identified issues with the initial implementation [68]. 

Blockchain-based EHRs can support interoperability among different providers, 
practices, and healthcare groups. Rather than a centralized EHR, a blockchain-based EHR 
provides a decentralized system that would allow access to data across multiple 
independent systems. This eases the administrative burden of sharing records among 
different providers and makes it easier for patients to access their information. A hybrid 
permission model would allow healthcare providers to add blocks and enable patients to 
see and access their data when needed.  

A challenge for this type of system is the amount of data that would need to be stored. 
EHRs contain large amounts of data, including images, and storing large amounts of data 
on a blockchain may make the system slower and less efficient. One potential solution is 
to use a hybrid data storage model, which stores metadata (e.g., access controls, a record 
of transactions, etc.) on the blockchain and uses a HIPAA-compliant cloud to store the 
actual EHR data [69]. 

Blockchain EHRs should support HIPAA compliance, and several current companies 
claim that they do. Standard features—cryptographic hashes, public and private keys 
assigned to users—maintain data privacy and immutability and help protect against 
tampering and theft. However, blockchain-based EHRs are a nascent category, and 
regulation has not yet caught up to the technology.  

G. Monitoring Media Use 
Though misinformation and disinformation have been around for almost as long as 

humans have, the threat of disinformation to national security and social cohesion came 
into prominence with the revelation of Russia’s sophisticated disinformation campaign to 
influence the results of the 2016 and 2020 U.S. presidential elections. Effective 
disinformation campaigns such as Russia’s exploit existing divisions and hot-button issues, 
making use of existing arguments and media to bolster a desired narrative. It is far easier 
to manipulate existing media than create new media. 
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One emerging threat is deepfakes, which are modified images, audio, or video that 
make it seem like someone did or said something they never did or said. A notable example 
is from March 2022, when a manipulated video showing Ukrainian President Volodymyr 
Zelensky ordering Ukrainian soldiers to surrender to Russian troops circulated on social 
media and appeared on a Ukrainian television station’s website and live feed. Though this 
particular video was not particularly convincing—the consensus was that Zelensky’s 
accent was incorrect and his voice did not sound accurate—it illustrated the potential threat 
deepfakes could pose to national security [73]. In May 2023, a deepfake image showing an 
explosion at the Pentagon went viral on Twitter. The Pentagon Force Protection Agency 
and the Arlington County Fire Department issued statements on Twitter stating that there 
was no explosion or incident at the Pentagon, but the hoax still caused a brief dip in major 
stock market indices [74].  

Blockchains record and track data, creating a system that ensures data is preserved 
and remains unchanged. A blockchain’s distributed ledger serves as a permanent, 
immutable archive that can be searched and used to prove data authenticity and integrity. 
A blockchain system tracking images, audio and video could help verify media provenance 
and make it easier to determine when media has been manipulated. This would give DoD 
greater control over the media it creates and support the dissemination and maintenance of 
narratives that support U.S. interests. For example, if an adversary manipulates an image 
that DoD created and placed on a blockchain, DoD could present the original and altered 
images side by side to highlight the changes and reinforce the meaning and context of the 
original. This would build trust in the DoD as the source of the original media and help 
expose attempted disinformation campaigns. Generally, it is very difficult to regain control 
of the narrative once it has been hijacked by a disinformation campaign. Disinformation is 
designed to maximize engagement by eliciting an emotional response, and it tends to 
spread faster and farther than true information. (That facts are often less sensationalized 
than fiction does not help.) Instead of fact checking, providing verifiable proof of a 
disinformation campaign can help debunk attempted disinformation and offer a compelling 
alternative narrative.  

Media copyright sites such as Pixsy70 use blockchain to monitor image use online. 
Pixsy is targeted toward artists and photographers as a tool to protect their copyright by 
identifying when and how images are posted online. Pixsy also provides legal services to 
support copyright infringement cases. Though DoD may not be interested in Pixsy’s legal 
support, this type of monitoring application would help DoD identify when and how its 
media are posted and used, providing insight into both DoD’s scope and reach online and 
how its media may be adopted and/or manipulated to support misleading narratives. 

                                                 
70 See https://www.pixsy.com/.  

https://www.pixsy.com/


 

4-11 

A tool like Pixsy would serve DoD best as part of a suite of solutions aimed at 
countering disinformation and promoting accurate narratives. People tend to dig their heels 
in when presented with information that contradicts their views, even if there is irrefutable 
evidence proving that information to be true. It may be most effective to employ both 
proactive and reactive approaches to countering disinformation. Using a blockchain to 
provide proof of media authenticity is a reactive approach. A proactive approach would be 
teaching or disseminating core tenets of media literacy, which helps people think more 
critically about the information they consume. In fact, targeted media literacy campaigns 
have the ability to temporarily inoculate people against the persuasive powers of a 
disinformation campaign.71 Another proactive approach is to use existing platforms, such 
as official statements, press releases, social media, or others, to establish factual and 
compelling narratives that can then be supported using reactive tools when needed. 
Building trust—both in a narrative and in the source of that narrative—takes time and 
requires a multi-pronged approach.  

H. Blockchain for Intel Gathering, Operations Support, and 
Humanitarian Work 
Though blockchains seem better suited to support planning activities than full military 

operations (see Section 2.G.2 for more information), there are other uses that can support 
operations, intelligence gathering, and humanitarian work. 

One of the most straightforward uses is to transfer funds. The DoD can use 
blockchains to securely transfer funds to military units in theater. Back-office and 
management functions are often the first thing lost during operations in theater, especially 
if there are scant resources available to support financial record keeping or funding 
disbursement. Rather than dedicate needed resources toward record keeping, using a 
blockchain to provide and disseminate funds removes the immediate need for traditional 
financial management processes and oversight. Blockchains automatically provide a 
secure, practically immutable record of transactions and support remote auditing. They also 
provide safeguards against the theft.72 

The DoD can also use blockchains to transfer funds externally. The DoD has a robust 
humanitarian mission. Non-governmental organizations, non-profits, and other aid groups 
already use cryptocurrencies—usually stablecoins, as they are less subject to market 

                                                 
71 Inoculation theory posits that it is possible to confer resistance against malicious persuasion attempts 

before they happen, much like a vaccine confers protection against a virus. Exposure to the online game 
Bad News, in which players assume the role of a fake news creator and learn about common 
misinformation techniques, was found to be effective at reducing susceptibility to online misinformation. 
See [76] for more information. 

72 Pero, M.C., “Understanding Bitcoin and Its Utility for Special Operations Forces,” U.S. Naval 
Postgraduate School, March 1, 2022. 
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swings—to send financial aid to governments, humanitarian organizations, and individuals 
in need. Using a cryptocurrency lets organizations send funds securely and often out of 
sight of authoritarian regimes. Sometimes, the individuals in need are using 
cryptocurrencies themselves: Women in Afghanistan, currently subject to Taliban rules 
barring them from opening and maintaining their own bank accounts, have turned to 
Bitcoin as a source of income. This allows Afghani women to maintain their own digital 
wallets, which offers them some financial independence and ensures they have funds to 
support their families.73  

The same methods could support special operations and intelligence work. In addition 
to sending funds for humanitarian purposes, the DoD could use blockchains to 
anonymously fund resistance groups in certain countries. Generally, providing funding 
behind enemy lines means resorting to physical cash transfers, which are subject to theft, 
or bank transactions, which can be traceable. Blockchain removes the cash component, 
provides anonymity, and adds flexibility, as cryptocurrencies can be converted into local 
hard currency when needed. The DoD could also use blockchain to fund human 
intelligence (HUMINT) operations and sources, reducing the need for face-to-face 
interactions and helping maintain the source privacy and security. Anonymous financial 
transactions on a blockchain may also provide a means of hiding messages in plain sight, 
another boon for intelligence activities.74 

The DoD can also use blockchain to support counterintelligence and counter-
terrorism activities. Adversaries and terrorist organizations use cryptocurrencies to raise, 
transfer, and launder funds to evade sanctions and pay for illicit activities or services (e.g., 
terrorist activities, assassination plots, drug dealers, or human traffickers).75 The DoD 
should continue to develop its understanding of terrorism financing to track illicit activities 
for intelligence purposes and to develop methods for blocking or disrupting these funding 
streams. 

 

 

                                                 
73 https://nymag.com/intelligencer/2022/09/afghanistans-crypto-lifeline.html 
74 Pero, M.C., “Understanding Bitcoin and Its Utility for Special Operations Forces,” U.S. Naval 

Postgraduate School, March 1, 2022. 
75 Wagman, S., “Cryptocurrencies and National Security: The Case of Money Laundering and Terrorism 

Financing,” Harvard National Security Journal, Vol. 14:87, 2022, 
https://www.hks.harvard.edu/centers/mrcbg/programs/growthpolicy/cryptocurrencies-and-national-
security-case-money-laundering.  

https://nymag.com/intelligencer/2022/09/afghanistans-crypto-lifeline.html
https://www.hks.harvard.edu/centers/mrcbg/programs/growthpolicy/cryptocurrencies-and-national-security-case-money-laundering
https://www.hks.harvard.edu/centers/mrcbg/programs/growthpolicy/cryptocurrencies-and-national-security-case-money-laundering
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5. Conclusion 

Although blockchain technology has matured, it is still relatively new in terms of 
application. Blockchain is most commonly used for cryptocurrencies at present, but there 
is plenty of potential for other applications. The challenge for DoD is to determine the most 
effective use cases. 

Some type of permissioned blockchain seems the likely choice for DoD applications, 
though there may be circumstances that call for permissionless blockchains. Using a 
blockchain-based application with partner nations is one example, though that raises the 
question of administration. One solution may be using a hybrid or consortium permission 
model. In a consortium model, access is controlled by a group, which could include 
representatives from DoD and each partner nation involved, though day-to-day 
administration would likely be delegated to one member of the group. For example, a 
model like this could apply to an information-sharing agreement between DoD and NATO. 
DoD could work with NATO members to establish the permission model, and NATO 
would be responsible for day-to-day administration.  

Permissioned blockchains would give DoD necessary control over access to the 
network for internal blockchain applications. Unlike permissionless blockchains, which 
promote trust in the system rather than in the users, permissioned blockchains reintroduce 
the need for an established trust relationship. This makes them a good fit for DoD, as DoD 
systems already require that the administrative organization trusts the users and vice versa. 
Also, there is an inherent lack of expectation for privacy when accessing a DoD system. 
Simply gaining access to a DoD facility requires one’s identity to be known and vetted.  

As discussed earlier in the paper, blockchains using a proof-of-work consensus model 
are probably not a good tool for supporting military operations, given that mining is 
resource and energy intensive. Proof-of-work blockchains, such as Bitcoin, tend to be most 
practical in environments with stable and reliable access to energy and in contexts that do 
not rely on real-time decision making. However, this does not preclude the use of proof-
of-work models as a whole. Blockchains may be better suited for operational planning than 
actual operations, as they operate in near-real time. 

Using a different consensus model, such as proof-of-stake, would lessen the burden 
on DoD in terms of energy and resource consumption. However, these models would still 
be best applied in situations that do not require real-time information. 
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There are many potential blockchain implementations for DoD. Implementing 
blockchain-based systems would facilitate workflows and help ensure the integrity of DoD-
created information. Doing so would also require buy-in from senior leaders. It would be 
no small effort to provide DoD organizations and programs with blockchain systems. DoD 
would have to put sufficient infrastructure in place, including, in some cases, infrastructure 
to support multiple instances of a system on unclassified and classified networks. 
Integrating blockchains onto a classified system would likely require specific security 
configurations and approvals. DoD would also have to provide comprehensive user 
training. A phased approach to adoption that initially targets a few applications would focus 
efforts on developing the supporting infrastructure and give DoD the opportunity to 
identify issues and adjust the implementation to best suit the need. 

This initial outlay would reap benefits in efficiency and security. Blockchain-based 
systems can support automated data collection and application and achieve the CIA triad, 
which is essential for secure, effective systems. As blockchain capabilities continue to 
grow beyond cryptocurrencies, there will be many additional opportunities for DoD 
application. 
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Appendix A. Open-Source Blockchains 

The list below provides a sample of available, open-source blockchain platforms and 
tools. 

Ethereum 
Ethereum was the first organization to provide smart contracts on its blockchain. 

Ethereum currently offers: 

• Ether, a cryptocurrency used on Ethereum applications. 

• The Ethereum Virtual Machine, the platform on which all Ethereum-based smart 
contracts execute. 

• Solidity, a language influenced by C++ and JavaScript, for writing smart 
contracts. 

• Vyper, another smart-contract language that is influenced by Python. 

• Yul, a language close to the instruction set of the Ethereum Virtual Machine, 
and Yul+ (a Yul extension). 

The instruction set of the Ethereum Virtual Machine is Turing equivalent, as are the 
three languages listed above. The intention is to allow a smart contract to be anything that 
can be expressed in code. See https://ethereum.org/en/developers/docs/ for more 
information about Ethereum. 

Ripple 
Ripple is a currency exchange geared toward businesses, particularly financial 

institutions. Ripple provides RippleNet, a software infrastructure and payments network 
that supports sending and exchanging XRP, a “carbon-neutral”76 cryptocurrency that runs 
on a public, decentralized blockchain. XRP uses a consensus protocol that relies on 
validator servers to agree on transaction order and outcome, a faster and less-resource-
intensive model than proof of work. See https://ripple.com for more information. 

                                                 
76 See https://ripple.com/xrp/.  

https://ethereum.org/en/developers/docs/
https://ripple.com/
https://ripple.com/xrp/
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Stellar 
Stellar is another currency exchange that uses tokens to stand for actual currency or 

other items considered valuable, such as gold or units of time. Stellar also has lumen, its 
native cryptocurrency.  

Stellar uses a proof-of-agreement consensus protocol that disseminates messages and 
voting processes among users in a particular group to confirm transactions. Anyone can set 
up a node, but users must submit identifying information for public record to join a group 
and participate in transactions. This is meant to help determine trust among users and 
groups of users. Stellar also imposes a small fee with every transaction to deter malicious 
behavior. See https://stellar.org/ for more information. 

R3 Corda 
Corda is a blockchain in that transactions are cryptographically linked, but whereas 

“traditional” blockchains batch transactions into blocks, Corda confirms each transaction 
separately and claims to do so in real time. Corda offers a private and permissioned 
distributed ledger technology platform. Only users involved in a transaction share data; 
even the communications protocol is kept hidden from users not involved with a particular 
transaction. Smart contracts on Corda can be written in any Java virtual machine 
(JVM)compatible language. See https://r3.com/products/corda/ for more information. 

Hyperledger Foundation 
Hyperledger Foundation (see https://www.hyperledger.org/) is an open-source 

community hosted by the Linux Foundation that focuses on developing enterprise 
blockchain applications. It has multiple applications in development and available for use. 
One is Hyperledger Sawtooth (see https://sawtooth.hyperledger.org/), for which the Intel 
Corporation developed the proof-of-elapsed-time consensus protocol. Sawtooth 
transaction processes can be written in Rust, Python, Go, or JavaScript.  

Another application is Hyperledger Fabric, a modular application that offers a flexible 
approach to data privacy. Data can be isolated in channels or stored in private collections 
that can then be shared as needed. There is similar flexibility regarding smart contract 
models. See https://www.hyperledger.org/use/fabric for more information. 

Solana 
Solana is a public blockchain that supports non-fungible tokens (NFT) and 

decentralized finance, payment and gaming applications, among others. Solana considers 
itself “censorship resistant,” meaning that it is very difficult for unintentional causes (e.g., 
computer or infrastructure failure) or intentional causes (e.g., malicious actors) to prevent 
users from adding blocks.  

https://stellar.org/
https://r3.com/products/corda/
https://www.hyperledger.org/
https://sawtooth.hyperledger.org/
https://www.hyperledger.org/use/fabric
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The Solana blockchain uses both proof of stake and proof of history to validate blocks. 
Blockchains use timestamps to validate transactions in the order in which they were 
received. Proof of history builds timestamps into the blockchain by using a verifiable delay 
function (VDF). Nodes need to execute the VDF to add a block. According to Solana, proof 
of history enables nodes to verify parts of the blockchain in parallel. See https://solana.com/ 
for more information. 

Everledger  
Everledger is a private, permissioned blockchain focused on increasing transparency 

and security in global supply chains. Everledger is ISO 27001 certified. Data is divided 
into tiers, which allows users to grant access to particular tiers and data sets. Everledger’s 
blockchain asset tracking function helps ensure asset provenance, traceability, and 
authenticity for multiple markets, including diamonds and gemstones, art registries, battery 
repurposing and recycling, critical minerals, and fashion and luxury brands, among others. 
See https://everledger.io/ for more information. 

Storj 
Storj is a decentralized cloud storage application that uses blockchain to encrypt data, 

split encrypted data into several pieces (each file is split into at least 80 pieces), and 
distribute the pieces to uncorrelated nodes for storage. The Storj network automatically 
reconstitutes the data for download; Storj claims it needs only 29 of the 80 pieces to fully 
reconstitute a file. Storj is compatible with Amazon S3 and provides an open-source code 
library. See https://www.storj.io/ for more information. 

Brave 
Brave offers a web browser and search function that uses blockchain to protect user 

privacy and does not track user activity or data. Brave also offers a cryptocurrency wallet 
built into its web browser. The wallet supports a number of decentralized finance 
applications and non-fungible tokens, and Brave also offers its own cryptocurrency, Basic 
Attention Token (BAT). See https://brave.com/ for more information. 
 
 

https://solana.com/
https://everledger.io/
https://www.storj.io/
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