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Executive Summary

Testing and assuring responsible use of capabilities
enabled by artificial intelligence and machine learning (Al
and ML) is a nascent topic in the DOD, with many efforts
being spearheaded by DOD’s Chief Digital and Artificial
Intelligence Office (CDAO). In general, black box models
tend to suffer from issues related to edge cases, emergent
behavior, misplaced or lack of trust, and many other factors.
For these reasons, traditional testing is insufficient to
guarantee safety and responsibility in the employment of a
given Al-enabled capability. Focus of this concern tends to
fall on well-publicized, high-risk capabilities such as Al-
enabled autonomous weapon systems. In those use cases,
unexpected behavior and misplaced trust can result in
consequences that may lead to loss of life. Further,
structured and robust testing oversight over these use cases
provides a starting point to operationalize that focus.

In contrast, Al- and ML-enabled capabilities
supporting personnel processes and systems, such as
algorithms for retention and promotion decision support,
tend to carry low safety risk and are often characterized by
less complex implementations with less robust testing

oversight. ~ However, the personnel space has many

idiosyncratic concerns that run the risk of undermining the
DOD's five ethical principles for responsible Al (RAI).
Examples include service member privacy concerns, invalid
prospective policy analysis, disparate impact against
marginalized service member groups, and emergent service
member behavior in response to use of the capability.

While many of these concerns are not novel to
researchers studying human capital, the erosion of barriers
to the use of Al and ML is facilitating an increase in the
number of applications, even as many of these concerns
remain poorly understood by the community at large.
Further, while it is often easy to identify when many of these
concerns have arisen ex post, it is not easy to quantify them
in a way that facilitates testing ex ante. For this reason, we
consider notions of assurance to provide evidence of the
adherence to DOD's ethical principles.  Our guide
documents evidence and mechanisms to aid in satisfying
assurance, and we provide a concrete example by
considering many of these issues in the context of an IDA
ML-enabled capability.
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Why Assurance for Al?

Traditional T&E is generally insufficient.

= Al can have emergent behavior,
edge cases, changing operating
environments.

Al T&E is never done.

» Continuous monitoring, ongoing stakeholder feedback, feedback loops to
development.

Testing RAI robustly is hard

= |tis easy to say what went wrong but hard to quantify up front.

Processes exist to help handle RAI, including

ASSURANCE:
The use of formal arguments to augment testing gaps

-
IJ

C D A QO A atificial Intelligence; RAI - Responsible Al; T&E — Test and Evaluation IDA | 1
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Goals for Assuring RAI

Demonstrate to stakeholders:
= Responsible use and guardrails for the capability

» Mechanisms to catch, report, and fix emerging
concerns

= Good-faith efforts beyond

» “Does the software run?”
= “Are the forecasts accurate?”

Assurance is a living concept

Part of broader effort of Support, Training, and Assurance

{) cbAoO IDA | 2




Al-Enabled Personnel Processes

Personnel Processes:

Recruiting, Retention, Promotion, Resilience

Many Opportunities But

Risks are often lower profile = Black boxes representing
biased data

DOD personnel environment

is very large » Personnel data generating
process is itself complex due
to human behavior

Often less complex
involvement of AI/ML on
smaller budgets

Al/ML is “easy”

( ) C DA O AML- riicial Intelligence / Machine Learning IDA | 3



Personnel Space has Unique Concerns

» Disparate impact/treatment

* |nvalid prospective policy analysis
(invalid counterfactuals!)

= Misattributed
causality

Model

{) cbAoO

Assigned Unit Identification Code -
4th Additional Qualification Designation -
3rd Additional Qualification Designation

Defense Program Planning Code

Age of Oldest Dependent, Non-spouse, Age -
Number of Non-Spousal Dependents

2nd Additional Qualification Designation
Total Dependents
Home Residence Type

Counterfactual
Officer Subspecialty

Forecasts?

Officer Primary Designator -
US Citizenship Ongin Code
Religious Denomination -

B llet Designator Code

0.00

Black Males White Males Difference
0.05 0.10 0.00 0.05 0.10 -002 0.00 002

Mean(|SHAP Values|)

D ff(|SHAP Values|)

IDA | -




Personnel Space has Unique Concerns

= Privacy

* Emergent service
member behavior

CIF by Type of Exit

» Perverse incentives [— xwae
— Life Events
—— Move within the Military
= Robustness o (= e
06
&
o
a 04
0.2
00 — E—
0 10 20 30 40 50 60

( / c D A o CIF — Cumulative Incidence Function IDA | 5



Assuring RAI in the Personnel Space

Assurance Guide

» MLOps scaffolding

= DOD 5 ethical principles — =
+ Privacy I B

= Personnel space nuance

= Strategies for testing,
monitoring, feedback, etc.

Assurance Case

= Application of the guide to a
Army Retention Prediction
Model (RPM) -

\, ! c D A o MLOps - Machine Learning Operations IDA | 6



Use Case - Retention Prediction Model
(RPM)-Army

Forecast target (usually stay/leave)

Personnel records

Family information
Deployments and casualties
Economic conditions

/)
{ﬁﬁ:{ﬂ} Software {é}

Other Outputs Trained Model

Feature importance
Graphics
Dashboard inputs

Neural networks _
_ Primary
Gradient boosted trees  &—=

Linear models _
_ Baselines
Survival models

for comparison

Person-level
survival
predictions

(x) C DAO FIFE - Finite Interval Forecasting Engine lDA | 7



Ecosystem

Cloud
Infrastructure

FIFE ”f‘)}
Software ‘{:C_)-:}

Trained Model

( , c DAO FIFE - Finite Interval Forecasting Engine lDA | 8




Data Curation Lifecycle

Validate ~

Combine

4

Update Data

Other
Sources

Monitor i Deploy

N~

@ C DAO FIFE - Finite Interval Forecasting Engine



FIFE Software Development Lifecycle

Trained
Model

) cpao IDA |10



Model Lifecycle

Monitoring
&
Feedback

Train TE&V
) -
v

Trained
duny Model

{J) cpAO IDA |11




RAIl in the Lifecycle

Bias /-\
Privacy :
/- B Aresentativencil Representativeness
— Auditability
Auditability g
Stakeholder
Involvement Performance
i SW Reliabilit
Emergent Appropriate Use Explainability
Behavior § ﬁ
Edge Cases

Appropriate Use
Model Reliability

Unintended
Consequences

Interpretation
Bias/Fairness

Privacy

C \) C D Ao List is illustrative but not exhaustive. m | 12
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Documentation

Stakeholder
Contacts and
Policy

Concerns to
Monitor

Feedback
Instructions

Policy and
Procedures for
Adjudication

Data Sheets
Code Documentation/
User Guides
Handling Policy
Source Contacts & Policy

Sample Splits
Preparation Steps
Descriptive Statistics

-

—-|

SW User Guide
Version/Commit History
Requirements
Update Policy
Upstream Components

Definitions
Methods
Estimates
Test Statistics
Tuning Parameters

&

Interpretation Guide
Usage Guide
Dos and Don’ts
Handling Policy

( , c DAO List is illustrative but not exhaustive.

B

User Guide

Model Cards
Assumptions
Common Concerns
Examples

IDA |13



Assurance Mechanisms

Privacy Review
Validation Steps

= Do by Code

Policy Audit

Methodology
Audit

Stakeholder
Involvement

Monitoring
Feedback

Process &

Procedure Audits |

(Reproducibility)

Access Restrictions

Source and SME
Involvement

“Eyes on” the Data
Ownership Structure
Red Teaming

———ea

Sample Splitting
Distributional
Comparisons

SME Involvement

-

SW Updates
Versioning & Rollback
Unit/Integrated Testing
Access Restrictions

N
(A I C D Ao List is illustrative but not exhaustive.

Training
Bias/Fairness Review
Privacy Review
Access Restrictions

.- <

Metrics
Feature Importance
Red Teaming

\ 7

Access Restrictions

o

Guardrails; Training
Red Teaming
Ownership Structure
Usage Guidelines

IDA |14



Assurance Mechanisms:

Access

g

Access Restrictions

. <

\ 7

Access Restrictions

Access Restrictions

o

|

4

CDAO

®)
~

—

Access Restrictions

IDA | s



Assurance Mechanisms:
Traditional Software

SW Updates
=== Versioning & Rollback
Unit/Integrated Testing
N\ 7
O

|
AN
{) cpbao IDA |15
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Assurance Mechanisms:

Traditional ML
Sample Splitting
— |
Metrics
= Feature Importance
N\ Z
|
{J cpAO IDA |1

—



Assurance Mechanisms:
Red Team Data Alterations

Failed Updates

Missing Data =
Cleaning Steps
Synthetic Data F
)
Overfitting
Red Teaming Validation/Evaluation

Metrics

Red Teaming
\ Z

Red Teaming

Inappropriate Use
Unexpected/Emergent
Behavior

() cbAO IDA |18



Conclusions:
Assuring RAIl for Personnel

» Many emerging use cases for Al

» Uses with personnel data have unique
concerns

» L egal, moral, ethical issues
= Concerns are not always obvious
* Need a framework for ensuring responsible use

{) cpbAO IDA |19



Conclusions:
Assurance for RAI

» Similar in spirit to traditional assurance cases
* We can’t formally test everything

* Need formal arguments and evidence

= \We can build this into existing frameworks

{) cpbAO IDA |20
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What are we Assuring?

» T&E typically focuses on Proper Functioning and other
operational standards.

» Usual T&E is not sufficient for Al enabled capabilities
(but it is still necessary!).

= Typical assurance focuses on Safety.

= Concerns in the personnel space often focus on Legal,
Moral, and Ethical issues.

» 5 RAI Principles (attempt to) encompass these concerns for
all uses of Al in the DOD.

= How do we implement these principles?
= How do we know our implementation is effective?

¢ cpao IDA |24



Use Case from Army TMTF

= Predictive Retention Toolkit and Evaluation for
Targeted Army Talent Management

» Overarching question: How can the Army best
select, shape, train, and retain the force it
wants?

* Three-part study aimed at retention efforts:
1. Forecast retention with high fidelity and accuracy
2. Discover indicators of superior performance
3. Assess the impact of targeted retention incentives

\/ ) c DAO TMTF — Talent Management Task Force IDA | 25



Forecast Retention with High Fidelity
and Accuracy

* Finite Interval Forecasting Engine (FIFE) —
survival modeling in the machine learning
context

» IDA developed FIFE in a multi-year research
partnership with OSD

= Variety of use cases across a variety of IDA
projects and services/components

» Open source development”®

= Capability/Data Assets and Pipeline previously
resided exclusively at IDA; now experiencing a
shift to DOD cloud platforms

{) cpbAO IDA |25



Example - Model Lifecycle

Retention Prediction — Data Qualit

Communicate with

Data SMEs
Search the Data
Space Preparati
Monitoring Monitor
& Evaluation
Feedback SIS

FIFE
QO Software

Fixed SW Version

Train TE&V

e
Document

| Limitations/ g
Monitor

A Forecasts Shortcomings ¢

Performance = ’ Trained
duwniny Model

{) cpbao IDA |27



Example - Metrics

Retention Prediction — Data Quality

Forecasting

Exits is
difficult

400 -

200 -

16,000 -
14,000 -
12,000 -
10,000 -
8,000 -
6,000 -
4,000 -

2,000 -

{) cbAoO

Predict Exit &= 1

0.0

True Exits

0.2 0.4 0.6

False
Stays

0.8

1.0

Predicted Retention Probability
. True
False Exits
Stays

Predicted Retention Probability

Observed Exits

Observe(

> Predict Stay

Prediction
distribution is
fairly flat,
peaked
toward “stay”

Forecasting
Stays is

easy

IDA |28



BREAKING """,

DEFENSE

If generative Al can be made reliable — and that’s a significant if — the applications for

the Pentagon, as for the private sector, are extensive, Groen and Shanahan agreed.

“Probably the plgc T make the most sense 1n the orm... are those back-office

business froy personnel management to budgeting to logistics,JShanahan said. But in

longer term, “thereTs *al with ... the entire

intelligence cvcle?”

Ehe New Aork Times

POLITICS US.NEWS BUSINESS WORLD TECH HEALTH CULTURE&TRENDS NBCNEWS TIPLINE WATCH NOW

Become anA.l. Expert  How Chatbots Work ~ Why Chatbots ‘Hallucinate”  How to Use C A NEWS

A mental health tech company ran an Al
Bing’g Al Chat: ‘I Want to Be experiment on real users. Nothing’s stopping

. , apps from conducting more.
Alive. &

{J) cpAO IDA |29
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