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Executive Summary

This poster serves as a supplement to the Operational
Evaluation Division (OED) Cyber Lab breakout session
“Adversaries and Airwaves: An Introduction to Wi-Fi / Radio
Frequency Hacking.” Both that presentation and this poster will
be presented at the DATAWorks 2022 conference.

A software defined radio (SDR) is a radio system where
components traditionally implemented with dedicated or analog
hardware instead are implemented in software. This allows
these devices to have incredible flexibility in the types of
signals, protocols, and applications a single piece of hardware
can support.

This poster presents several hands-on demonstrations using
SDRs that DATAWorks attendees can experiment with as they
chat with members of the OED Cyber Lab. The goal is to allow
attendees to experiment with hardware and software they may

' Alexandru Csete. gqrx SDR Software Package. https://gqrx.dk/

Accessed March 2022.

not be familiar with, and to demonstrate the wide breadth of
applications these ubiquitous, affordable devices can support.

A. Exploring the electromagnetic environment

Using an SDR receiver program,' we can investigate what
signals are being broadcast in our local environment. Displays
are provided in a waterfall plot (power as a function of time and
frequency). Attendees can explore the frequency/waveforms of
wireless key-fobs, listen in to narrow band FM transmissions,
and explore inadvertent noise being emitted by their electronic
devices.

B. Decode ADS-B to track aircraft

Automatic Dependent Surveillance-Broadcast (ADS-B) is
a real-time surveillance system used by aircraft to broadcast
position and aircraft status. Typically transmitted at 1090 MHz,
it is the preferred method of surveillance for air traffic control in



the National Air Space. ADS-B transmissions are also
unencrypted, allowing anyone with an ADS-B receiver (or an
appropriately configured SDR) to collect real-time aircraft
information.  Attendees will use an SDR and supporting
software packages® to demodulate and decode these messages,
and plot the transmitting aircraft in real time on a map, as shown
in Figure 1.

Figure 1. Using an SDR to decode ADS-B aircraft traffic and
display flight paths on a map in real-time

C. Sniff noise to spy on monitors

Modern High-Definition Multimedia Interface (HDMI)
cables operate at frequencies in the range between 24 to 340
MHz. If the cables lack adequate shielding, there can be

2 Matt Hostetter. gr-adsb Software Package.

https://github.com/mhostetter/gr-adsb. Accessed March 2022

3

electromagnetic leakage — that can be detected via SDR. Our
demonstration adapts the gr-tempest software package to
remotely and passively sniff emanations from an HDMI cable,
recreating the display in real time on an attack laptop via an SDR
and software.®> Figure 2 shows an example of this attack.

Figure 2. Using an SDR to sniff electromagnetic noise from an
HDMI monitor and recreating the image on an attacker laptop

Federico La Rocca. gr-fempest Software Package.
https://github.com/git-artes/gr-tempest. Accessed March 2022.
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What is a Software Defined Radio?
A software defined radio (SDR) is a radio system where components

traditionally implemented with dedicated or analog hardware
instead are implemented in software.

Allows for incredible flexibility in the types of signals, protocols, and

applications a single piece of hardware can support

SDR Harduware

SDRs are widely available at different levels of capability and price
points. Our demonstrations will use an RTL-SDR USB Stick that
retails for about $20.

@ RTL-SDR

Receive Only
@?, 24-1766 MHz Tunable Range
(@*"%s_gf (Expandable to 0.5-1766 MHz)
i\}?@\%\ 8-bit Analog to Digital Resolution
e\,@ Receive Bandwidth 2.56 MHz
Temperature Controlled Oscillator
P -
mage Creditrtsdcom

Other Example Projects

Maritime Transponder Decoding
Satellite Data Collection
AM/FM/Amateur radio
Passive/coherent radars

Radio controllers

Radio astronomy

Cell Phone GSM networks

Global Positioning System Sniffing

Custom radio frequency data transmission protocols
Side-channel cyber attacks

For more examples, demonstrations, and links to new
projects:

IDA
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Exploring the electromagnetic environment

Using an SDR receiver program (GQRX), we can investigate what
signals are being broadcast in our local environment. Displays are
provided in a waterfall plot (power as a function of time and
frequency).

Things to try:
Tune into favorite FM radio stations.

Explore the frequency/waveforms of wireless key-fobs.

Listen to air traffic control discussions.

«+ Find and listen to narrow band FM transmissions (e.g. maritime
weather).

Explore inadvertent noise coming from computers and other
electronic devices.

Decode ADS-B to track aircraft

Automatic Dependent Surveillance-Broadcast (ADS-B) is a real-time
surveillance system used by aircraft to broadcast position and
aircraft status.

Typically transmitted at 1090 MHz, it is the preferred method of
surveillance for air traffic control in the National Air Space.

ADS-B transmissions are also unencrypted, allowing anyone with an
ADS-B receiver (or an appropriately configured SDR) to collect real-
time aircraft information.

Using the gr-adsb package, we can demodulate and decode these
messages, and plot the transmitting aircraft in real time on a map.

Sniff noise to spy on monitors

Modern High-Definition Multimedia Interface (HDMI) cables
operate at frequencies in the range between 24 to 340 MHz.

If the cables aren’t adequately shielded, there can be
electromagnetic leakage — that can be detected by our SDR.

Video is usually transmitted one line of pixels at a time, encoded as
avarying current. This in turn induces electromagnetic fields that
can be sniffed by our SDR. We can use software to map the field
strength to a gray-scale pixel in real time (adapted from

Our demonstration adapts the gr-tempest implementation of this
attack to remotely and passively sniff emanations from an HDMI
cable, recreating the display in real time on the attack laptop.

About the OED Cyber Lab

The OED Cyber Lab is a standalone, educational computer
environment where IDA Research Staff and Sponsors can explore
concepts and techniques related to cybersecurity. It provides a safe,
guided venue for researchers at all levels of cyber proficiency to
experiment with cyber test and evaluation concepts.
Tutorials/modules include:

* Network Enumeration

« Password Cracking

+ Vulnerability Scanning

+ Network Pivoting and Exfiltration of Data

* MIL-STD 1553 experimentation

« Controller Area Network (CAN) Bus

* Intrusion Detection Systems
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