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ABSTRACT

A multitude of commercial applications rely on Database
Management Systems (DBMS) that provide an organized
collection of data; for example, modelling the availability of
flights and seating in a way that supports reservation and
sales of air transportation. DBMSs are specially designed
software applications that interact with other applications and
users to capture and analyze data. A general-purpose DBMS
is a software system designed to allow the definition,
creation, querying, update, and administration of databases.
For the purposes of this paper we assume that the database is
front-ended by web services for database access and query.
This paper discusses the current approach to database access
and privilege by web services and the changes that are
required by a high assurance end-to-end approach. The latter
rely on a well-formed security paradigm for the enterprise.

Keywords: Database Access, DBMS, Access Control,
IT Security, Integrity.

1. INTRODUCTION

Database security deals with all aspects of protecting the
database content, its users, and its owners. It covers
protection from intentional and unintentional unauthorized
database activities by authorized privilege limited entities and
unauthorized entities (e.g., a person or a computer program).
Database access control deals with controlling who (a person
or a computer program) is allowed to access what information
in the database and what privilege is provided. The
information may comprise specific database objects (e.g.,
record types, specific records, data structures), certain
computations over certain objects (e.g., query types, or
specific queries), or use of specific access paths to the former
(e.g., using specific indexes or other data structures to access
information). [1-9]

This may be managed directly on an individual basis, or by
the assignment of individuals and privileges to roles that are
then granted entitlements.

Data security prevents unauthorized users from viewing or
updating the database. For example, an employee database
can contain all the data about an individual employee, but one
group of users may be authorized to view only payroll data,
while others are allowed access to only work history and
medical data.

Data security in general deals with protecting specific data,
from corruption, destruction, or removal.

Our basic security model requires that all functionality be
realized by web services. This precludes database grazing in
which the requester can peruse most of the database at once.
This is to be preceded by public key infrastructure (PKI)-
based mutual authentication and a transport layer security
(TLS) pipeline followed by a security assertion markup
language (SAML) token for access and privilege. The
database is organized by columns and each identity or role
has permission that allow Create, Read, Update or Delete
(CRUD) functions. However that still leaves two paradigms
for database operations (application-driven and data-driven).
To illustrate the difference an example is provided whereby a
financial database is accessed by an individual who has
credentials of a Financial Analyst.

2. AN EXAMPLE - ROLE-BASED ACCESS

The enterprise financial database (EFD) has many predefined
roles. These are determined by the data owner, and placed in
the format of an Access Control requirement (ACR) for
storage in the enterprise service registry. The roles may be
arbitrarily complex since the claims engine will compute
whether or not they are satisfied and provide any variables or
restrictions requested. A few are defined below:

1. Financial analyst is determined by position, training, and
job identifier.
Financial Analyst =>
a. manager and above, AND
b. job identifier=xxx12, AND
c. training=[basic finance (within last 5 years) AND
financial Analysis (within last 5 years)] OR [BS, accounting
or finance (within last 10 years)] OR waiver.

RESTRICT
a. subarea g unless supervisor is corporate director or
above.

b. data restricted to current location code. AND
c. cannot update any project over $5M UNLESS a
waiver is issued for the individual AND
d. Additional restrictions may be included.
2. Financial Supervisor is determined by position, training,
and job identifier.
Financial Supervisor =>
a. manager and above, AND
b. job identifier=xxx14, AND
C. training=[basic finance (within last 5 years) AND
Financial Analysis (within last 5 years)] OR [BS,
Accounting or finance (within last 10 years)] OR
waiver is issued for the individual.
RESTRICT
a. cannot update any project over $5M until he has
been using the system 6 months, OR
b.  waiver is issued for the individual.
2. Financial Auditor is determined by training and job
identifier.
Financial Auditor =>
a. job identifier=xx316, AND
b. training=[basic finance (within last 5 years) AND
Financial Analysis (within last 3 years) AND Financial Audit
(within last 3 years) ) OR (MS, Accounting or finance (within
last 15 years) ) OR waiver.
RESTRICT
a. data restricted to audit location code.

4, Blookké.eper

5. Quality Control Specialist ...
6. Administrator ...
7 ...

3. APPLICATION-DRIVEN ACCESS

Each of the roles must be coded for operations. For
illustration we will deal only with the Financial Analyst in
this example - who, in this case, is Fred2345432, or just Fred.
The evolution is the normal preparation for the access and
privilege associated with an application or service. The
figures below show the evolution of the access control, which
involve most of the services in the enterprise attribute
ecosystem.

The process begins with the generation of a SAML token.



Table 1 Basic SAML for Database Operations

SAML: Assertion

Version ID Version 2.0 Required

ID SAML ID Required

Issue Instant Timestamp Required

Issuer (content) Required

Signature (content) Required

Subject User Required - X.509
Identity

SAML: Attribute Statement

(within last 5 (Financial analysis =True
years)] OR (6/5/2010), BS

[BS, Accounting or [Mathematics Purdue
finance (within last (6/1/2000), ) OR

10 years)] OR On the enterprise
waiver.) Training W_aiverllist Oyeral! Fred =

group for Financial Financial

Analysts (TWFIN) Analyst

RESTRICTIONS

sub area q unless
supervisor is

supervisor (all False Supply
billets report to 43200 |Notq token to

corporate director |or 43201) is Field application

or above. Office Manager

Data restricted to  |Location Code = Supply
location code. Chicago Chicago token
AND to application

Cannot update any |Not in enterprise group |False supply
project over $5M  [for ($5Mupdatewaiver) [Not$5M+
UNLESS a waiver token to

is present in the application
enterprise stores

Table 3 SAML for Fred (Application-Driven)

Subject User For local use
Claims include (content) may include
Roles: and restrictions parameters.
SAML.: Conditions
NotBefore (content) Timestamp
NotAfter (content) Timestamp
Audience (content) Target Service
A
Thread
, of the
JI - .
o P I Application Jj Datevase
= I Management
ser pr——
Context System
PKI of User 4>
Accessiblé]
Data

SAML: Assertion

Version ID Version 2.0
ID X34.2thik045ml23
Issue Instant 12:11:00 06 May 2014
Issuer www.securitytokenserver3.net
Signature (content)
Subject Fred- X.509 Identity
SAML.: Attribute Statement
Subject | Fred2345432

Figure 1 Application-Driven Access

The application (through the use of SAML) has the security
context of the user. The application has full privilege with
the database and is trusted to limit the user to his/her security
context.

Application-Driven Annotated Example

Fred is the Chicago Branch Manager. The definitions of the
various roles can be used to compute Fred’s claims. Fred is
evaluated based upon the enterprise data and he is provided a
claim of Financial Analyst but with some restrictions as
shown in the table below.

Table 2 Basic Data Evaluation for Fred

Financial ~ Analyst| Fred Claims

=> Engine for Fred
manager and above,|Chicago Branch True

AND Manger

job identifier =| Job code =43212 True
xxx12, AND

training=[basic Training = training on True AND
finance (within last [basic AND True AND

5 years) AND finance(8/4/2012),

False or True
(Financial Analysis [AND ( )

Claims: Role = Financial Analyst Data= Notq,
Chicago, Not$5M+

SAML.: Conditions

NotBefore 12:11:00 06 May 2014
NotAfter 12:16:00 06 May 2014
Audience www.mysgldata2.net

For databases, the application-driven approach has the
following advantages and disadvantages:

Advantages:
1. The data owner does not have to know the database
schema in order to specify access and privilege.
. The service controls Fred’s interaction with the database.
3. Database administrators may or may not establish CRUDs
for the role in question.

N

Disadvantages:
. The service developer must know the database specifics
2. The service is granted full access to the database (to
accommodate the different users.
3. The service computes what is allowable (CRUD) and send
computed SQL for what it believes are reasonable requests
consistent with Fred’s authorities.

[EEN




4. DATA-DRIVEN OPERATIONS

A number of additional are requirements needed for data-
driven applications:

1. Database schema must be known to the developer of the
access control  requirements. Assume  column
authorization defined CRUDs

2. Elements in the database (when they represent the same
thing in the enterprise attribute store (EAS) must be
identical (and common definition) to the elements in the

EAS. (Example: Location code in the database is a three
character code. It must be the same code in the EAS —
when multiple databases use the same value, they must all
have the same representation as the EAS).

3. The database must be prepared: The column Create,
Read, Update and Delete [CRUD] permissions are set in
the database for each role (Figure 2).

4. CRUD by role:

Administrator CRUD CRUD CRUD

User R R R

2

= 5

[ =
_ 2 3 = £ 3 = i
z s = 2 2 3 3 3 ¥ 3 2
=) £ = = - E E E 3 E = o2
E = = =] = = = = - = & = g
= | Financial Analyst R R R RrRU R R RUD R RU P
e —_
©| Financial Auditor CRUD CRUD CRUD CRUD R R R CRUD CRUD RU T
= =]
:é Project Leader CRUD CRUD CRUD CRUD R CRUDCRUD CRUD CRUD RU %
S 2.
E;i FinancialAnalyst2 R R R CRUD R R CRUD CRUD RU g
E FinancialAnalyst3 CRUD R CRUD CRUD R R CRUD CRUD RU %
=
] Project Leader2 CRUD CRUD CRUD CRUD CRUD CRUD CRUD CRUD CRUD RU e

CRUD CRUD CRUD CRUD

R

CRUD CRUD CRUD CRUD
R R R R R R R

Figure 2 CRUD by Role

a. A view template is created (Figure3) by Role showing
all columns that a role can view.

b. Creation of a stored program that will provide a
tailored view for each role as tailored by the
individual attributes in the CRUD security of the role.
[10, 11].

c. This view can only be restricted, not enhanced. If
enhancement is desired, a new role must be defined.

5. View restrictions are by column but apply to rows
(Example: Project Location = ‘Chicago’).

6. When more than one role is in SAML, the application
must ask the requester which role is being exercised

7.We assume for this example a column organized
relational database. The claims can be built for any
database and the former is for illustration only. For
database, the permissions are defined in terms of CRUD,
normally by columns. The database also applies these
CRUD elements for the role. In an identity-based access
control system, they would be written for each identity.
The use of roles and restrictions simplifies the definitions
for appropriate view to be computed.

Transfer of the SAML to a stored program in the database to
set the view for the role as limited by other factors.Example —
Columns and their CRUDSs are set in the stored view for
each role. Rows are restricted by setting acceptable values in
various columns. The stored program shall validate the
SAML, resolve the role and set the view in the security
context of the role (for application of CRUDs to be
transferred to the application for further transmittal to the
user. The application must have at least four SQL queries
programmed in. These include:
1. Execute stored program for view and security context.

2. Create — New entry in the stored view and security
context.

3. Update — (column, row) in the stored view and security
context.

4. Delete — (column, row) in the stored view and security
context.

Any violation of the CRUD for the context view should
return an error.
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456200r 4,500,000 12M1/2013 02/04/2014 George Henry ghenry222@rb.com 2.450,000 Chicago  Initial contracts provided on 02/04/2014
Initial contracts provided on 10001/2012
Awaiting final deliverable sign offon
912400t 3,500,000 08/05/2011 02/04/2014 Mike Frank hmfrank199@Mctl 2450000 MNew York 020042014
T78800r 4,500,000 09M072013 1208/2013 Harry Ga hga778@chicom 3450000 Chicago Initial contracts provided on 1208/2013
Initial contracts provided on 10V01/2012
Awaiting final deliverable sign offon
657800s 3,000,000 08022012 02/04/2014  JimRich jichB57@fnlnet 2450000 Chicago 020042014

Figure 3 View Template for Financial Analyst

Data-Driven Annotated Example

Fred is evaluated by the claims engine and claims are slightly
modified based upon the database schema and the
instructions to the stored program as shown in the table
below.

Table 4 Modified SAML Data for Fred (Data-Driven)

SAML: Assertion

Version ID Version 2.0

ID X34.2thik045mI23

Issue Instant 12:11:00 06 May 2014

Issuer www.securitytokenserver3.net
Signature (content)

Subject Fred - X.509 Identity

Subject ‘ Fred2345432

Claims:

Role = Financial Analyst

Restrict: “Project” £ 2?222?q

Restrict: “Project Location”= “Chicago”
Restrict: “Total Value” >=5,000,000

(content)

SAML.: Conditions
NotBefore 12:11:00 06 May 2014
NotAfter 12:16:00 06 May 2014
Audience www.mysgldata2.net

The application authenticates itself to the database and
triggers the stored program — the SAML for Fred is
transferred as shown in Figure 4.

User
e I A \ | SAML
Thread
°H of the
Application Jn
ot ,
Context Q9 | Accessible
) |of User gg Data
PKI

Fig. 4. Posting SAML to Stored Program

The stored program verifies and validates the SAML and
pulls up the view template stored in the permissions for
Financial Analyst. The stored program then applies the
restrictions to the view. This restricted or tailored view is
provided to the application for action. Actions are performed
but only in the context of the CRUDs in the tailored view.
The view is then updated for further work. The stored
program modifies the view as shown in Figures 5 and 6.



Comments

Rows eliminated based on
restriction(s)

Total Value

Initial Entry Date
Project Lead
Project lead e-mail
Current Expense
Project Locafion

Project

@ Current Expense Entry Date

CRUD R RU R R RUD RU

123400r 5,500,000 Y12/11/2013 02/04/2014 George Henry ghenry345@entorg 3,450,000 Chicago Initial contracts provided on 02/04/2014
Initial contracts provided on 10/01/2012

a

Awaiting final deliverable sign off on
2.54}0.0{?0 08/02/2012 02/04/2014 Helmut Smith hsmith123@ent.orgl 2,450,000  Chicago 02/04/2014

567400r 4,500,000 09/10/2013 12/06/2013 Rita Jones rones3d4S@entorg 3,450,000 Chicago Initial contracts provided en 1210672013
Initial contracts provided on 10/01/2012

Awaiting final deliverable sign off on
; ?132{!é§> 3,000,000 08/02/2012 02/04/2014 Janet Smith _jsmith456@ent org 2,450,000  Chicago 02/04/2014

456200 4,500,000 1211172013 020472014 Gecrge Henry ghenry222@rb.com 2450000 Chicage Initial contracts provided on 02/04/2014
Initial contracts provided on 10/01/2012

Awaiting final deliverable sign off on
912400t 3,500,000 08/06/2011 02/04/2014 Mike Frank hmitankws@fru:.u 2,450,000 caew Yo@ 02/0472014

778800r 4,500,000 09/10/2013 12/06/2013 Harry Ga hga778{@chicom 3450000 Chicago Initial contracts provided on 12/06/2013
Initial contracts provided on 10/01/2012

Awaiting final deliverable sign offon
G657800s 3,000,000 08/02/2012 02/04/2014 JimRich jich&57@fnlnet 2,450,000 Chicago 02/04/2014

Figure 5 Tailoring the View for Data-Driven Access and Privilege

Comments

Total Value

Initial Entry Date
Project Lead
Project lead e-maill
Current Expense
Project Location

Project
@ Current Expense Entry Date

CRUD R R R R RUD RU
567400c 4500000 09/10/2013 12/06/2013 Rita Jones rjones3d5@entorg 3,450,000 Chicago  Initial contracts provided en 12/06/2013

A
o

458200 4,500,000 12111/2013 02/04/2014 George Henry ghenry222@rb.com 2,450,000 Chicago  Initial contracts provided on 02/04/2014
778800 4,500,000 09MOQV2013 12/08/2013 Harry Ga hgav7&@chicom 3450000 Chicage Initial contracts provided on 12/05/2013
Initial contracts provided on 10/01/2012

Awaiting final deliverable sign offon
B57800s 3,000,000 08/02/2012 02/04/2014 JimRich jrichE57 @fnlnet 2450000 Chicago 02/04/2014

Figure 6 Tailored View for Financial Analyst Fred

The CRUDS in the database will be enforced for the No other SQL requests are allowed.
restricted view. Figure 7 shows the exchange with the user. For databases, the data-driven approach has the following
Only accessible data leaves the database. advantages and disadvantages:
The Ainfigure 7 is: Advantages:
Scripted exchange with application about user request related 1. The service has limited access to the database.
to tailored view (requests are not filtered) 2. The database controls Fred’s interaction with the database
The B in figure 7 is: based upon Fred’s credentials.
SQL Requests (Read is assumed in the view): 3. Database administrators must establish CRUDs for the
1. Create-New entry - stored view and security context role in question.
2. Update—(column, row) - stored view and security 4. The SQL authority of the service is limited and verified
context by the database.
3. Delete—(column, row) - stored view and security
context



Disadvantages:
1. The data owner does have to know the database schema in
order to specify access and privilege.
2. Views are moved multiple times.
3. The service computes what is allowable (CRUD) and send
computed SQL for what it believes are reasonable requests

_ Restricted View for Col Fred Financial Analyst
T

Application System

User G)
e A
J Thread Database
of the I Management

Accessible
Data

Renewed
View

Restricied View for Col Fred Financial Analyst

Figure 7 Data-Driven Exchange with User

5. SUMMARY

We have reviewed the basic approaches to the restriction of
database access, and the assignment of privilege with
databases. The common approach to a web service front end
of a DBMS requires the web service to restrict access and
privilege based upon the user context. In doing this it must
be provided with full access and privilege to the database, and
be trusted to limit user access and privilege. The suggested
approach builds user-tailored restriction directly into the
database and provides the web service fronting the DBMS
with the same privilege as the user. At the same time it
restricts SQL queries to a fundamental set that will be
enforced by the view developed within the database and not
at the web service.

This research is part of a body of work for high assurance
enterprise computing using web services. Elements of this
work include bi-lateral end-to-end authentication using PKI
credentials for all person and non-person entities, a separate
SAML credential for claims based authorization, full
encryption at the transport layer and a defined federation
process. Many of the elements of this work are described in
[12-18].
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