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Executive Summary

Historically, the Director, Operational Test and
Evaluations’ (DOT&E’s) congressionally-mandated Cyber
Assessment Program (CAP) has proven its unique value to DoD
by collecting ground truth tactical data on the back-and-forth of
cyber conflict between DoD Cyber Red Teams that emulate our
adversaries and the DoD cyber defenders. These assessments,
typically taking place during Combatant Command or Service
Tier 1 exercises, also characterize the strategic interactions
between senior DoD officials. However, operational-level
decision-making is less thoroughly examined because of the
necessity of ensuring commanders’ training objectives are met,
and because of legal or risk factors that prohibit destructive
activity by DoD Cyber Red Teams on commercial, civilian, and
social media networks and applications.

DOT&E directed IDA to develop a cyber wargame that
will enable DoD organizations to explore operational-level
decisions regarding cyberspace force employment and network
security postures.  The IDA-designed wargame, Cyber
Maneuver, Operations, and Combat: A Knowledge Wargame

(CMOCKW), realistically emulates the nature of operational

cyber conflict with a dynamic Opposing Force (OPFOR) that
has a chance to “win,” a double-blind approach that replicates
cyber uncertainties by revealing limited information to each
side, and a force-on-force approach that uses capability values
assigned to friendly and enemy units and networks to facilitate
semi-hidden, stochastic adjudication, and a “gloves off”
approach that does not unrealistically constrain the OPFOR.

CMOCKW may be planned and executed at the SECRET
or higher classification level as desired, simulates one week of
“real scenario time” in a one-hour game turn, can be tailored and
scaled to examine the decisions and cyberspace terrain desired
by the “customer,” and is relatively simple and “lightweight” to
plan, teach, and execute.

IDA began development of CMOCKW in April 2021 and
has executed four playtests with participants drawn from the
CAP and other DoD partners. With DOT&E’s enthusiastic
support, IDA presented this overview of CMOCKW at the
Connections US 2022 Wargaming Conference on July 27, 2022.
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The cyber domain is underexplored and misunderstood

* Multi-Domain Operations
— Increasing relevance of cyberspace
— Complex new operational environment

* Adopting and creating doctrine
— Lack of operational level cyber doctrine

- Grounding in accepted practice & industry standard
- MITRE ATT&CK, NIST 800-53, etc.
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Acronyms: ATT&CK - Adversarial Tactics, Techniques & Common Knowledge; NIST - National Institute of Standards and Technology — =——



Cyber wargaming provides many benefits.
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the
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CMOCKW1 is a one-of-a-kind operational-level cyber wargame!

- Explore cyberspace decision-making
National Strategy — Theatre Strategy
- Model attack & defense

- Virtual terrain

. . Operational Wargames?
- Incorporate risk management, intel Campaign Plans — Major Operations

decisions, force employment, etc.

Tactical Wargames
Battles - Engagements

.,

* IName chosen as a memorial to Mr. Chuck Mock (IDA/OED)



We plan to make CMOCKW versatile and applicable to
many government organizations & industries.

e Use by DoD Sponsor
* Available for cyber assessments
* Plan to execute 2 wargames in FY23

* Use by various DoD organizations

e Publicly available

 Commercial purchase options
* Non-profit basis for IDA

.,



CMOCKW is customizable for various needs/scenarios

Network
Sizes/scope

Grayspace Scenario

Operations customization

Cyber
intelligence




Here’s how a turn of CMOCKW is played:

1 turn =1 week

Phase 1: Strategic Update

Phase 2: Intel COA Analysis

Phase 3: DCO Operations

Phase 4: Intel Targeting

Phase 5: OCO Operations

Phase 6: Strategic Requests

Phase 7: Intel Collection Management
Phase 8: End of Turn

Acronyms: COA — Course of Action; DCO — Defensive Cyber Operations; OCO — Offensive Cyber Operations



Tangible representation of cyberspace using abstraction

Network boundary defenses / Network internal defenses
Ops
Network name
‘ Detect y-/l +/-2 Ne_twor_k an d
External DG e “_. : . »”
AAA grid coordinate
Network DMZ and D 1
Exposed Services

Detect Respond | Restore Atk Adj Size

System Instances
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Exposed Services

System/server
instance table

Interior of network IDA
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Tangible representation of cyberspace using abstraction

Counter for an OCO
unit attacking the
network will be
played here

Network’s PROTECT rating
Protect | +/-1 | +/-1 | +/-2
Detect | +/-1 | +/-1 | +/-2

2

\

Network’s DETECT rating

Bonus and Penalty
markers to the network
defenses from friendly
and adversary actions
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Tangible representation of cyberspace using abstraction

1 Data Management
2 OPLANS

3 Personnel Data
4 Targeting

(-




Tangible representation of cyberspace using abstraction

SECRET NET
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Network-System Map

All OPLAN system
instances and
servers on the
SECRET Net
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Players are provided with goals, objectives, and
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Cyber unit counters created using doctrine and symbology
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Combat adjudication when a cyber-on-cyber attack occurs
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Here is where CMOCKW is headed

Playtest 5.
August 8-12, 2022

Wargame executed in the
field for DoD organizations

Publish a commercially
available version




There are many lessons to be learned and challenges in
the future of cyber wargaming

Lessons Learned Challenges
« Cyber warfighting « Tangible depiction of
« Interactions with other cyber domain &
warfighting components capabilities
» Doctrine & symbology
* Wargaming - Simplification of
* Uses, benefits, etc. cyberspace while keeping
* Mechanics it realistic

» Player experience

* DoD interaction with
outside agencies



Conclusion

—ELGAELCEWETS

« DoD needs wargaming to support cyber decision-making
« CMOCKW is well-positioned to fill this niche

mmm Potential Payoff

« Expanding cyber doctrine through gameplay
« Getting leadership involved & invested

= Future Game Evolution

« Automated adjudication to speed up gameplay
« Potential integration with existing physical-domain wargames

« Create online version to support remote, multi-location
execution

IDA |:s
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