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Preface 

On October 16, 2017, representatives from the Institute for Defense Analyses (IDA), 

the Office of the Secretary of Defense for Cost Analysis and Program Evaluation (OSD 

CAPE), the U.S. Naval War College, the Chief of Naval Operations Assessments Division 

(OPNAV N81), academia, and industry met at IDA in Alexandria, Virginia, for a half-day 

workshop to foster dialog on assessing information. The topics addressed in this workshop 

offer ideas on how to model the effects of information through a variety of analytical efforts 

to gain insight on a potential adversary’s behavior in cyber and information warfare. This 

document contains the proceedings of the workshop. 
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1. Introduction 

Great part of the information obtained in war is contradictory, a still greater part 
is false, and by far the greatest part is of a doubtful character. What is required 
of an officer is a certain power of discrimination, which only knowledge of men 
and things and good judgment can give. The law of probability must be his guide. 
 On War, Book I Chapter 6 “Information in War,” Carl von Clausewitz 

A. Background 

Information in warfare that is accurate and trusted can be a critical factor in the 

successful outcome of a mission or campaign. Advanced information technologies that are 

available to both friendly and adversarial forces enable the use of information in ways that 

provide opportunities and risks to a commander in the preparation for and the conduct of 

warfare. Modeling, simulation, and war gaming can provide useful insights for better use 

of information to gain advantages in physical and cyber conflict, and to shape or compel 

an adversary’s behavior across the spectrum of warfare. 

Dr. John T. Hanley engaged with Dr. Margaret Myers at the Institute of Defense 

Analyses (IDA) to host a workshop to explore a variety of topics such as assessing the 

effects of corrupt information, the use of artificial intelligence in combat, and evaluating 

cyber effects. This half-day Assessing Information Effects workshop was held October 16, 

2017, at IDA to coincide with the Military Operations Research (MORS) Wargaming 

Special Workshop held October 17 to 19, 2017. Several of the participants in the IDA 

workshop also participated in the MORS workshop. 

B. Workshop Panels 

Three panels presented ongoing or proposed research efforts related to assessing or 

using information in warfare, including cyber warfare. Each panel was 45 minutes long 

with three panelists, each limited to 15 minutes for his or her presentation and a short 

question and answer period. A short summary of the discussions for each briefing is 

presented in the following sections followed by the presentations. 

The Assessing Information Effects workshop agenda is below, and biographies of the 

panelists’ and key participants’ can be found in Appendix A. Please note that the views 

presented are those of the individuals and do not represent official organizational positions. 
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2. Opening Remarks 

Summary 

Dr. Margaret Myers, Director of the Information Technology and Systems Division 

(ITSD), and Mr. Stephen Olechnowicz, an ITSD cyber Research Staff Member, welcomed 

the conference participants to IDA and to the workshop. Dr. John Hanley noted that the 

idea for the conference began when Mr. Andrew Marshall, the legendary Director of Net 

Assessment in the Office of the Secretary of Defense (OSD), told him that the analytic 

community needed to place more attention on information in war games. Dr. Hanley 

referred to a Soviet saying that time was the only independent variable in warfare, and that 

the timing of “when who knows what” drives decision and action. Military Strategist 

Colonel John Boyd, United States Air Force (USAF), included this concept in his Observe, 

Orient, Decide, and Act (OODA) loop decision cycle shown in Figure 1, but capturing the 

effects of information in analysis and war gaming is difficult and illusive.  

 

Figure 1. Col John Boyd's OODA Loop 

 

Dr. Hanley provided examples of his experience in modeling combat, using game 

theory and gaming, the evolution of electronic warfare and information operations, and 

using artificial intelligence in cyber countermeasures as the motivation for panels on 

analysis, games, and applications. He noted that the panelists’ presentations were eclectic, 

would be intense, and were intended to start the initial set of many conversations on the 

many dimensions of this subject. 
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3. Panel 1: Quantitative Analytic Approaches 

Discussion Summary 

Dr. John Borsi discussed how he approached analyzing information and cyber effects. 

He emphasized the difference between systems and operations analysis and disparaged 

attempts to quantify the unknown and unknowable. He discussed how his approach to 

categorizing effects into well-defined discrete levels instead of attempting quantification 

through survey methods led to logically defensible insights. 

Phil Pournelle discussed how N81 had employed a suite of models, taking advantage 

of the strengths of each to address a vignette involving a long sensor-to-shooter chain, how 

these models incorporated data from fleet exercises, and the challenges of scaling such 

approaches to deal with large numbers of networked entities. 

Commander Connor McLemore, United States Navy, described the use of Salvo 

Equations to explore distributed, swarm operations in future warfare. A small model with 

quick computations supported sensitivity analysis to determine which features of the model 

had the most effect and provided non-intuitive results that could be studied and explained. 

The model has applications as an operational decision aid beyond its use in analysis. 
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A. Dr. John Borsi: Information Effects Analyses I Have Done 

Presentation Summary 

Dr. Borsi began his discussion by providing recommendations for information 

technology (IT) operators’ role in in gaming. He outlined step-by-step guidance for 

strategic command and control (C2) that can be applied to multiple scenarios using a 

process gleaned from years of experience. The main thrust of his presentation focused on 

asserting that “people don’t know why they do things,” which speaks to game theory, 

biases, and cognitive dissonance.  

Next, he provided insight on desired outcomes of games and exercises with emphasis 

on effects of cyber. Essentially, outcomes should affect strategy, not tactics. One key 

insight from his experience in this domain is that quantification is often the goal but is of 

no use for its own sake. Additionally, he pointed out that operational assessments should 

be executed by mission operators, not solely by cyber troops. The relationship of mission 

readiness and the availability of IT-enabled capabilities needs to be explored further. A 

persistent theme of these discussions was the “limits of mathematics” as applied to gaming.  
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B. Phil Pournelle: Past Modelling and Simulation of value of C4ISR in 

Campaign Analysis 

Presentation Summary 

Mr. Pournelle started with an example of a reconnaissance and attack loop with a 

conventional surface target. He explained that at each stage of the process, data must be 

collected and verified before proceeding to the next stage. As the strike platform stage 

draws closer, risk increases. To reduce risk, he proposed grouping the decision stages into 

three distinct campaign model sectors: Command, Control, Communications, Computers, 

Intelligence, Surveillance and Reconnaissance (C4ISR) Space and Missile Operations 

Simulator (COSMOS) (overhead reconnaissance); Network Warfare Simulation 

(NETWARS) (communications data flow through multiple devices and decision makers); 

and Naval Simulation System (NSS) (Naval forces and kinetic action). All three should 

flow seamlessly (in an ideal world).  

He documented his argument with specific examples to support his emphasis on 

decision loops and their impact on delivering effects in time. One key point of this model 

is that it reduces cyber to sensors, analysis, and communications, which is valuable for 

process modeling and improvement of C2. The model did not account for the potential of 

denial and disruption to processes driven by cyber effects, which is understandable given 

that the brief focused on improving the data-to-decision loop. 
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C. LCDR Connor McLemore: A Model for Geographically 

Distributed Combat Interactions of Swarming Naval and Air 

Forces 

Presentation Summary 

LCDR McLemore linked the efficacy of his models to actual experience, which made 

for a convincing presentation. Using a very specific model – a problem set of swarming of 

air platforms in an area of responsibility (AOR) – he demonstrated how his processes led 

to non-obvious connections. Due to time constraints, the presentation only briefly touched 

on some of the underlying equations supporting the model. Additional time would have 

been needed for detailed explanations.  

A variety of models were presented, but he focused on the value of the Distributed 

Interaction Model: Strike platforms can be in states of unready, ready, active, degraded, or 

killed, and commanders must account for them when formulating strategy and tactics. The 

interactions can then be divided into grids with considerations for demand and conditions 

incorporated into decision-making. The decoy example toward the end of the presentation 

presented a real-world gaming scenario with a clear successful result, thereby supporting 

the model. 
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4. Panel 2: Information in Gaming 

Discussion Summary 

Stephanie Helm described approaches used in Naval War College gaming to address 

cyber operations. She addressed the value of gaming in understanding organizations and 

organizational relationships. The games also exposed how commanders approach and 

appreciate cyber threats, and demonstrated the challenges and the dimensions of what must 

be considered in dealing with cyber threats at the operational level. 

Phil Pournelle briefed a game used for emulating Red, Green, and Blue perspectives 

and interests by capturing the communications and information transfer between teams. He 

demonstrated how Green (Blue’s ally) perceptions and interests can affect a campaign in 

ways that Blue did not anticipate or desire. The design of the game captures each move in 

ways that admit detailed analyses. 

Elizabeth Bartels discussed the challenges of exploiting player knowledge and 

expertise while hiding information that various players would not know in making their 

decisions. She provided approaches for addressing these challenges. She emphasized 

research showing that players do not know why they make the decisions that they do. 

Instead, they reconstruct plausible reasons. 
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A. Stephanie Helm: Cyber Considerations for War Gaming 

Presentation Summary 

This presentation spotlighted a widespread limitation in readiness and response 

exercises. Cyber has consistently been used as an insert rather than an actual domain of 

play, because the leaders of the exercise didn’t really understand the bounds of cyber and 

how to realistically bring it into exercise play. Because the cyber domain is logical as 

opposed to physical in terms of effects, visualization and definition of readiness and 

capabilities are difficult. Defining Cyber Key Terrain is a problematic concept for 

strategists who approach the problem with a physical world mindset. Conversely, cyber 

professionals sometimes overlook the physical infrastructure that bounds the domain. 

This inability to address cyber as part of a unified C2 exercise is unrealistic and leaves 

participants totally unprepared for countering real-world effects. These problems were 

echoed in the adjudication issues discussed in the next presentation by Ms. Bartels. If only 

a single cyber subject matter expert (SME) contributes to game design and adjudication, 

this limits the ability to integrate cyber into play, and even the potential awareness of what 

is being excluded. 

The quote “cyber is put into another room” summed up her argument. Until there is a 

paradigm shift, cyber will continue to be difficult to effectively integrate into game play 

other than as an afterthought. Despite the growing emphasis on the cyber domain and its 

importance, the reality is that it seems to be too abstract for commanders. The presentation 

also underlined the need for cyber SMEs to participate in game development and 

adjudication. These SMEs need to have a solid technical background, avoid mirror imaging 

and assumptions about adversaries, and elicit support from their command structure.  
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B. Elizabeth Bartels: Resolving Hidden Information in Open 

Adjudication 

Presentation Summary 

This presentation focused on a fundamental problem of gaming/exercise: the 

dichotomy between using open adjudication, in the interest of efficiency and maintaining 

a common understanding of the state of play, and keeping hidden information hidden, when 

its exposure could affect the validity of game play and outcomes. Ms. Bartels effectively 

captured the issues in dealing with cyber effects in gaming, where clear stealth and 

misdirection must be obscured to get “accurate” play in terms of response by an opposing 

force.  

She exposed the limits of the traditional open adjudication model for exercise actions 

when dealing with knowledge that could influence play by a team that would not have that 

knowledge in “reality.” The argument also reinforced the general problems with integrating 

cyber into gaming, where lack of subject matter expertise and models that integrate cyber 

hinder accurate assessment of cyber effects in scenarios. 

Two arguments were presented: open adjudication, in which players and control are 

on the same level, resulting in transparency, and hidden information, where multiple factors 

may be obfuscated, thus limiting data to the players (this is closer to the real world). Ms. 

Bartels proposes combining the two and presented a number of options with varying 

degrees of discussion between teams and control. Her thesis is that there is no one way to 

combine both, so rather, an acceptable middle ground should be sought.  
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C. Phil Pournelle: LTSG Marinus Platform 

Presentation Summary 

Mr. Pournelle’s discussion on the Marinus distributed and asynchronous gaming 

platform provided clear novice-level background information on current use of the 

platform and how it is moving forward. The demonstration scenario consisted of the U.S.-

Japan alliance, Korean Peninsula theater, and Senkaku islands as applied to war gaming. 

Mr. Pournelle drew attention to the importance of integrating assessment of the actions of 

Green (allied) forces into complex game play, especially in scenarios where the interests 

or strategic goals of Blue and Green may diverge. The presentation also underscored the 

challenge of integrating cyber into game play.  

Mr. Pournelle was wary of the inclusion of cyber effects into game play, due to their 

potential to distract from or disrupt exercise of traditional kinetic forces. His desire to “put 

it in its own sandbox so it doesn’t overtake our sandbox,” was in contrast to the 

presentations by Ms. Helm and Ms. Bartels. The Marinus platform is a vendor offering for 

web-based gaming with strategy and tactics for land, sea, and air positions that are 

presented in a standardized mapped view.  
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5. Panel 3: Applications  

Discussion Summary 

Kathleen Conley discussed the need for C2 agility to successfully cope with changes 

in circumstances. She presented a methodology for designing and altering the command 

and C2 approach to fit the chosen operational approach. This includes changing the 

distribution of information, authority, and patterns of interaction. She identified tools to 

measure the effectiveness of particular C2 arrangements and to enable iterative 

improvements to the C2 approach.  

Diane Schroer presented a risk assessment model for Navy operations and systems 

that depended upon large quantities of data, but which provided compelling evidence of 

what underlay failures and demonstrated where to make improvements. She emphasized 

how complex information is needed to overcome beliefs about extant practices. 

Dr. Stephen Downes-Martin discussed methods for assessing what would be required 

to affect adversary decisions. 
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A. Kathleen Conley: Assessing Agile C2 - A Command Imperative 

Presentation Summary 

Ms. Conley presented an overview of the activities that together define the 

instantiation of a “C2 Approach,” which must be tailored to the chosen operational 

approach to prevail in complex or ill-structured environments. Because information 

systems, artificial intelligence, and cyber operations can profoundly influence the 

circumstances of military operations, it is important for participants in wargames and 

exercises to be able to explicitly understand, assess, and, if necessary, alter the C2 approach 

in use. Operational design principles, adapted for use in creating and updating a C2 

approach that is appropriate to the circumstances, empower staffs to alter their approach in 

the moment to improve organizational effectiveness.  

Ms. Conley also pointed out that IDA recently published a handbook that enables 

consideration of these factors in a structured way. The handbook addresses the concept of 

C2 Agility. The concept is consistent with and puts into practice the joint command and 

control fundamentals of Joint Publication 1, (Doctrine for the Armed Forces of the United 

States) (25 March 2013).  

A key first step in achieving Agile C2 is the Commander’s issuance of C2 approach 

guidance linked to the purpose of the operation being war-gamed or exercised. This alerts 

the staff to the fact that C2 is not fixed but rather is a tool to enable effective decision-

making. As the operational environment changes, the staff then considers what it needs to 

understand, identifies who has that information, and then ensures that a relationship exists 

that permits the information to flow to the appropriate decision maker. By iteratively 

assessing whether the C2 activities are effective (doing the right thing) and efficient (doing 

the thing right), the approach to C2 can be continually adjusted so as to accomplish the 

purpose of the operation.  
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B. Diane Schroer: Enterprise Risk Analysis and Management Tool 

(ERAMT) 

Presentation Summary 

Ms. Schroer’s topic focused on the concept of using big data to analyze risks across 

disciplines and how to achieve a unified model from the current silos. Her approach echoed 

discussions on the semantic overlap between areas of risk, cyber, operational, and 

project/mission. The ERAMT is an attempt to bridge the gaps and get an overall risk 

dashboard.  

Leadership has repeatedly requested this capability, but delivery has been difficult. 

Ms. Schroer captured the challenges to leadership, weighing the risks of potential courses 

of action when similar terminology from slightly different disciplines often doesn’t mean 

exactly the same thing in context. These semantic miscommunications undermine accurate 

decision-making. She explained how this can result in a lack of congruency and affect data 

modeling. This discussion of maturity in managing and visualizing risk through data would 

be an excellent topic for follow-on exploration.  

She followed her problem definition (outdated risk identification methodology) with 

a high-level solution (automation). However, when a variety of “Big Data” analytics sets 

are available, this can pose a problem for leadership, resulting in “paralysis by analysis.” 

Ms. Schroer proposes the ERAMT based on its successful implementation in the Naval 

Sea Systems Command (NAVSEA). Discussion centered on the data flow process, which 

results in linking with rule sets that provide a risk cluster assessment as final product. 

Applying these techniques seems sound and should be pursued at all levels.  
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C. Stephen Downes-Martin: Assessing IO Effects requires 

Understanding Target Vulnerabilities to Forecast Behavior 

Presentation Summary 

Mr. Downes-Martin highlighted the effects of bias and preconceived notions on 

gaming, doctrine, and policy-making. Information Operations (IO) are permanently 

ongoing, since the target is anyone and everyone. But the unanswered question remains 

“Was the IO successful?” since it is difficult if not impossible to determine whether the 

target’s action would have been undertaken without the operation. However, human 

intelligence can help since most people’s beliefs are bedrock solid and will not change even 

in the face of evidence proving otherwise. This is a topic worth investigating further.  

Mr. Downes-Martin’s presentation drew from his wide range of experience in gaming 

and included numerous references from his published work. His observations on cognitive 

bias in decision-making have clear repercussions for successful outcomes beyond just IO.  
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Appendix A 

Panelist Biographies 

Elizabeth Bartels is a Ph.D student at the Pardee RAND Graduate School studying policy 

analysis. Her work seeks to improve games use in national security policy analysis by 

systematically documenting existing approaches and developing new tools. She also works 

as a game designer and analyst, specializing in games that explore novel topics or integrate 

other analytical techniques. She has a B.A. from the University of Chicago and an M.S. 

from the Massachusetts Institute of Technology in Political Science. Before coming to 

RAND, she worked as a game designer and national security analyst at the National 

Defense University and Caerus Associates. 

Dr. John J. Borsi is an Operations Research Analyst in the Strategic Analysis and 

Wargaming Division of OSD CAPE (Analysis Integration). He received his B.S. in 

Engineering Sciences from the United States Air Force Academy, his Masters of 

Engineering in Operations Research and Industrial Engineering from Cornell, and his M.S. 

in Industrial Engineering and Ph.D. in Operations Research from Georgia Tech. At OSD 

CAPE, he designs and conducts wargames (tactical engagement, campaign, and strategic) 

across the full range of military operations, with an emphasis on analyzing UAVs, Space 

Communications, Cyberspace Operations, and Nuclear Command and Control. From 2001 

through 2010, he was a contractor/civil servant, operations research analyst at HQAF/A9 

conducting analyses on current operations and cyberspace operations. From 1980 through 

2001, he was on active duty in the Air Force as an Aircraft structural test engineer, space 

systems logistics analyst, Assistant Professor (Air Force Institute of Technology), Mobility 

Ops analyst, Campaign Analysis Branch Chief, and AF Studies and Analysis Agency Chief 

Analyst. 

Kathleen M. Conley serves as a research staff member at the Institute for Defense 

Analyses. Prior to joining IDA, she served as the Director of Land Forces Division, Cost 

Assessment and Program Evaluation (CAPE), Office of the Secretary of Defense, 

Washington, D.C., from August 2006 to October 2011. She was responsible for providing 

direction and analysis for high-level ground forces studies, as well as for articulating 

guidance for future service programs, assessing service program proposals, and assisting 

in acquisition milestone reviews. She also served as the Director of CAPE’s Projection 

Forces Division from 2003 to 2006, where she led several major mobility capability and 

requirement studies.  
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After her commissioning as an officer in the U.S. Air Force 1980, she attended Cornell 

University followed by pilot training. Following an initial assignment as a C-141 aircraft 

commander at Norton Air Force Base, California, she completed a variety of operational 

and staff assignments, including Air Staff training officer, joint exercise planner, C-141 

and C-17 operations officer, and T-1A squadron commander, culminating with her 

assignment as the Chief of Special Air Missions in the Office of the Vice Chief of Staff, 

United States Air Force. She retired in the grade of colonel.  

Her education includes a Bachelor of Science Degree in Operations Research, 

Management, and Humanities from the United States Air Force Academy (distinguished 

graduate), a Master of Science Degree in Operations Research from Cornell University, 

and a Master of Arts Degree in National Security and Strategic Studies from the Naval War 

College. Her professional military education includes Squadron Officers School, College 

of Naval Command and Staff (graduated with highest distinction), Armed Forces Staff 

College, and National Defense Fellow at Harvard University’s John M. Olin Institute for 

Strategic Studies.  

While on active duty, Ms. Conley was awarded the Legion of Merit, the Defense 

Meritorious Service Medal (two awards), the Meritorious Service Medal (four awards), the 

Joint Service Commendation Medal, and the Air Force Commendation Medal. She is a 

command pilot with more than 3,200 hours in a variety of military aircraft. 

Dr. Stephen Downes-Martin is a Senior Research Fellow at the U.S. Naval War College, 

a Senior Associate of the Center on Irregular Warfare and Armed Groups, and an 

independent scholar researching, teaching, and supporting wargaming, game theory, 

confrontation analysis, systems thinking, decision support and analysis, negotiation 

analysis, and deception and assessments methods applied to problems at the strategic, 

operational, and tactical levels of warfare and business. A research focus is on how to 

manipulate such methods to deceive decision makers, how decision makers misuse such 

methods to deceive themselves, and how to detect such attempts and protect decision 

makers from them. He works with and for a wide variety of government, military, 

aerospace, academic, and commercial organizations in the United States and 

internationally. 

Dr. John Hanley earned his doctorate in operations research and management science at 

Yale University, writing his dissertation On Wargaming. A former U.S. Navy nuclear 
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