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Working with the U.S. Army Corps of Engineers and the Department of Homeland Security, IDA developed
the Cyber Security Module (CSM) of the Common Risk Model for Dams to help integrate physical security
and cyber security of the portfolio of dams that the U.S. Army Corps of Engineers maintains. The CSM
develops a concise report of cyber risk at dams, which can then be used to determine whether dams—
part of the nation’s critical infrastructure—are adequately protected.

The CSM determines a dam'’s cyber vulnerability rating
(Matrix 1). Cyber vulnerability is a semi-quantitative rating
(from extremely low to extremely high) that reflects the
level of protection provided by the architecture type of the
industrial control system (ICS) at the dam in combination
with one of six increasingly strong cyber defense packages
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The rigorous tools in the broader Common Risk Model for Dams suite estimate both
physical and cyber security risks to U.S. dams. These estimates can inform decisions about
investment needed to mitigate those risks and reduce loss from both physical attacks and
cyberattacks on dams.
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