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Executive Summary 
Current software often does not do what users wish due to defects, including 

security vulnerabilities. The defects (including vulnerabilities) may be unintentional or 
intentionally inserted. This presentation argues that it is possible to design, select, and 
modify our programming systems to reduce the presence or impact of defects or, in some 
cases, eliminate them entirely. This involves designing or modifying our programming 
languages, style checkers/enforcers, libraries, frameworks, package managers, and other 
software development infrastructure to counter these defects. 

This presentation makes the argument that it is possible to counter defects by 
identifying many approaches that can be applied to the programming language 
specifically and by tooling support for development processes more generally. 

Programming languages can be specifically designed to help counter defects. Their 
syntax can be designed to be unlikely to get wrong and unlikely to be misunderstood, for 
example, by preventing common mistakes like swapping “=” for “==” and countering 
misleading (underhanded) use of comments. The semantics of common operations should 
be clear to developers and avoid “magic” (special cases that do not always work). 
Programming languages should eliminate or greatly limit undefined behaviors (situations 
where the program can do anything at all). There has long been a debate between 
advocates of static and dynamic typing. Their advocates should instead learn from each 
other: designers of statically typed languages should emphasize speeding code 
development by reducing what the developer needs to declare or know (e.g., type 
inference), and designers of dynamically typed languages should find ways to gain some 
of the benefits of static types (e.g., via optional static typing). Using clear names, 
supporting pre-conditions/post-conditions/invariants, and good error-handling support 
can all help counter defects. 

More generally, tools can be developed to support development processes, including 
design, implementation, validation, and sustainment. Tools can help support the secure 
development principles of Saltzer & Schroeder, such as simple design, fail-safe defaults, 
least privilege, and psychological acceptability (particularly by supporting “least 
astonishment”). Libraries can be provided to support input validation. Tools should be 
designed to counter each of the common types of vulnerabilities identified in the OWASP 
Top 10 and the CWE/SANS Top 25 (such as SQL injection, cross-site scripting, and 
buffer overflow). There should be a recommended test framework that measures at least 
statement and branch coverage. A built-in standard assert capability and support for 
something like QuickCheck is also valuable. Supporting fuzz testing (e.g., quicker 
function restarts and easily retrievable “number of branch executions” counts) can also be 
helpful. It is also valuable to ease the creation of static analysis tools (e.g., providing 
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libraries/APIs to get data about a program). Formal methods can be valuable as well, but 
they are also expressed as languages and there should be support for reducing defects in 
formal specifications. It is usually a bad idea to rewrite whole programs, so the system 
should instead support incremental improvement over time. Designers should also 
provide mechanisms to mark interfaces as deprecated and avoid “silent” changes in 
semantics. Tools should detect obsolete components or those with vulnerabilities and 
enable easy updates. Finally, tools should be usable when disconnected from the Internet, 
as that can reduce the attack surface. 

The myriad approaches demonstrate that programming systems can be designed to 
improve resilience. It is best to do it up front, as many of these changes are more difficult 
to apply later, but some incremental improvements can also be made to existing systems. 
In conclusion, if we want to reduce software defects, programming system developers 
must consider countering defects as an important objective. 
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