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I. ABSTRACT

The Common Risk Model for Dams (CRM-D), developed by the U.S. Army Corps of Engineers (USACE) in collaboration
with the Institute for Defense Analyses (IDA) and the U.S. Department of Homeland Security (DHS), is a consistent,
mathematically rigorous, and easy to implement method for security risk assessment of dams, navigation locks, hydropower
projects, and appurtenant structures. The methodology provides a systematic approach for independently evaluating physical
and cyber security risks across a portfolio of dams, and informing decisions on how to mitigate those risks. The CRM-D can
effectively quantify the benefits of implementing a particular risk-mitigation strategy and, consequently, enable return-on-
investment analyses for multiple physical and cyber security risk-mitigation alternatives and facilitate their implementation
across a portfolio of dams.

A cyber security risk model to facilitate high-level risk assessments of industrial control systems used to control dam
critical functions is also being implemented.

Il. INTRODUCTION

In 2005, the Institute for Defense Analyses (IDA) initiated the development of the Common Risk Model (CRM) for
evaluating and comparing risks associated with the nation’s critical infrastructure. This model incorporates commonly used
risk metrics that are designed to be transparent, simple, and mathematically justifiable. The model also enables comparisons of
risks to critical assets, both within and across critical infrastructure sectors.

A modified version of this model has been under development by IDA in collaboration with the USACE. The extended
model—Common Risk Model for Dams (CRM-D)—takes into account the unique features of dams and navigation locks and
provides a systematic approach for evaluating and comparing risks from terrorist threats across a large portfolio* [7].

At the most basic level, risk is estimated for an attack scenario, defined as (1) a specific adversary (e.g., a highly capable
transnational terrorist group), (2) a specific target (e.g., the main impounding structure of a specific dam), and (3) a specific
attack vector (e.g., a cargo van loaded with explosives). Risk is a function of three variables: threat (T), vulnerability (V), and
consequences (C):

R=1(T,V,C) (1)

The three variables are defined as follows: threat — the probability of a specific attack scenario being attempted by the
adversary, given an attack on one of the targets in the portfolio under assessment (P(A)); vulnerability — the probability of
defeating the target’s defenses, given that the attack is attempted (P(S|A)); and consequences — the estimated loss in terms of
human life or economic damage given that the target’s defenses are defeated (C). Because of how CRM-D estimates these three
variables, it is appropriate to calculate risk as their product:

R =P(A) x P(S|A) x C )

! National Program Manager, Critical Infrastructure Protection and Resilience Program, Office of Homeland Security, U.S. Army Corps of Engineers,
Headquarters, Washington, DC.

2 Research Staff Member, Strategy Forces and Resources Division, Institute for Defense Analyses, Alexandria, VA.
3 Research Staff Member, Strategy Forces and Resources Division, Institute for Defense Analyses, Alexandria, VA.
A portfolio is a set of dam projects evaluated by a risk analyst.
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CRM-D also defines “conditional risk” (Rc) as risk for the attack scenario, given that this scenario is chosen:
Rc = P(S|A) x C5 ©)
The consequence and risk metrics currently considered in the CRM-D are loss of life and total economic impacts. The
aggregation of risks for all attack scenarios under consideration is termed “portfolio risk.” Minimizing portfolio risk subject to
available resources is often the focus of risk managers.

I11. BASIC CONCEPTS: THE COMMON RISK MODEL FOR DAMS

A conceptually simple model of layered defenses is used to evaluate the conditional risk of a given critical infrastructure
target. As an example, Figure 1 represents the case of a target protected by three notional defensive layers.

P(SIA); _
Probability of successfully breaching the 3rd layer

P(SIA)., __

Probability of successfully breaching the 2nd layer

P(SIA), .
Probability of successfully breaching the 1st layer

Figure 1. Conceptual Model of Layered Defenses

For the target to be successfully attacked, each defensive layer providing some form of protection needs to be successfully
breached. For the case shown in Figure 1, the joint probability that a given attack, if attempted, will be successful in reaching
the target (also known as the vulnerability or P(S|A)), can be determined using the following expression:®

P(SIA) = P(S|A)L1 X P(S|A)L2 X P(S|A)L3 4

A team of subject matter experts (SMEs) estimated probabilities for each combination of attack vector and defensive
configuration. As part of the CRM-D development, USACE defined a representative set of physical attack vectors to represent
a wide spectrum of attacks that can be used to facilitate the comparison of vulnerability and conditional risk estimates across a
large portfolio. These attack vectors,” which assume high-capability adversaries (well-trained attackers with significant access
to resources), are listed in Table | and are arranged by categories known as attack types. The 28 attack vectors listed in Table |
are a subset of the 32 total attack vectors defined by USACE for various adversary types.

5 Note that the risk metric in Equation 2 is also conditional — on the attack within a portfolio under assessment. The “conditional risk” metric is further
conditioned on the particular attack being chosen.

6 The CRM-D model explicitly accounts for time delays in the attack due to the time it takes to breach layers and the time it takes to traverse interlayer
distance. Also taken into account is attack vector degradation due to armed defenders. Since these are factors normally used in the estimation of conditional
probabilities, CRM-D simplifies the calculation of conditional probabilities by assuming independence among the probability estimates except for those
factors explicitly accounted for. See Morgeson et al., “Incorporating Uncertainties in Estimation of Vulnerabilities for Security Risk Assessments.”

7 The attack vectors used in CRM-D can be extended to include additional attack vectors that are identified over time.
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Table I. Attack Vectors Considered for High-Capability Adversaries

ATTACK MODE ' ATTACK TYPE ' ATTACK VECTOR
Vehicle-borne
Ir_nprows.ed Sedan Cargo Van Box Truck Large Truck
Explosive Device
(VBIED)
Single Small-size Medium-size | Large-size
AssaultTeam | p. cker Cell Cell Cell
HAND L Rocket M rtabl
arge- ocket- an-portable
St“?::-(;f: Caliber Propelled Mortar Guided
P Rifle Grenade Missile
Sabotage Insider Outsider - -
Excavating Attack | Mechanical Kinetic - -
Waterborne
Improvised Inflatable
Explosive Device Boat Small Boat Large Boat Barge
WATER (WBIED)
Underwgter Surface Subsurface Modified Semi-.
Improvised . . submersible
2 : Swimmer Swimmer Small Boat
Explosive Device Boat
. Small Narrow-body | Wide-body
a8 Mnpact|) Helicopter Airplane Airliner Airliner

The probability that a specific attack vector would be successful in reaching a given target depends on the probability that
each of the defensive layers encountered sequentially along the attack path is penetrated successfully. These individual layer
probabilities, in turn, depend on the type of adversary, the attack vector chosen, and the strength of the defenses at that particular
layer [5]. To illustrate the concept, assume that a given target T-1 is protected by three defensive layers (L1, L,, and Ls). For a
given attack vector denoted as AV-1, the overall probability of success for the scenario defined by attack vector AV-1 and the
target T-1 is the joint probability of penetrating all three layers successfully. For this scenario, Equation 4 can be written using
the following notation:

P(S|A)overall = P(S|A)av-1, L1 X P(S|A) av-1, 12X P(S|A) av-1, L3 (5)
Equation 6 is an example of the calculation in Equation 5 using notional estimates for the probabilities for each layer.
P(S|A)overan =0.2x 0.7x 0.9 = 0.126 (6)
As defined by Equation 3, conditional risk is the product of the probability of successful attack (given that the attack is
attempted) multiplied by the corresponding consequences. For illustrative purposes, assume that the economic consequences

of a successful attack on target T-1 is estimated to be $1.0 million (M); therefore,

Rc = P(S|A) x C = 0.126 x $1.0M = $126,000 @
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Rc is the expected loss given a hypothetical attack on target T-1 protected by layers Li, Lo, and Ls. Therefore, for every
attack scenario (i.e., combination of an adversary type, a specific attack vector, and a given target), the CRM-D methodology
provides a systematic approach to estimate conditional risk. Table 11 contains conditional risk calculations for a set of scenarios
at a notional dam.

Table I1. Conditional Risk for Selected Attack Scenarios for a Notional Dam

Impoundment Powerhouse (Control Center) RO
= Generators)
) oS =
& |3} Conseq x i~ Conseq x x Conseq i~ 0
= 9 2 i o o 2 @
~ i - 74 74 - (74 (74 - 7 —
Q Y= —~ — — Y= —~ — — = —~ —_ =
© (8] i o s <—(' © T —~ 3 o = o [ C ~ 3 o = o © csS
£ i Z |E&| £ |5 sa|l = |E&| 2 |5 sa|l = |eEs| 2|56 |e&
< pre o ) = | S s . o o z | S =7 © | o A= =z
w |0l £ |5=|TE|] o [c0| < |T55(TE|] v |[cu| € |T5[T5
2188 2 |22(22] & 88| 5 |28 22| & |58 5|22 58
o Jwal & JodloW] & Jwal| & |odjloW] & |wal & lodloW
Sedan 1 1 1.0 1 1 11 1 1.0 11 1 1 22 1.0 1 22
) Van 1 3 1.0 1 3 11 3 1.0 11 3 1 22 1.0 1 22
|
m
Box
> o 1 3 1.0 1 3 11 3 1.0 11 3 1 44 1.0 1 44
Truck
Lar
arge 100 200 1.0 100 200 11 3 1.0 11 3 1 66 1.0 1 66
Truck
Single
1 0 0.51 1 0 11 3 0.58 6 2 1 44 | 0.58 1 25
Attacker
£
© Small
o 1 0 0.9 1 0 11 3 0.81 9 2 1 132 | 0.81 1 107
= Cell
% Medium
%) 1 1 1.0 1 1 11 3 1.0 11 3 1 132 1.0 1 132
% Cell
<
Lar
Cae”ge 1 1 1.0 1 1 11 3 1.0 11 3 1 132 1.0 1 132

Source: The data in Table 2 and associated graphics throughout this paper are drawn from Michael Keleher, Steven Walser, and Samuel Himel, The
Common Risk Model for Dams Support System: A Prototype Analyst Tool (Alexandria, VA: Institute for Defense Analyses, IDA Paper P-5220). Values in
the table are rounded.

IV. EXPOSURE: A DECISION METRIC

When estimating conditional risk, a dam with only a modest number of critical assets could have several hundred scenarios
and, consequently, several hundred conditional risk estimates. A decision metric, defined as exposure, is used to facilitate the
aggregation of conditional risk estimates across scenarios. A standard set of graphics and return-on-investment calculations
based on exposure are introduced that summarize the current level of risk at a dam project, as well as the reduced level of risk
if the set of recommended security upgrades are implemented.

A. Defining Exposure

Exposure is defined as human lives and economic value at risk due to an attack. It is calculated as the scaled sum of
conditional risk estimates for any particular set of scenarios (or even a single scenario) being considered by the analyst.
Intuitively, the number of human lives at risk from a single attack at a specified dam cannot exceed the maximum number of
lives lost considering all scenarios at that dam. Consequently, exposure, measured in terms of lives lost, for any set of scenarios
will never exceed the maximum possible lives lost from any individual scenario in the set. The analyst can use exposure to
compare risks by attack type, by target, or for any useful set of scenarios. The results of this comparison can guide an analyst
in determining the most effective set of security upgrades.
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V. USING EXPOSURE TO DEVELOP RISK-MITIGATION OPTIONS

A risk-mitigation option (RMO) is the designation given to a package of security upgrades intended to reduce exposure at
critical assets and components of a dam project. The upgrades consist of improvements or additions to the defensive layers of
the project. Options are constrained in practice by command guidance, such as funding limitations or operational
considerations.

The decision metric that will be used to evaluate potential RMOs is the net reduction in the exposure for the set of all
scenarios considered at the project. Exposure for a dam in its current security configuration is denoted RC’ as.is. It is calculated?®
using conditional risk estimates for each scenario based on the P(S]JA) values for the current defensive configuration at each
layer protecting the dam. RC’RMO denotes exposure for the dam after implementing the proposed RMO. It is calculated using
conditional risk estimates for each scenario based on revised P(S|A) values resulting from the proposed defensive
configurations.

Exposure was introduced to help the analyst use conditional risk estimates to develop RMOs that effectively reduce risk.
It scales all conditional risks to prevent their sum from exceeding the maximum consequences from the most consequential
single attack. Exposure, calculated by summing scaled conditional risk values over different sets of scenarios, is particularly
helpful in answering two questions from the dam owner/operator perspective:

1) Which targets are the most exposed?

2) Which attack types have the highest risk of exposure?

The first question is addressed by calculating exposure for each asset at the dam. That is, calculate the sum of scaled
conditional risk estimates for all scenarios involving a particular asset. Similarly, the second question is addressed by
calculating exposure for each attack type. That is, calculate the sum of scaled conditional risk estimates over each scenario
involving a particular attack type. In the next section, graphics are introduced that help the analyst answer these two questions.

A. Understanding the Effectiveness of RMO Options

Each scenario contributes to the overall exposure at a dam project. In order for an analyst to recommend security upgrades
that efficiently reduce that level of exposure, it would be helpful to know which scenarios contribute the most to the overall
level of exposure. As previously mentioned, this can be analyzed by asset or by attack type. Pie charts are an intuitive way to
display this information.

Figure 2 and Figure 3 show how exposure is distributed over assets and attack vectors for current defenses at a notional dam.
Charts such as these inform the analyst during the process of building RMOs. Rc’as.is is calculated for the set of all scenarios;
each wedge in the pie charts represents the percentage of that total that is contributed by the set of scenarios that involve only
the asset (or attack type) indicated.

Figure 2 displays relevant information to determine which targets are the most exposed in terms of loss of life. As shown,
more than half of all exposure is contributed by scenarios involving only two assets—the visitor center and the main
impounding structure. This information provides insight to the risk analyst in making a determination on where security
upgrades are best placed at a dam project to reduce exposure.

8 Exposure is defined and calculated, both in terms of human lives and economic value. The calculations for human lives and economic value are always
done separately.
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2%

B Visitor Center

B Main Impounding Structure
B Powerhouse Components
B powerhouse (Building)

B Administration Building

B Spillway

¥ Navigation Lock

Figure 2. Distribution of Loss-of-Life Exposure Over Assets for “As-Is” Defenses

A similar analysis can be conducted by attack type. Figure 3 shows information on which attack vectors currently cause
the most exposure. It shows that roughly three quarters of total exposure at the project is attributed to scenarios involving
vehicle-borne improvised explosive devices (VBIEDs) and assault teams. An analyst can readily surmise that protecting against
land-based attacks is more likely to lower overall exposure than protecting against waterborne attacks.

1%_ 1% m Vehicle-borne Improvised

Explosive Device (VBIED)

M Assault Team
m Water-borne Improvised
Explosive Device (WBIED)

W Stand-off Weapon

m Sabotage

® Underwater Improvised
82.5% Land; 17.5% Water Explosive Device (UW-IED)

Figure 3. Distribution of Loss-of-Life Exposure Over Attack Vector Types for “As-1s” Defenses

B. Evaluating Alternative RMOs

For a given RMO, it is important to quantify the reduction in exposure that would be achieved if the proposed RMO is
implemented. Figure 4 depicts a notional example where three separate estimates of loss of life exposure are shown for three
different security conditions at a given dam: (1) no effective defenses present, (2) existing security configuration, and; (3)
proposed security configuration based on implementation of the RMO.
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The left bar (RED), denoted as Rc’unperenoep, represents the level of exposure if there were no effective defenses at the
dam; that is, the vulnerability, or P(S|A), for every scenario equals 1.0. Mathematically, this means that Rc equals the associated
consequences for every scenario. In this case, Rc’ equals the maximum consequences that can be achieved for all scenarios
being considered.

The middle bar (BLUE) represents the level of exposure associated with the current state of defenses. The example in
Figure 4 shows that the current security configuration provides a 21 percent reduction in exposure, as compared to an
undefended project.

The right bar (GREEN) represents the level of exposure if the proposed RMO was implemented. Adding these proposed
security enhancements would result in a 17 percent reduction in the level of loss-of-life exposure, as compared to the current
security configuration.

120

100

21% Reduction in Exposure (Lives)
&0 -+

17% Reduction in Exposure (Loss of Life)
60 -

Percentage (%)

20

Rc' Undefended Rc' As-Is Rc' RMO

Figure 4. Reduction in Loss-of-Life Exposure for RMO

Exposure is an intuitive concept that provides risk analysts with an easy-to-calculate method for synthesizing conditional
risk calculations across multiple scenarios. The data provided by this new metric can be presented to decision makers via
graphical displays that are informative and easy to comprehend.

VI. ESTIMATING THREAT: P(A)

As noted previously, risk is a function of threat, vulnerability, and consequences. Preceding sections address the estimation
of vulnerability and consequences, but estimation of threat to a dam project is an important part of risk assessment. Because
attempted or even planned attacks on the U.S. infrastructure are, fortunately, rather rare, there is a lack of historical data to
quantify threat for attack scenarios in terms of the historical frequency of their occurrence, as would often be done with natural
hazards. Thus, in order to quantify risk as an expected loss, threat needs to be estimated as a subjective probability, a formally
quantified judgment by subject-matter experts (SMEs) about the relative likelihood of each attack scenario.

The CRM-D methodology incorporates a terrorist decision model (formally known as the Probabilistic Adversary Decision
Model), which can be used to systematically estimate the relative likelihood of potential attack scenarios for any given portfolio
of dams. The terrorist decision model is derived from information elicited from terrorism experts and intelligence analysts.
Once the model has been developed using expert elicitation, it can be used to estimate threat for any number of attack scenarios
and to accommodate additional scenarios without conducting new elicitations. The approach, which is based on the conjoint
(trade-off) analysis methodology used frequently in market research, constitutes a unique contribution to the methods of
eliciting expert uncertainty and aggregating expert opinions. The model quantifies the reduction of relative threat as a result of
a particular risk mitigation strategy and, consequently, enables return-on-investment analyses for multiple risk mitigation
alternatives.
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A. Modeling Adaptive Threats

Modeling threat from goal-oriented, adaptive adversaries is fundamentally different from modeling potential hazards
associated with forces of nature. Adversaries evaluate potential attacks based on criteria that are important to them and then
choose the attack that accords best with their objectives. When the adversary’s decision criteria change, their choice may change
as well. Unlike consequence or vulnerability estimates, a threat estimate for an attack scenario depends not only on the
characteristics of that scenario, but also on the characteristics of all attack scenarios from which the adversary is choosing.

To account for these concepts, the CRM-D includes a Probabilistic Adversary Decision Model (PADM), which is
composed of two sub-models: the Adversary Value Model (AVM) and the Attack Choice Model (ACM). The decision model
is probabilistic because no aspect of the adversary’s future decision process can be known with certainty.

Adversary Value Model. This model quantifies expert judgment about how adversaries evaluate the relative attractiveness of
attack scenarios based on the scenarios’ characteristics that the adversary is likely to take into account. These features, related
to the adversary capabilities and intent, reflect the various expected benefits, costs, and risks associated with each attack
scenario. The adversary value model also quantifies the underlying uncertainty about the value system, which stems from the
differences of opinion among experts and the uncertainty of each individual expert about the attacker’s value system.

To model the attack scenario evaluation process followed by an adversary, it is first necessary to identify the adversarial
goals driving the selection of a particular attack scenario. For the type of adversary under consideration (highly capable,
transnational terrorist organization), this was conducted through literature review and interviews with selected groups of
terrorism experts from various government and research organizations.

Based on the assumed goals, the following variables were identified as the controlling factors influencing the attack
scenario evaluation process from the adversary’s perspective:

e Adversary’s perception of the probability of successfully defeating the national and local defensive layers;

e Adversary’s perception of the probability of successfully defeating the target defensive layers, given success against
the national and local defenses;

e Adversary’s perception of the expected level of consequences in terms of the loss of life resulting from a successful
attack;

e Adversary’s perception of the expected level of consequences in terms of the economic impacts resulting from a
successful attack.

A comprehensive expert elicitation used to develop the PADM was conducted with the participation of representatives
from multiple federal agencies, owners and operators, state fusion centers, and other state agencies responsible for law
enforcement and public safety. In the main elicitation task, each SME was presented with one or two dozen different sets of
four hypothetical attack alternatives. For each set of alternatives, each expert was asked to provide the probability that each of
the alternatives in the set would be chosen by adversaries, given that one of them is chosen. Eliciting probabilities provides a
way to incorporate each SME’s uncertainty. Figure 5 shows an example of one of the sets of hypothetical attack alternatives
used in the elicitation.
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At the bottom of each of these four alternatives, indicate the chance (anywhere from 0 and 100%) that it will be the
one chosen?

Probability that preparation for |0.1 0.5 0.3 0.7
attack concludes successfully,
resulting in attack initiation
Probabillity that, if attack |0.9 0.3 (0.5 0.1
initiated, it will successfully
defeat target defenses
I - L :
U.S. loss of life if attack |1,000 400 50 20
defeats target defenses |
| I— e ——
Economic damage to U.S, if |1 Billion 50 Million 200 Million 5 Billion
attack defeats target defenses

—_— —

l

Total:jo

The four numbers must sum to 100.

Figure 5. Example of a Set of Hypothetical Attack Alternatives

Attack Choice Model. The attack choice model uses the estimated adversary value system to calculate P(A) for any set
of attack scenarios and to perform return on investment (ROI) analyses for risk-mitigation alternatives. To enable P(A)
calculation, attack scenarios in the portfolio need to be formulated in terms that the adversary value model can accommaodate.
This involves using the CRM-D consequence and vulnerability models to estimate the values for loss of life, total economic
impacts, and the probabilities of defeating the national/local and target defenses for every scenario in the portfolio. These
variables are used as proxies for the adversary perceptions of these variables. The model then uses the estimated adversary
value function and the uncertainty around it to simulate the possible utility values for a set of attack scenarios. The CRM-D
assumption is that the adversary selects the attack scenario perceived to have the highest value, and so P(A) for an attack
scenario is calculated as the fraction of the simulations, in which the scenario has the highest value in the set.®

Because CRM-D models adversaries as adaptive decision makers, it is important to note that some risk-mitigation
investments may decrease P(A) for some scenarios while causing an increase for other scenarios.*® Therefore, it is theoretically
possible for an investment aimed at risk mitigation to actually increase portfolio risk if the threat shifts to attack scenarios that
pose more risk. Risk managers should be mindful of the complex interactions associated with the target selection process
employed by adaptive adversaries.

B. Estimation of Total Risk

Figure 6 demonstrates how risk estimates can be used by decision makers. Each dot in the figure represents a particular
scenario from a portfolio of dams. The vertical axis represents the product of P(A) and P(S|A), and the horizontal axis represents
the economic consequences (notice that the targets are indexed by letters, and the attack vectors by numbers). Total risk is
estimated in terms of economic consequences by multiplying the values of each coordinate set.

The figure depicts iso-curves representing thresholds of total risk. As an example, points above the red line represent dams
where risk is greater than $50M. Decision makers can use this information to identify dams where risk is greatest, representing
a priority for implementation of risk mitigation investments.

9 If the adversary believes that risk mitigation might involve deception or randomization, they might not necessarily choose a scenario that is perceived to
have the highest value.

10 Because P(A) is conditional on attack within a portfolio, deterrence is not modeled — in response to risk mitigation, the P(A) can only shift among the
scenarios, and the sum of P(A) will always be no less than 1. Future work on the AVM elicitation will enable estimating the deterrence effect of investments.
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Figure 6. Total Risk Estimation in Terms of Economic Consequences

Previously, it was shown how exposure has been used to aggregate risk across scenarios and thus to aid in the development
and evaluation of RMOs. Estimates of P(A) for each scenario can also be used to synthesize risk across scenarios. Thus, decision

makers have two methods at their disposal for evaluating various RMOs. However, exposure is the method currently
implemented by USACE.

VIl. CYBER SECURITY RISK MODEL

The National Infrastructure Protection Plan (NIPP, 2013) sets forth goals for a national, coordinated effort to strengthen
the security and resilience of our nation’s critical infrastructure against human, physical, and cyber threats. It outlines a
coordinated risk-management framework to secure the cyber elements of critical infrastructure in an integrated fashion with
physical security, rather than as a separate consideration.

To achieve this goal, USACE has expanded the CRM-D to incorporate a risk model focused on cyber-attack scenarios on
industrial control systems (ICS) controlling critical dam functions. This model enables the implementation of high-level cyber-

risk assessments, and assists in the identification of those ICS where stronger cyber-security measures should be implemented
in order to reduce risks to an acceptable level.

A. Estimating Vulnerability

Cyber vulnerability is defined as the probability of defeating cyber defenses, given a cyber attack. For the target to be
successfully attacked, the cyber-defensive configuration would need to be successfully breached.
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To assess vulnerability, ICS configurations have been classified into four system architecture categories representative of

USACE dams, as follows:

1) Platform Information Technology (PIT) System Restricted Interconnection — refers to a system connected to a project

owned by an entity external to USACE.

2) PIT System Closed-Restricted — a set of multiple interconnected systems capable of enabling remote operations,

3) PIT System — a system with no external connections,

4) PIT Product —the simplest control system with minimal computing resources.

Similarly, a number of cyber defense packages with increasingly strong levels of cyber protection have been defined (e.g.,
the higher the designation, the stronger the defense package). The CRM-D considers a total of six different cyber defense
package levels, ranging from the fewest or most ineffective controls (Cyber Defense Package 0) to the most stringent controls
(Cyber Defense Package 5). These cyber defense packages are comprised of physical defenses, personnel measures, and cyber
controls. Physical defenses may include elements such as gates, access controls, surveillance systems, etc. Similarly, typical
personnel measures include background checks and cyber security training, while some sample cyber controls involve computer

access controls and system monitoring.

Table 111 shows qualitative assessments of cyber vulnerability, or the probability that a given cyber attack, if attempted,
will be successful in defeating cyber defenses (also known as the vulnerability or P(S|A)). These estimates were developed
using SME expert elicitation considering a high-capability adversary. A cyber vulnerability rating can be determined by

considering the system architecture in place and its corresponding cyber defense package level.

Table I11. Cyber Vulnerability Rating for High-End Adversaries

SYSTEM ARCHITECTURE

Thosce | nestmores | TSI | pr | g
INTER- | peesoier o | SUBSYSTEM | PRODUCT
CONNECTION

DEFENSE PACKAGE 5 |  Very Low

DEFENSE PACKAGE 4 Low Very Low E’“I'_‘:)"f'”

DEFENSE PACKAGE 3 Moderate Low Very Low

DEFENSEPACKAGE2|  High Moderate Low E‘t{‘:’“\:""’

DEFENSE PACKAGE 1 Very High High Moderate Low

DEFENSE PACKAGE 0 E"ﬁ?g“"f" E"ﬁ?g’:‘f" E":ie;;'“y E’“}'{'fg“"f'y
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B. Estimating Consequences

Just as in the case of physical attacks, consequences associated with cyberattacks are also estimated in terms of loss of
lives and economic damages. For each dam critical function, potential damages are estimated by considering worst reasonable
case conditions. A representative!! worst reasonable case scenario for each major dam function is characterized as follows:

Flood Risk Management. Flood control (spillway) gates connected to an ICS are assumed to be compromised, but not
destroyed or damaged. Gate operation mechanisms may be damaged. Manual override/control is assumed possible for
all ICS-controlled gates.

Hydropower. All turbines and power generators that are connected to the ICS and an external connection are assumed
to be destroyed. Serial connections (e.g., analog signals sent to and/or from regional power administrations) are not
counted as external communications systems. If no external connection is present, the generators controlled by the
ICS are assumed to be disabled for the duration of the cyber attack. All other hydropower components connected to
ICS are assumed disabled for the duration of the event (i.e., time to restore full operational capabilities).

Navigation. All navigation lock (miter) gates connected to an ICS are assumed to be damaged.

Water Supply. All water supply-related components connected to an ICS are assumed to be compromised, but not
destroyed or damaged. All saltwater intrusion gates connected to an ICS are assumed to be damaged. Additionally,
any loss of pool due to a successful cyber attack on any other critical interdependent function (i.e., flood risk
management, hydropower, or navigation) may impact the project’s ability to supply water normally.

Once the potential damages for each function are estimated, the overall worst condition resulting from the evaluation of
all critical dam functions is determined and used to assign a consequence rating based on loss of life (Table 1V) and total
economic loss (Table V), which range from the lowest (Level 1) to the highest (Level 5) impacts.

Table IV. Consequence Rating (Loss of Life)

LOSS OF LIFE CONSEQUENCE RATING

Level 1 Level 2 Level 3 Level 4 Level 5

0 0<LOL=50 50 < LOL =100 100 < LOL = 200 > 200

Table V. Consequence Rating (Economic Loss)

ECONOMIC LOSS CONSEQUENCE RATING l

Level 1 Level 2 Level 3 Level 4 Level 5

< $1.0M $1.0M < X = $25.0M | $25.0M < X < $50.0M | $50.0M < X < $100.0M > $100.0M

C. Estimating Risk

Table VI shows how to estimate cyber risk for ICS associated with dams. By combining the vulnerability rating with the
corresponding consequence rating (either loss of life or economic loss), a qualitative risk rating associated with each
combination of vulnerability and consequence ratings is assigned, ranging from “Very Low” to “Very High.”

11 The actual “worst reasonable case scenario” for each critical function is dependent on individual dam cyber-configurations and subject to change based on
the outcomes of actual cyber attacks, identification of new vulnerabilities and new threats, and intelligence.
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Table V1. Industrial Control Systems Cyber Risk Rating

CONSEQUENCE RATING |
VULNERABILITY

RATING LEVEL 1 LEVEL 2 LEVEL 3 LEVEL 4 LEVEL 5
EXTREMELY HIGH | Very Low Low High Very High | Very High
VERY HIGH | Very Low Low Moderate | Very High | Very High
HIGH | Very Low Low Moderate High Very High

MODERATE | Very Low Low Moderate Moderate High
LOW | VeryLow Low Low Low Moderate

VERY LOW | Very Low Very Low Low Low Low

EXTREMELY LOW | Very Low Very Low Very Low Low Low

VIIl. CONCLUSION

The CRM-D is a consistent, mathematically rigorous, and easy to implement method for security risk assessment of dams,
navigation locks, hydropower projects, and appurtenant structures. This methodology, the implementation of which represents
collaborative efforts between USACE and DHS, provides a systematic approach for evaluating and comparing security risks
across a large portfolio.

Risk is calculated for attack scenarios as a function of consequences, vulnerability, and threat. Vulnerability estimates are
elicited as probabilities of successful attacks by specific adversary types using reference attack vectors against generic security
configurations. The elicited estimates can then be used to estimate the vulnerability of a target protected by any combination
of the generic security configurations against any of the reference attack vectors for the adversary groups under consideration.
The CRM-D also incorporates a probabilistic adversary decision model to estimate the probability of each attack scenario in
the set, given that one of the scenarios in the set is attempted. The CRM-D can effectively quantify the benefits of implementing
a particular risk-mitigation strategy and, consequently, enable return-on-investment analyses for multiple risk mitigation
alternatives across a large portfolio.

A cyber security risk model for the evaluation of security risk on ICS controlling critical dam functions is now implemented
as part of CRM-D. A risk rating scheme is used to assign a risk level and identify ICS where stronger cyber-security measures
should be implemented in order to reduce risks to an acceptable level.

The elements of CRM-D provide risk analysts with a suite of rigorous tools for estimating physical and cyber security
risks across a portfolio of dams. The results from a CRM-D risk assessment can be used to inform investment decisions to
mitigate those risks and enhance the security posture at our nation’s critical infrastructure against potential adversaries.
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